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on_rib_process _dplane_results(ctx)
ctx.zd_op !'= 29

1)

(ctx.br_port.flags & 1) ==
os.execute("/opt/ebpf/emfctrl df set " .. ctx.zd_ifname .. " 1")

os.execute("/opt/ebpf/emfctrl df set " .. ctx.zd_ifname .. " 0")

vteps = {}
i, v ipairs(ctx.br_port.sph_filters)
vteps[i] = tostring(v.string)

vteps_str = table.concat(vteps, " ")

os.execute("/opt/ebpf/emfctrl sph replace " .. ctx.zd _ifname .. " " .. vteps_str)
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Single VXLAN Device (SVD) #r% & %

e Traditional 7z 1 VNI Z 1 VXLAN netdev TUNA T A #EEX
« VNI A Z % & vxlan, bridge . vlan netdev »*'#E % %

inner frame inner frame

J} vxlan11000 bridge1000 eth0.1000 M» vid:1000 | inner frame

src:vtepl | dst:vtepO |vni:11000| inner frame

vxlan12000 bridge2000 eth0.2000

src:vtep2 dst:vtepO vni:13000 inner frame
\ inner frame inner frame
» vxlan13000 bridge3000 eth0.3000 -» vid:3000 | inner frame

o B VNI % 1 VXLAN netdev TIRA T % R
> bridge |Z vlan-aware #BICT 2 NEHLDH B
» ver 10.7.0 D K¥ 2 X A 5 SVYD (Single VXLAN Device) ##XAH' recommended & 2k

src:vtepl | dst:vtepO |vni: 11000 vid: 1000
aaaaaaaa metadata
src:vtepl | dst:vtepO |vni:11000| inner frame T -------- »{ inner frame F-------------------3 Y| inner frame f---------------4 7) vid:1000 | inner frame
J» vxlan bridge bond (eth) =
src:vtep2  dst:vtepO vni:13000 inner frame £ EEEEE T »| inner frame --------------------- »| innerframe ---------------- L vid:3000 | inner frame
.~ metadata ‘

src:vtep2  dst:vtepO vni:13000 metadata vid:3000




Single VXLAN Device (SVD) #pk% & 3

e Traditional 72 1 VNI Z 1 VXLAN netdev TUNA T B #E X

« VNI A Z % & vxlan, bridge . vlan netdev »*'#E % %

J) vxlan11000 bridge1000 eth0.1000 » vid:1000 | inner frame

src:vtepl | dst:vtepO |vni:11000| inner frame

vxlan12000 bridge2000 eth0.2000

src:vtep2  dst:vtepO vni:13000 inner frame

SPH F|Iter @f:@?ﬁi’i@fﬁﬁﬂﬁ\k\) SVD *%E‘Z%*IJ}EH » vid:3000 | inner frame

o B VNI % 1 VXLAN netdev TUINA T B HEX
> bridge |Z vlan-aware #BICT 2 NEHLDH B
»ver 10.7.0 D FF 2 X~ b H  SVYD (Single VXLAN Device) #5%A* recommended & E87k

/ src:vtepl | dst:vtepO |vni:11000 vid:1000 \
metadata ~ = metadata
src:vtepl | dst:vtepO |vni:11000| inner frame S-f--------= »{ inner frame |-------------------- »| innerframe |---------------- 7) vid:1000 | inner frame
}) vxlan bridge bond (eth) <
src:vtep2 dst:vtepO vni:13000 inner frame £-4-------Y innerframe --------------------- Y| innerframe ---------------- 1} vid:3000 | inner frame

"% sre:vtep2 | dst:vtepO vni:13000 et vid:3000



SVD B8R DRTE & 8}
o ZEH : vni:11000 % vid:1000 (Zmapping

link add br@ type bridge vlan_filtering 1 vlan_default_pvid 0
link add vxlan@ type vxlan dstport 4789 local 100.64.0.1 nolearning external vnifilter

vlian add dev vxlan@ vid 1000
vhnl add dev vxlan@® vni 11000
vlan add dev vxlan® vid 1000 tunnel info 1d 11000

o NEBDZEEH:
1. AA vxlan 74w b H 5 sre/dstip & vni Z X X T —& & LT skb ICH{T T
2. bridge A% egress port IZ enqueu 3% A4 2> T vni # vid [CZ

/ src:vtepl | dst:vtepO |vni:11000 vid:1000 \
metadata ~ = metadata
src:vtepl | dst:vtepO |vni:11000| inner frame T -------- »{ inner frame |-------------------- »{ inner frame |---------------+ T) vid:1000 | inner frame
J» vxlan bridge bond (eth) =<
src:vtep2  dst:vtep0 vni:13000 inner frame X B Y» innerframe --------------—------- » inner frame ---------------- L vid:3000 | inner frame
\ et srervtep2 | dst:vtepO vni:13000 metadata vid:3000 /
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SVD (Single VXLAN Device) iX5E

o ZEH : vni:11000 % vid:1000 (Zmapping

link add br@ type bridge vlan_filtering 1 vlan_default_pvid 0
link add vxlan@ type vxlan dstport 4789 local 100.64.0.1 nolearning external vnifilter

vlan add dev vxlan@® vid 1000
vhl add dev vxlan® vni 11000

L SPH Filter Ic 2 M%ETE VTEP-IP A%E, Traditional R Tl A A L,
o NIERDZEEL:
1. AAvxlan 737y FHolsre/dstip & vni Z2 X 2 T7—2 & LT skb (ST LT

umit

n \ ~ - : ~ \ A u u N
N\
2. bridge D egress port [Z enqueu §B5X A4 I 7 Tvni z vid [CEH#E
/ src:vtepl | dst:vtepO |vni:11000 vid:1000 \
aaaaaaaa metadata

src:vtepl | dst:vtepO |vni:11000| inner frame T -------- »{ inner frame |-------------------- »| inner frame |---------------+ ]) vid:1000 | inner frame
J» vxlan bridge bond (eth) =

src:vtep2 | dst:vtepO vni:13000 inner frame —=<-4-------2 P| inner frame f-----c-cc-cccocoooo--- »| inner frame f--------------- 1) vid:3000 | inner frame
k _ src:vtep2 | dst:vtepO vni:13000 metdaavid:3000 /
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. vxlan-if @ ingress T vlan tag Z push bgpd ,:a_emfctrl l
o —— /— sebr (Lua Script)
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e vni & vid @ mapping IFE/JICEKTE ~ / l
3. bridge T egress port A bond-if I REX 5 Wespr SPH Filter List non-DF Filter List
A. bond-if  egress T BUM 7 L —L¥IE%£ T3 comtren | L_tegrrven
e tc flower (2 & Y ¥IFE Known unicast (£ pass vlan-push non-DF/SPH Filtering
5. bond-if @ egress T BUM (Z Filter = & FF S P@— (eBPF:f)
1. tc T non-DF/SPH Filtering eBPF Prog # =17 ~ 56\
tcingress

2. eBPF Map H oI5 ENE

vxlan

tc egre
P bridge bond (LAG)
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ip_tunnel_metadata (& VNI-VID ¥ TEHZA 5

* bond-if T® Filtering LI
e vlan-aware bridge M NEREE

u

1. AA vxlan 7349 v FH 5

2. bridge Do egress port (C

- >

3T ip_tunnel_metadata 238k L L

src/dstip & vni Z X X T —X & LT skb ([ZHHAT T
enqueu 9§ B54%A4 I Tvni % vid [CZE

e Z Z T ip_tunnel info metadata |ZHIBRE 5

src:vtepl | dst:vtepO |vni:11000| inner frame j
src:vtep2 dst:vtep0O vni:13000 inner frame J

CDIAIV) THELIRD

src:vtepl | dst:vtepO |vni:11000 vid: 1000
metadata metadata
-------- »i inner frame f------------------- inner frame - --- -—---------7-) vid:1000 | inner frame
> vxlan bridge bond (eth) |=<
--------- » inner frame ---------------------Y% inner frame ---—---—---—---—l) vid:3000 @ inner frame
K Mot grervtep2 | dstivtepO vni:13000 metadatal \/id: 3000 /
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» vlan-aware bridge ® NEREE):
1. bridge 7% egress port | enqueu §5 %4 5 Tvni % vid (CZ
e Z Z T ip_tunnel_info metadata IZEIBR S N3

||n1||

e FE2 (1.) &4 I Tvlantag »* push SNTUL 3B & bridge T®D vni-vid Z#L{TH 7 W
o vni-vid Z#AIThHh N7 W5 E ip_tunnel_info metadata 27 D F £5% %

o ZZ T (1.) &V4iZ vlan tag A push S N7-dREEE LTH L

ZZCvlan push L&KL &

vid:1000
metadata | grc: vtep 1

vid:1000 \
metadata |Src:vtepl | dst:vtepO vni:11000

dst:vtepO |vni: 11000|

src:vtepl| dst:vtepO |vni:11000| inner frame T ------- inner frame fF----------------§--- »| inner frame |--------------- T) vid:1000 | inner frame

J» vxlan bridge bond (eth) <
src:vtep2 dst:vtepO vni:13000 inner frame ¥ LR » innerframe --------------------- Y innerframe F------=---------, l} vid:3000 @ inner frame

\ - metadata SrC:Vtep2 dst:vtepO vn|13000 - metadata V|d3000 /
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1. vxlan-if A* VXLAN /~7 v b Z25215

@} R -
2. vxlan-if @ ingress T vlan tag % push A~ T .
e tc T vlan-push eBPF Prog % 31T zebra S o
on_rib_dplane_result (C-Prog)
eBPF Prog THIE I NITERWLWD TIE ? - / l
3K N eBPF _ _
SPH Filter List non-DF Filter List
(eBPF Map) (eBPF Map)
tun metadata mark non-DF/SPH Filterling
5. bond-if @ egress T BUI\/I |2 Filter %z @ (eB;:Pa) (eBPF Prog)

1. tc T non-DF/SPH Filtering eBPF Prog % Z£17 V4 N

2. eBPF I\/Iap AN '\O'%%QHX?E tc ingress tc eg
vxlan bridge bond (eth)

& Linux Kernel Datapath )
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eBPF Prog 75 12miss RIEICT7 72X TE LW

e bridge @ learning table (Ck v F LA > 7-3FE 12miss At v k
» skb DA X T—RMEICEY bEIND

e eBPF Prog [ skb DX X F7—XICIZEZET 7 X TEH W

» BPF helper B8 &2 N LTT7 78R 2DHEARN
- tunnel metadata © helper BEBEBHTT7 7 X LTW53
» 12miss ZEX59 % helper B8 7% Ly

o 5[E]IX tc @ flower & bpf O AEHHE THIG

filter add dev bond egress pref 1 flower dst_mac 00:00:00:00:00:00/01:00:00:00:00:00 12_miss @ action pass

filter add dev bond egress pref 2 bpf da obj egress_mh_filter.o sec tc
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int

evpn_mh_vlan_push(struct __sk_buff xskb)

{

struct bpf_tunnel_key key = {}

__ul6é xvid

int ret

ret = bpf_skb_get_tunnel_key(skb, &key, sizeof(key), 0)
(ret == -EPROTO)
ret = bpf_skb_get_tunnel_key(skb, &key, sizeof(key)
BPF_F_TUNINFO_IPV6)
(ret !'=0)
TC_ACT_OK

vid = bpf_map_lookup_elem(&evpn_mh_vni_vlan, &key.tunnel_id)
('vid)

TC_ACT_OK

vilan_push

bpf_skb_vlan_push(skb, bpf_htons(ETH_P_8021Q), xvid)

TC_ACT_OK
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int
evpn_mh_egress_filter(struct __sk_buff xskb)

{

non_df = bpf_map_lookup_elem(&evpn_mh_df, &ifindex)
(non_df && *non_df) {
bpf_printk("evpn-mh: DF-block ifindex=%d\n", ifindex)
TC_ACT_SHOT

sph_inner = bpf_map_lookup_elem(&evpn_mh_sph_list, &ifindex)
(!'sph_inner)
TC_ACT_OK

ret = bpf_skb_get_tunnel_key(skb, &key, sizeof(key), 0)
(ret == 0) {
vk.af = VTEP_AF_INET
vk.addr.v4.s_addr = bpf_htonl(key.remote_ipv4)
(ret == —-EPROTO) {
ret = bpf_skb_get_tunnel_key(skb, &key, sizeof(key)
BPF_F_TUNINFO_IPV6)
(ret == 0) {
vk.af = VTEP_AF_INET6
vk.addr.v6.s6_addr32[0]
vk.addr.v6.s6_addr32[1]
vk.addr.v6.s6_addr32[2]
vk.addr.v6.s6_addr32[3]

remote_ipv6[0]
remote_ipv6[1]
remote_ipv6[2]
remote_ipv6[3]

(ret '= 0)
TC_ACT_OK

(bpf_map_lookup_elem(sph_inner, &vk)) {
bpf_printk("evpn-mh: split-horizon block ifindex=%d af=%d\n"
ifindex, vk.af)
TC_ACT_SHOT

TC_ACT_OK
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e PE [ MAC Z2=%& L 72 LVIKRE
» Unknown Unicast & 9 57-%

e host01 % rt01 B H X[
1. rtO1 (£ rt00|02 IZ flooding
- rt00 (X SPH Filtering 9%

2. rt02 (X rt00|rt02 (Z flooding
- rt00 A* DF Zx @ T rt01 A* non-DF Filtering
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e EARMICO—FDEELRLTEIHTZ S
> FRR | on_rib_process _dplane results, Linux (& eBPF hook %= ] F

o B netdev ICEX =D B/%4 v k metadata D Y EXY [T E T A

» skb @ metadata |3 & DEFE F THMHABE
- ip_tunnel_metadata B Z % D% bridge & egress port ®EEFR TIZBEA
> [2miss #EV5 T Z % eBPF helper BE#I&8% L Ly

- Unknown MAC Route (UMR) E WHBEEHAH B D TEND/HNY FILVAHIZHEZR S
» F|3 Z DEEMIE br_ntefilter ZFB3NICT 5 EFH AL

- ip_tunnel_metadata EIfREI N5 7z
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 FRR @ EVPN-MH (% D-lane @ non-DF/SPH Filter A’k =&

e D-Plane (Z non-DF/SPH Filter % FEi&

» FRR | on_rib_process dplane results, Linux (& eBPF hook % #|F
» EARANICO—FDOREL LTEIRTZ S

e [BHLNTWAEEZIFENNTUWLWAS | FRR EVPN-MH s TL 7-
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non-DF Filter
CE1 -> CEO A®D BUM 7 L —LA%(E

e PEOQ % Egress ES (Port) #* non-DF & BUM 7 L — L D545 DROP ¥ 5%

- - -»{inner bum frame f-------------- )[ DROP ]

vxlan bridge bond (ES:1)

vid:1000 |inner bum eth frame k:

CE1 \PE2 £ 5|’ CEO

\ \
S/‘C.. ez / \
ds¢. '
Upey vxlan bridge bond (ES:1)
Vn/'.l
: 1000 : \
/nne,_bu PE1 DF

uy; ‘
Cl 2y T »| inner bum frame fp-------- | inner bum framefp---------
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SPH Filter

CEO via PE1 -> CE1 AN BUM 7 L —LALiX{E
* PEO (X vxlan @ src-ip A#° SPH List (C

>

CE1

vid: 1000

inner bum eth frame

PE2

~

EENTVL% & BUM D5

- -| src:pel |dst:pe2 vni: 11000

inner bum frame

~~
-~
- oy

\1 i

-

vni: 11000 |inner bum frame/= = = * inner bum frame|-_—>L DROP I
vxlan bridge bond (ES:1)
PEO
vxlan bridge bond (ES:1)

~
- - == - =l inner bum frame |€ - -- - - 5 PEj """ttt
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