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ultrathink. We want to find potential crash issue regarding packet parser. Please take a look into
previously found issue in here:

https://www.cvedetails.com/vendor/17227/Frrouting.html

And investigate other issue in codes.

* gobgp
ultrathink. Please investigate potential buffer overrun or crash issue

- zebra-rs
ultrathink. Please investigate potential buffer overrun or crash issue in
@crates/isis-packet and write down the result into markdown file.
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isis-packet Security Audit: Buffer Overrun and Crash Issues

Summary

Found 9 issues across the crate. The most common patterns are unchecked split_at() calls with untrusted TLV lengths,
unchecked slice indexing in checksum code, and u8 cast truncation in length calculations.

Critical (CRASH/Panic from malformed packets)

1. Unchecked buffer indexing in checksum validation

e File: src/checksum.rs:2

* Code:

pub fn is_valid_checksum(input: &[u8]) -> bool {
fletcher::calc_fletcher16(&input[12..]) ==
}

Problem: Direct slice index input[12..] panicsif input.len() < 12 .

Trigger: Any IS-IS packet smaller than 12 bytes.

Fix: Return false if input.len() < 12.
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Performance Measurement

RR1D#FIEZIZ1—L—b: Peer: 1799, Routes: 15073
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Async implementation of BGP

connection: http://127.0.0.1:6669/ (CONNECTED)

views: t = tasks, r = resources

controls: select column (sort) = «>or h, 1, scroll = Nor k, j, view details = ¢ invert sort (highest/lowest) = i, scroll to top = gg, scroll to bottom = G, toggle pause = space,
quit = q
Marnings
A1 tasks have been boxed by the runtime due to their size
A1 tasks are 1024 bytes or larger

Tasks (83) Running (@) m Idle (15)
Warn ID State Name Totalw Busy Sched Idle Polls Kind Location Fields
19 n 9 task zebra/src/fib/netlink/handle.rs:54:9
110 1 task zebra/src/fib/netlink/handle.rs:57:9

A1 113 ! 1 task zebra/src/config/serve.rs:275:5
114 1 69 task zebra/src/policy/inst.rs:43:5
115 1 386 task zebra/src/bgp/inst.rs:151:5
116 : 48 task zebra/src/rib/inst.rs:

117 1 1 task zebra/src/rib/inst.rs:
118 1 16 task zebra/src/bgp/task.rs:
449 1 task zebra/src/bgp/task.rs:
461 task zebra/src/bgp/task.rs:
4N task zebra/src/bgp/task.rs:
480 task zebra/src/bgp/task.rs:
506 task zebra/src/bgp/task.rs:
514 task zebra/src/bgp/task.rs:

task zebra/src/bgp/task.rs:
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