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Did Ukraine suffer a BGP hijack
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On 15 February 2022, several high-level Ukrainian services including the Ministry of ..

Defence and two large national banks were targeted with DDoS (Distributed Denial of

Service) attacks. Financial services were disrupted for several hours. The attacks did e e 2015.07.24 202125
not critically affect the targets, but these incidents alarmed Ukrainian authorities and G S e o e
citizens and served as an international wake-up call to the importance of the Internet’s “a

routing system and the need to protect it

s the g , DDoS attacks and BGP hijacks continue to sporadically disrupt
services (you \ arn more about Border Gatew y Pre t ol (BGP) and BGP hijacks
here). Many a tlkg b th w to remove Russia from the Internet, or how to

protect the infrastructure in this regior fumfrth attacks.

But what happened here? We've seen prominent members of the international wLER e
B D . . 5 (HBE) O3 D7ISPIC KD TwitterfEig/ \’(:/‘:V“Jad)%gnﬂﬁ, B X,
(H#8) Did Ukraine suffer a BGP hijack and how can networks protect themselves? - MANRS, JANOG 51 LT. NTT O9=1—4—>3>%

A https://manrs.org/2022/03/did-ukraine-suffer-a-bgp-hijack-and-how-can-networks-protect- httpS://WWW.jano,g.gr.jp/meeting/_janog51/wp-content/uploads/2023/01/jan0951-It-toma-1.pdf
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 RPKI (Resource Public Key Infrastructure)
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