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Figure 1: Main components of an OpenFlow switch.
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Figure 2: Packet flow through the processing pipeline.
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Field

Description

Required . . .
OXM_OF_IN_PORT in ingress Ingress port. This may be a physical or logical port.
OXM_OF _ACTSET_QUTPUT Eequzred Egress port from action set.
in eqgress

OXM_OF _ETH DST Required | Ethernet destination address. Can use arbitrary bitmask

0XM_OF ETH_SRC Required | Ethernet source address. Can use arbitrary bitmask

O0XM_OF _ETH_TYPE Required | Ethernet type of the OpenFlow packet payload, after VLAN
tags.

0XM_OF IP PROTO Required | IPv4 or IPv6 protocol number

0XM_OF IPV4 _SRC Required | IPv4 source address. Can use subnet mask or arbitrary bit-
mask

OXM_OF _IPV4 DST Required | IPv4 destination address. Can use subnet mask or arbitrary
bitmask

0XM_OF IPV6_SRC Required | IPv6 source address. Can use subnet mask or arbitrary bit-
mask

0XM_OF IPV6 _DST Required | IPv6 destination address. Can use subnet mask or arbitrary
bitmask

0XM_OF TCP_SRC Required | TCP source port

OXM_OF TCP _DST Required | TCP destination port

0XM_OF UDP_SRC Required | UDP source port

OXM_OF _UDP_DST Required | UDP destination port

Table 12: Required match fields.
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5.8 Actions

A switch is not required to support all action types, just those marked “Required Action” below. Re-

quired actions must be supported in all flow tables. The controller can also query the switch about
which of the “Optional Action” it supports (see 7.3.5.18).

Required Action: Output port_no. The Output action forwards a packet to a specified OpenFlow port

(see 4.1) where it starts egress processing. OpenFlow switches must support forwarding to physical
ports, switch-defined logical ports and the required reserved ports (see 4.5).

Required Action: Group group_id. Process the packet through the specified group (see |5.10). The
exact interpretation depends on group type.

Required Action: Drop. There is no explicit action to represent drops. Instead, packets whose action

sets have no output action and no group action must be dropped. This result could come from empty
instruction sets or empty action buckets in the processing pipeline (see 5.6), or after executing a Clear-
Actions instruction (see 5.5).
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Optional Action: Set-Queue queue_id. The set-queue action sets the queue id for a packet. When the
packet is forwarded to a port using the output action, the queue id determines which queue attached
to this port is used for scheduling and forwarding the packet. Forwarding behavior is dictated by the
configuration of the queue and is used to provide basic Quality-of-Service (QoS) support (see section

7.3.5.8).

Optional Action: Meter meter_id. Direct packet to the specified meter (see w As the result
of the metering, the packet may be dropped (depending on meter configuration and state). If the
switch supports meters, it must support this action as the first action in a list of actions, for backward
compatibility with earlier versions of the specification. Optionally, a switch supporting meters may also
support the meter action in other positions in a list of actions, multiple meter actions in a list of actions
and the meter action in the action set (see section 7.3.5.14).

Optional Action: Push-Tag /Pop-Tag ethertype. Switches may support the ability to push/pop tags
as shown in Table 2, To aid integration with existing networks, we suggest that the ability to push/pop
VLAN tags be supported.

19



