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AWS Certificate Manager for Nitro Enclaves

https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
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AWS Nitro Enclaves & (&

https://aws.amazon.com/jp/ec2/nitro/nitro-enclaves/
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Nitro Enclaves»F#IFH T Z 31515

https://docs.aws.amazon.com/ja_jp/enclaves/latest/user/nitro-enclave.html#nitro-
enclave-reqgs

Requirements

Nitro Enclaves has the following requirements:

» Parent instance requirements:
o Virtualized Nitro-based instances

o Intel or AMD-based instances with at least 4 vCPUs, excluding C7a, C7i, G4ad, M7a, M7i, M7i-Flex, R7a,
R7i, R¥iz, T3, T3a, Trnl, Trnln, U-*, ¥T1

o AWS Graviton-based instances with at least 2 vCPUs, excluding 41, C7egd, C7gn, G5g, Hpc7g, Imdgn,
Isdgen, M7g, M7gd, R7g, R7gd, Tdg
o Linux or Windows (2016 or later) operating 5y5tem|
= Enclave requirements:

o Linux operating system only

[5 GLOBAL NETCORE  © 2024 Global Net Core Co., Ltd.
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What is Nitro Enclaves?

Nitro Enclaves application: AWS Certificate Manager for Nitro Enclaves

Getting started: Hello enclave BDE ‘ s

Nitro Enclaves concepts

v

Using enclaves
AWS Certificate Manager (ACM) for Nitro Enclaves allows you to use public and private SSL/TLS certificates with your web applications and web servers

v

Cryptographic attestation
running on Amazon EC2 instances with AWS Nitro Enclaves. SSL/TLS certificates are used to secure network communications and to establish the identity of

v

Nitro Enclaves application 3 " "
° pp websites over the internet, as well as resources on private networks.

development

Verifying the root of trust Previously, when running a web server on an EC2 instance, you would have created SSL certificates and stored them as plaintext on your instance. With ACM

: for Nitro Enclaves, you can now bind AWS Certificate Manager certificates to an enclave and use those certificates directly with your web server, without
ACM for Nitro Enclaves

exposing the certificates in plaintext form to the parent instance and its users.

v

Security

Nitra Ericlives €1 ACM for Nitro Enclaves removes the time-consuming and error-prone manual process of purchasing, uploading, and renewing SSL/TLS certificates. ACM for

o e Nitro Enclaves creates secure private keys, distributes the certificate and its private key to your enclave, and manages certificate renewals. With ACM for Nitro
cocumery istory . N . N . . N " .
Enclaves, the certificate's private key remains isolated in the enclave, preventing the instance, and its users, from accessing it.

AWS Glossary
Currently, ACM for Nitro Enclaves works with NGINX servers[3 and Apache HTTP servers[Z running on Amazon EC2 instances to install the certificate and
seamlessly replace expiring certificates. Support for additional web servers will be added over time.

[5 GLOBAL NETCORE  © 2024 Global Net Core Co., Ltd.
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aws-nitro-enclaves-cli ®E x4t

@ a ~]# sudo amazon-|inux-extras enable a itro-enclaves-cli o == I ab I
httpd_modules il [ : =stable ] aval lable

Te'rtfasr;‘eg‘l.lE » . an ) ¥ A available
i ilab [=3.4.3 -stap 68 Tphp8.2 available
dnsmasd available
unboundl.17 available
. col lectd-python3 available

t Mote on end-of-support. Use 'info' subcommand.

you can install:
yum clean metadata
yum install nitro-encl

ooay

# aws-nitro-enclaves-cli D &HzH1L,
sudo amazon-linux-extras enable aws-nitro-enclaves-cli

mono
nginxi

000 00NN O
mmomMmMmMmMDMDMDOD D

I

R:
kernel-5.4
selinux-ng
tomca
unbound1.13

mooD oD

5
5
5
54
5
i

tpostgresqliz
tgresql13
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noOMOODDOAD OO DDODD DD MDD

Moo oooD DD
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# sudo yun install httpd mod_:
ns, langpacks, orities, update-motd

amzn-core
amzn2extra-aws-nitro-enclaves-cli
amzn2ext ra-docker
amzn2extra-kernel -5.10
(1/2): amzn2extra-aws-nitro-enclaves-cli/2/» Jupdateinfo
(2/2): amznZextra- -nitro-enclaves-cli/f2/ ‘primary_db
Resolwving Dependencies
Running transa tIGﬂ chec
be installed
[ependen : i lesy: .4.62-1.amzn2.0.1 for package: httpd-2.4.62-1.amzn?Z.
Dependen httpd-tools = -1.amzn2.0.1 for package: httpd— 4 mzn2.0.1.3
Dependency: fetc/mime.types for package: httpd-2.4.
Dependency: httpd-filesysten for pack : httpd-2.
Dependency: mod_http2 for package: httpd—V.d 62-1.
Dependen system-logos- htt DAC e: httpd-7
Dependen i .’ : i nack : httpd-
[ependen i i
;—I.ETEHZ.
2.2.0 for package: 1: mod _s5s5l-2

# Apahce& mod sslo A4 > X k—Jb
sudo yum -y install httpd mod_ssl|
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Nitro EnclavesBHODACMZ A > X F—JL

[root@aB88-r8a ~]# sudo yum -y install aws-nitro-enclaves-acm
Loaded plugins: extras_suggestions, langpacks, priorities, update-motd
Resoclving Dependencies
> Running transaction check
Package aws-nitro-enc s-acm.x86_64 0:1.3.0-2.amzn2 will be installed
Processing Dependency: awa—nitro—enclas s-cli for package: aws- nitro enclaves-acm-1.3.0-2

Processing Dependency: jq for package: aws-nitro-enclaves-acm-1.3.0-2.amzn2.x86
Processing Dependency: openssl|-pkcsll for package: d%a—ﬂltrG—EﬂC|n#Ea—dCT—l.3.U—;
Running transaction check

Package aws-nitro-enclaves-cli.x8 4 0:1.3.2-0.amzn2 will be in5ta||ed
Processing Dependency: docker for package: aws-nitro-enclaves-cli-1.3.2-0.amznZ2.>
Package jg.x 64 0:1.5-1.amzn2.0.2 will be installed

Processing Dependency: libonig.so.2() it) for package: jg-1.5-

Package openssl-pkcsil.x86_64 0:0.4.10-3.amnzn2.0.1 will be insta

Running transaction check

# Nitro EnclavesFHOACMZ= A > X k—JL
sudo yum -y install aws-nitro-enclaves-acm

G GLOBAL NET CORE © 2024 Global Net Core Co., Ltd.
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[cloudshell-user@iip-18-1308-43-78 ~]% cat aom-role.json
1
"Version™:"2812-18-17",
"statement": [
I

L

"Effect™:"Allow™,
"Principal™:{

"Service":"ec2. amazonaws. com”
b
[cloudshell -user@ip-18-138-43-78 ~1% vi aom-role.json Aotlon:RalsRamenale
[cloudshell-user@ip-18-138-43-78 ~]1% vi aom-role.json
[cloudshell -user@ip-18-138-43-78 ~]$ vi aom-role.json
[cloudshell -user@ip-18-130-43-78 ~]% aws iam create-role --role-name acm-role --assume-role-policy-document file://aom-role.json

“Role”™: {
"path™: =7,
"RoleMame™: “aom-role”,
"RoleTd™: "ARDAITYYEPNPYLAHVVELN",
“Arn"™: “arn:aws:lam::793377671519:role/acm-rola”,
"CreateDate”: "2824-88-14T89:32:87+08:88",
"AssumeRolerolicyDocument®: {
"Wersion™: "2812-18-177,
“Statement™: [

"Effect”
"Principal

1 1 "eC2.amazonaws.com™
"action™: "sts:AssumeRole”

3

1
i |

T
J
[cloudshell -user@ip-18-138-43-78 ~]% ||

G GLOBAL NET CORE © 2024 Global Net Core Co., Ltd. @
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oL -USel@ip-18- o-33- »
[cloudshell-user@ip-18-138-43-78 ~]$ aws ec? --region ap-northeast-1 asseciate-enclave-certificate-iam-role --certificate-arn arn:aws:acm:ap-northeast-1:798377671519: certificate/fe9699db-alee-4aed-8cla-99a965e8a64% —-role-arn arn:aws:iam: 1798377671519 role/acm-role

"Certificates3BuckeiName™: "a enclave-certificate-ap-northeast-1-prod”,
"Certificates3objectkey™: "arn 7671519: role/acm-role/arn: aws : acm: ap-northeast-1:798377671519: certificate/ fe9699db-alee -4aed -2cla-98a96528a649" ,
"EncryptionkmsKeyId™: "4d89e895-414f-4453 6e283232b289F"

}
[cloudshell-user@ip-18-138-43-78 ~1$ ||

aws ec?2 --region region associate-enclave-certificate-iam-role --certificate-arn certificate ARN --
role-arn role ARN

G GLOBAL NET CORE © 2024 Global Net Core Co., Ltd. @
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[cloudshell-user@ip-18-138-43-78 ~]% cat aom-role-policies.json {
{ "version™: '2912_13_1?"’} ”Version": "2012—10—17",
"Statement”: [ "Statement": [
"Effect™: "Allow™ {
"action™: [ ’ "Effect": "Allow",
"53:GetDbject™ "Action": [
]_1 " . . n
"Resource™: [Tarn:aws:s3:::aws-ec2-enclave-certificate-ap-northeast-1-prod/*™] ]83'GetObJeCt
"Resource": ["arn:aws:s3:::CertificateS3BucketName/*"]
"sid": "visualEditora", }
"Effect™: “Allow™, !
"action": [ {
“kms :Decrypt™ "Sid": "VisualEditorQ",
]_1 n non n
"RESOUMCE™: “arn:aws:kms:ap-northeast-1:*:key/4d290895-414f -4463-a7C8-6E20382b283F" “Eifteig;“.' [A”OW ’
"kms:Decrypt"
"Effect™: "Allow", ]
"action™: "iam:GetRole™ o - . . "
ResOUrCE™: “arm:ows:1am: ;ARG roleface-role™ } Resource": "arn:aws:kms:region:*:key/EncryptionKmsKeyld

"Effect™: "Allow",

"Action": "iam:GetRole",
"Resource": "arn:aws:iam::123456789012:role/acm-role"

[clouwdshell -user@ip-18-138-43-78 ~]% aws iam put-role-policy --role-name acm-role --policy-name acm-role-policy --policy-document file://acm-role-policies.json
[cloudshell -user@ip-18-138-43-78 ~]5 ||

G GLOBAL NET CORE © 2024 Global Net Core Co., Ltd.
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[cloudshell-user@ip-18-138-43-78 ~]% ows iam create-instance-profile --instance-profile-name acm-instance-profile
1
"InstanceProfile™: {
"path™: "J/~,
"InstanceProfileName”™: "acm-instance-profile”,
"InstanceProfileld”: "AIPASTYYEPNP2UENAUZPP™,
"Arn™: "arn:aws:iam::798377671519:instance-profile/acm-instance-profile”,
"CreateDate™: -@8-14T89:49:00+00 : 88" ,
"Roles™: [1
¥
}
[clowdshell-user@ip-18-138-43-78 ~]% aws iam add-role-to-instance-profile --instance-profile-name acom-instance-profile --role-name acm-role
[cloudshell -user@ip-18-138-43-78 ~]% ||

[cloudshell-user@ip-18-138-43-78 ~]% aws ec? --reglon ap-northeast-1 associate-ilam-1nstance-profile --instance-id 1-8a8f6e7949ce4c73f4 --lam-1instance-profile Name=acm-instance-profile

"IamInstancefrofileassociation™: {
"AssociationId™: "iip-assoc-@e73a7Sec7adroasy”,
"InstanceId": "i-Padfe7o49cedc73IFA",
"IamInstanceProfile™: {
"ArnT: "arn:aws:iam::798277671519:instance-profilefacm-instance-profile”,
"Id": "AIPAITYYEPNP2ZUENHIZPP™

k]
"state”: "associating”

aws ec?2 --region region associate-iam-instance-profile --instance-id instance id --iam-instance-
profile Name=acm-instance-profile
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sudo mv fetc/nitro_enclaves/acm-httpd.example.yaml| fetc/nitro_enclaves/acm.yaml
cp -p fetc/nitro_enclaves/acm.yaml fhomefec2-userfacm.yaml.20240814

ol |

# vi fetc/nitro_enclaves/acn.yaml
Jetc/nitro_enclaves/acm.yaml

--- fhomefec?-userfacm.yaml|.20240814
+++ fetc/nitro_enclaves/acm.yanl

Héte: this certificate must have been associated with the
IAM role assigned to the instance on which A for
Nitro Enclaves is run.

certificate_arn:

certificate_arn: "arn:aws:acm:ap-northeast-1:7
target:
Conf :

# Path to the serwver configuration file to be written by

1519:certificate/fe -alle-4aed-8cla

F

G GLOBAL NET CORE © 2024 Global Net Core Co., Ltd.
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Jfetc/httpd/conf.d/httpd-acm.conf

-training.jp
a.gnc-training.jp

iftlsfprivate/localhost.key"”
wst.crt”

<fVirtualHost:>

WEH - A
O FFTO—HILTIRETE
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réa ~]# systemctl enable --now nitro-enclaves-acm
Created symlink from /etc/systemnd/systen/multi-user.target.wants/nitro-enclaves-acm.service to fusr/lib/systend/systen/nitro-enclaves-acn.service.

il -r8a ~]# sudo systenctl status httpd
¢ httpd.service - The Apache HTTP rver
Loaded: loaded (/fusr/lib/systend/systen/httpd.service; disabled; vendor preset: disabled)
Actiwve: inactive (dead)
man:httpd.service(8)
888-rBa ~]# sudo systemctl status nitro-enclaves-acm

nitro-enclaves-acm.service - Nitro Enclaves ACM Agent

Loaded : % (fusr/lib/systend/systen/nitro-enclaves-acm.service; enabled; vendor preset: disabled)

Acti tivating (auto-restart) (Result: exit-code) since Wed 2024-08-14 13:55:34 UTC; 1 ago
Process: xecStopPost=/usr/bin/rm -r /run/nitro_enclaves/acm (code=exited, status=0/SUCC

Proce: > art=/usr/bin/pline-agent

Process: 3 artPre=/usr/bin/mkdir -p /run/nitro_enclaves/acm (code=exited, status=0
Main PI i =exited, status=1/FAILURE)

Aug 14 13:55:34 a.gnc-training.jp systemd[1]: Unit nitro-enclaves-acm.service entered failed state.
Aug 14 13:55:34 .gnc-training.jp systend[1]: nitro-enclaves-acm.service failed.

itor_enclaves_test4 .ssh]# cat /etc/httpd/conf.d/httpd-acm.conf
VirtualHost *:443
erverName nitor-enclaves-test.gnc-training.jp
SLEngine on

Protocol -all +T
rtificatekeyFile " s11:n | =p11ne-token;nanufacturer=Amnazon; token=httpd T 2 1;object=acm-key; vate n-value=déce

rtificateFile "frun/nitro_enc sfacm/httpd-cert -
</VirtualHost>
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BPEROBBEWEOLEICDEEL T, HAAHICBLWTHEIKODERZHER WL LT,
FAEOFEER. Apache&mod ssIDgERF/N— 3 > 2.4.62% nitro-enclaves-acmh H{EH
I 5 & ApacheDEFNIKIKT A ZENRRE AT >THEY £,

Apache& mod sslD/RX—> 3> & LT, 2409DEALP’EZTH D EHERLTHY £75,
ZD1=H1ClE. FF¥a X h1]od, Step 2: Prepare the enclaves-enabled parent
instance ™ Option 2: Using RPM packages|Z TATOEEZ{TWLE T,

ZE 8 H: sudo yum -y install httpd mod_ss|

ZEE #%: sudo yum -y install httpd-2.4.59 mod_ssl|-2.4.59
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acm-instance-profile
v
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arm:aws:iam: 79837767 1518instance-profile/acm-instance-profile
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&« = @ % nitor-enclaves-test.gne-training jp hxd o o f‘a % A @ & @ = 6 B

Kot pape fEBAZ 17" nitor-enclaves-test.gnc-training.jp X

26 D)

FHiTE
—E (CN) nitor-enclaves-test.gnc-training.jp
dE (0 <ERECSENTUVERA>

g (ou) <SERSCEEINTLERA>

FiTT
—mE () Amazon RSA 2048 MO2
A (0) Amazon

e (ou) SERECEFINTLERA

ENEE
HaH 2024F0H 158K 9:00:00
R 2025598 15E EREH 8:59:59
SHA-256 1 2 H—2FU
ok
HI fe24852e387d0dbc 19126 15c2 103 ccblaad 5190332dc3cBad2fab
5b1043b48e
AR f4b58117F098bcale1889421193a3a70b0242f3efe033bd4212705
f248dbbaa
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o Certificate Chain Complete?

All of the correct Intermediate CA Certificates are installed. Your SSL certificate is installed correctly and should be
supported in all the major web browsers without problems.

Common Name:

Organization: Starfield Technologies, Inc.
Valid: June 29, 2004 to June 29, 2034
Issuer: Starfield Technologies, Inc.

Serial Number: 0

Common Name: Starfield Services Roet Certificate Authority - G2
Organization: Starfield Technologies. Inc.

Valid: September 02, 2009 to June 28, 2034

Issuer: Starfield Technologies. Inc.

Serial Number: A70E4A4C3482B77F

Common Name: Amazon Root CA 1

Organization: Amazon

Valid: May 25, 2015 to December 31, 2037

Issuer: Starfield Services Root Certificate Authority - G2

Serial Number: 067F944A2A27CDF3FAC2AE2B01FI08EEBICACE

Common Name: Amazon RSA 2048 M02

Organization: Amazon

Valid: August 23, 2022 to August 23, 2030

Issuer: Amazon Root CA 1

Serial Number: 0773124A4BCBDA4EC7B53BEAF194842D3A0FA1

Common Name: nitor-enclaves-test.gne-training.jp
Organization:
Valid: August 15, 2024 to September 14, 2025
Issuer: Amazon RSA 2048 MO2
Serial Number: DAEB6C444618EBSD1BA1CB3159353D9%
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https://ssl.sakura.ad.jp/column/shortened-ssl/
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