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kubernetes
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Vagrant Pulumi

HashiCorp

." Terraform

ANSIBLE
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name: mylab

topology:
nodes:
B

B
links: . CONTAINERIab
_-:
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Emuilated Virtual Environment
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© RiERSHD © GitTL > RU— & SWA X~ S DI LRI D L
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NETWORKS

Srl crpd ceos
Vr-sros Vr-vmx Vr-veos
vr-vgfx
>
< % paloalt
NVIDIA
CVX vr-pan vr-ftosv
®
infusion & CHECK POINT
ipinfusion_ocnos checkpoint_cloudguard
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MROS—=J74)b (YAML) SRO914> SROREF
HHAtEER RERE 1> I1T ORF
B FIROBEIR SIMREE GitADOTv>1
1YAR=l SRO7704
docker
containerlab
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1AM
2> R

-c "$(curl -sL https://get-clab.srlinux.dev)"

Setting up containerlab (0.16.2)

) Y

/ __
(GG B |
\___ ) _/l_

version:
commit:
date:

10 © 2022 Nokia

RN D VAN -
I I GO G B I
0 N B I

0.16.2

308730

2021-08-11T06:22:452Z

rce: https://github.com/srl-labs/containerlab
rel. notes:

https://containerlab.srlinux.dev/rn/0.16/

TOAMEDA > A NIV ITELDOVWTIFIES
https://containerlab.dev/install/

NOKIA
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NROS—J71 )
YAMLIZA DB SR E S SMICES

name: mylab

topology:

nodes: ® 060 O

e CONTAINER
- - Il IS
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A5 FDOMANEZIETE

Read more

: J—RMFEDI> 7L4|337(171?~‘y|\'7—’705730)b\
name: my-lab N nesitos0RONEEE
: : Read more
topology : §
nodes § :
routerl:. ' :
kind: vr-nokia_sros - A
image: sros:21.10.R2 -« :

J—RTIERI A XA—2%48TE

Read more

startup-config: rl.cfg

i@bﬂ%@]/?(’? NONR (ATZ3>)

Read more

topology definition file

12 ©2022 Nokia NOKIA



https://containerlab.dev/manual/topo-def-file/
https://containerlab.dev/manual/nodes/
https://containerlab.dev/manual/kinds/kinds/
https://containerlab.dev/manual/nodes/
https://containerlab.dev/manual/nodes/

MO —J74)
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SRIZiH L

name: demol

topology
nodes

srl
kind: nokia_srlinux sr Sros
image: ghcr.io/nokia/srlinux:22.6.2

kind: vr-nokia_ sros

image: sros:21.10.R2
license: license-sreos2l.txt

links:
- endpoints: ["srl:el-1", "sros:ethl"

13 © 2022 Nokia NOKIA
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$ containerlab deploy -t <topology file>

e Fomm - Fom - R i L R e e e e +
| # | Name | Container ID | Image | Kind | State | 1IPv4 Address | IPv6 Address
R e it T PP Fom e o Fomm - Fom - R i L R e e e e +
| 1 | clab-demol-srl | b241e@db0a79 | ghcr.io/nokia/srlinux:22.6.2 | srl | running | 172.20.20.3/24 | 2001:172:20:20::3/64 |
| 2 | clab-demol-sros | 62610c5026f3 | sros:21.10.R2 | vr-sros | running | 172.20.20.2/24 | 2001:172:20:20::2/64 |
R e it T PP Fom e o Fomm - Fom - R i L R e e e e +

ssh admingclab-demol-srl ssh admin®172.20.20.2

Welcome to the srlinux CLI. admin@172.20.20.2"'s password:

Type 'help' (and press <ENTER>) if

you need any help using this. SR 0S Software

--{ running }--[ 1- Copyright (c) Nokia 2021. All

A:srl# Rights Reserved.

17 © 2022 Nokia NOKIA
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FOCAFE
_crJ  fyhO-—JEEAPI 33749774
REROCLIEEST gNMI, Netconf, REST API... NOSH'I> T4 7% IHALETAR

BINATIY T4 T7 A& DT> |\

§—FK/(—7{HCFGERY_),

Scrapli T — MR- Z(D%H(HL%* it
Ansible I>04F2L—2301>>>
Nornir

etc...
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netns: default

netns: containerl

© 2022 Nokia

&R

Lab host

docker network: clab

1Pv4:172.20.20.0/24
IPv6:2001:172:20:20:: /80

br-XXX

vethXXX

SR Linux

Lab wiring diagram

172.20.20.1

2001:172:20:20::1

vethXxXX

netns: container2

docker network:
clab

L

e-111 11/l

L
-

sri Vr-sros*

*Container with VM inside

Lab logical diagram

NOKIA
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KERIRO> I 1RE

SiT1LI K% - clab-demol

> tree clab-demol

clab-demo1 BETL T1vHI X

ansible-inventory.yml
authorized_keys SN FR
srl

config

t:: config.json
ztp

topology.yml
sros
L tftpboot
t:: config.txt
license.txt
topology-data.json

configuration artifacts

20  © 2022 Nokia NOKIA


https://containerlab.srlinux.dev/manual/conf-artifacts/

1577

SIRDIZLE - HIBR

containerlab destroy [--topo <path to clab file>] IBEINEMROS -0 77 %8R,
IMTALINIZZDFFIXRT .

containerlab destroy [--topo <path to clab file>] IEESNENMROS -0 7B LU

--cleanup M1 NZHIBR.

containerlab destroy --all EITHROIRTOIROI>TFHZHIER,
SRDT 1L Nz fREF,

containerlab destroy —-all --cleanup EITHROIRTOITHNDOITFETHRD
T4 N)ZHIBR.
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containerlab inspect --topo <path to clab file> containerlab inspect --all

root@AF02-004:/home/clab/telemetry# clab inspect --all

B e T P R e e e R fmm R T
| # | Topo Path | Lab Name | Name | Container ID | Image | Kind | State | IPv4 Addre
B e T P R e e e R fmm R T
| 1 | SRL_demo.clab.yml | SRL_demo | clientl | 295945da760e | ghcr.io/hellt/network-multitool | linux | running | 172.80.80.3
[ 2 | | | client2 | f00a81b44f65 | ghcr.io/hellt/network-multitool | linux | running | 172.80.80.3
| 3| | | client3 | a87aelcdf84c | ghcr.io/hellt/network-multitool | linux | running | 172.80.80.2
| 4 | | | gnmic | 44b56ea73edd | ghcr.io/karimra/gnmic:0.25.0-rcl | linux | running | 172.80.80.4
| 5 | | | grafana | fi17cbfacf319 | grafana/grafana:8.5.2 | linux | running | 172.80.80.4
| 6 | | | leafl | 327421c1960 | ghcr.io/nokia/srlinux:22.3.2 | srl | running | 172.80.80.1
| 7 | | | leaf2 | 602ab133cb9c | ghcr.io/nokia/srlinux:22.3.2 | srl | running | 172.80.80.1
| 8 | | | leaf3 | 71a96e0e579c | ghcr.io/nokia/srlinux:22.3.2 | srl | running | 172.80.80.1
| 9 | | | prometheus | 9f0c04767bfe | prom/prometheus:v2.35.0 | linux | running | 172.80.80.4
| 10 | | | spinel | 0ae3d2269970 | ghcr.io/nokia/srlinux:22.3.2 | srl | running | 172.80.80.2
| 11 | | | spine2 | 7e5b153eb6fc | ghcr.io/nokia/srlinux:22.3.2 | srl | running | 172.80.80.2

_________________________________________ L L e e
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> containerlab save

INFO[0000] Parsing & checking topology file: 1EOEFTE)— RO

demol.clab.yml e NI

z 5]
INFO[0000] saved sros running configuration to startup SIEGRFFIRIRE
configuration file

INFO[0001] saved SR Linux configuration from srl node.

23 ©2022 Nokia NOKIA
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>4 J1RF5 <lab-directory>/ /config/

@ ~/multivendor-evpn-lab/clab-multivendor
> tree srl

- appmgr
- banner
- cli
“-- plugins
- config.json ¢——

x
S
£
=
[+ 4
n

> T4 IRFST <lab-directory>/ /tftpboot/

@ ~/multivendor-evpn-lab/clab-multivendor
> tree sros

Sros

"-- tftpboot

| -- config.txt <¢e—
"-- license.txt

1 directory, 2 files

24  ©2022 Nokia NOKIA
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SRIZHH AL

name: demol

topology
nodes

srl
kind: nokia_srlinux
image: ghcr.io/nokia/srlinux:22.6.2 srl Sros

startup-config: srl.cfg % %

STos
kind: vr-nokia_sros
image: sros:21.10.R2
license: license-sros21.txt

. l.cf sros.cf
startup-config: sros.cfg Srh.crs g

25  ©2022 Nokia NOKIA
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srl-labs/containerlab
Ovo271 w517 ¥ 96

& containerlab a © Q search

Home Installation  Quickstart Usermanual ~Commandreference Labexamples Releasenotes  Community

Lab examples NOk|a SR LIHUX aﬂd NOk|a SR OS Table of contents

About Description
Single SR Linux node Use cases

Two SR Linux nodes

docker network:

3-nodes Clos fabric

Description ANokia SR Linux connected back-to-back with Nokia SR OS clab
5-stage Clos fabric
5-stage SR Linux based Clos Components Nokia SR Linux, Nokia SR OS
fabric with config engine _T |_. _T L.
Nokia SR Linux and Arista cEOS Resource &2 e-11 11/c1n
Nokia SR Linux and Juniper cRPD requirements’ Bsce 4—l I ‘—I
Nokia SR Linux and SONIC - *
Topology file vr01.clab.yml Vr-sros
External bridge capability
WAN topology Name vro1
Nokia SR Linux and Nokia SR OS *Container with VM inside
Nokia SR Linux and Juniper vMX Version information? containerlab:0.27.1, srlinux:22.3.2, vr-sros:22.5.R1, docker-

Nokia SR Linux and Cisco XRvak cei1s.03.13

Nokia SR Linux and Cisco XRv

26 ©2022 Nokia NOKIA
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278 ) —REVMEL ) — RO — AL AR EZ SRR

Containerlab(3d>F7F TN 2

N EIE

VMAR—=ZD/—RME, A>T HEeEnic
J=REMATNMROZ —D—38BELT

B{/Fr]AE

RIS I T HAA=2ICBEN.
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JANA)
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border-leaf

L
N

L gL
N 1

B =

test client client test client

traditional virtual router
packaged in a container

B containerized NOS vendor A

containerized NOS vendor B
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TE2: VMEINOSOEIH U
NMROS—-J74 )LDk

SR OSld. srosFfz(dnokia_sros&UTECitk

Read more

topology
nodes
mySROS
kind
1mage
license

SR OS> T X=>(&. BIfFDgcow24/ A= h
5Shellt/vrnetlabA—7>Y—-270S 17 RCEILR

A ZAT7AIVDINRZIETE

type

links: J\—RYT 7 DIER %I TE
- endpoints:

"mySROS:eth1” :
_m SI'-L -e1-1 n . *W FU_OIJ\/O%}EE
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https://containerlab.dev/manual/kinds/vr-sros/
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ANOSOENHULTS

NOKIA

Welcome to the

Support portal

Support  Products  Services Community Libraries

PRODUCTS > VSR (Virtualized Service Router)

VSR (Virtualized Service Router)

X Remove from favorites

The Nokia Virtualized Service Router (VSR) is a highly flexible virtualized IP router designed and
optimized for x86 server deployment in network operator and enterprise environments. It is
designed to enable agile delivery of new and innovative services, extend service reach and
accelerate time-to-market and improve i efficiency of next ion IP infrastructure
and services. Based on the Service Routing Operating System (SR OS], the VSR delivers a broad,
rich set of virtualized network functions (VNFs) for a wide range of IP/MPLS applications including:
-Route reflector -Application assurance -Layer 7 stateful firewall -Broadband network gateway
-L2TP network server -Network address translation -Security gateway The VSR supports the
highest levels of reliability and resiliency. It also offers flexible management options ? from
working with open to delivering O 2-i an
element management capabilities through our Nokia Network Services Platform (NSP).

,_P e Satoshi Ogawa v

Search.

Resources

Technical Documentation

Documentation: Doc Center

Product Downloads
Downloads: ALED

Alerts and Notifications

Product Alerts

Troubleshooting Information
Case Handling: CARES

Create Software Support Ticket &
Create Hardware Support Ticket &

Manage Support Tickets &

— BRYNT-J0SORHS

—5KIFOSSHA MBS~ O—R

NOKIA
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root@AF02-004: /home# git clone https://github.com/vrnetlab/vrnetlab
Cloning into ‘'vrnetlab'...

remote: Enumerating objects: 2814, done.

remote: Counting objects: 100% (80/89), done.

remote: Compressing objects: 100% (60/60), done.

remote: Total 2814 (delta 30), reused 64 (delta 20), pack-reused 2734
Receiving objects: 100% (2814/2814), 577.10 KiB | 244.00 KiB/s, done.
Resolving deltas: 100% (1715/1715), done.

root@AF02-004: /home#

31 ©2022 Nokia NOKIA
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root@AF02-004:/home/clab/vrnetlab/sros# cp vm/vSIM-KVM/sros-x86-64/sros-vsim.qcow2 ./sros_vsim_22.10.R1.qcow2
root@AF02-004:/home/clab/vrnetlab/sros#
root@AF02-004: /home/clab/vrnetlab/sros# time make
for IMAGE in sros_vsim_22.10.R1l.qcow2; do \
echo "Making $IMAGE"; \
make IMAGE=$IMAGE docker-build; \
done
Making sros_vsim_22.10.R1.qcow2
<SNIP>
Sending build context to Docker daemon 542.9MB
Step 1/10 : FROM debian:stretch
<SNIP>
Step 10/10 : ENTRYPOINT ["/launch.py"]
---> Running in 4357325fdfd8
Removing intermediate container 4357325fdfd8
---> 07115dafc85d
Successfully built @7115dafc85d
Successfully tagged vrnetlab/vr-sros:22.10.R1
make[1]: Leaving directory '/home/clab/vrnetlab/sros’

real om30.270s
user omo.672s

sys oml.312s

root@AF02-004: /home/clab/vrnetlab/sros# docker images
REPOSITORY TAG IMAGE ID CREATED
vrnetlab/vr-sros 22.10.R1 07115dafc85d 38 seconds ago
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) -eNMic O G

Prometheus
Grafana
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AN==27-FL AN

gnmic prometheus grafana

¢
B O [

mgmt net

client-1 client-2

mgmt net

client-3

35 © 2022 Nokia

### TELEMETRY STACK ###

kind: linux
mgmt_ipv4: 172.80.80.41
image: ghcr.io/karimra/gnmic:0.25.0-rcl
binds:
- gnmic-config.yml:/gnmic-config.yml:ro
cmd: --config /gnmic-config.yml --log subscribe

kind: linux
mgmt_ipv4: 172.80.80.42
image: prom/prometheus:v2.35.0
binds:
- configs/prometheus/prometheus.yml:
/etc/prometheus/prometheus.yml:ro
cmd: --config.file=/etc/prometheus/prometheus.yml
ports:
- 9090:9090

kind: linux

mgmt_ipv4: 172.80.80.43

image: grafana/grafana:8.5.2

binds:
- configs/grafana/datasource.yml:
/etc/grafana/provisioning/datasources/datasource.yaml:ro
- configs/grafana/dashboards.yml:
/etc/grafana/provisioning/dashboards/dashboards.yaml:ro
- configs/grafana/dashboards:/var/lib/grafana/dashboards
- configs/grafana/grafana-flowcharting:
/var/lib/grafana/plugins/grafana-flowcharting

ports:
- 3000:3000
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DC Fabric Throughput Link Bandwidth

19:45:0 19:46:00 19:47:00 ® 0-0.5Mbps
Front panel view ® 05-2Mops
© 2-5Mbps

5+ Mbps

Spine-1: 7220 IXR-D3L

9uikbls  942%bls

= L
‘U_ leaf-3

(0] Routing Stats BGP Peer stats Throughput
31Mbls

ethemet-1/1IN
ethernet-1/49:1N
ethernet-1/5
2,50 Mb/s

ethernet-1/1

met.1/4
E’ Up Peers Total Peers Disabled Peers ethenet-1/50:0UT

client-1 RS 1.50 b

500ke/s
IPv4 Active ECMP Routes Total Received Rout..  Total Active Routes o
CPU Utilization Memory Service: vrf-1
leaf1:57400 aaa_mgr
acl_mgr
100Gb leaf2:57400 app_mgr
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docker network:
bridgeXXX

KA P 1EFYTFr—935IVRHI

"ip netns exec tcpdump
-w -" | wireshark -k -i -

4
1K

o2

srl 1-1

e’

linux

cJoo o o Clo oo Cod,

point of traffic capture
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NEWD 2 @ SHEBNWEDHERT
- Nz

name: telemetry

topology:
nodes:
ceos:
kind: ceos
image: ceos:latest
ports:
# host port 57401 is mapped to port 57400
- 57401:57400
srl:
kind: srl
image: srl:latest
license: lic.txt
ports:
- 57402:57400
links:
- endpoints: ["ceos:ethl", "srl:el-1"]

—gNMic

Telemetry collector

read more
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NEWD 2 1 SMEBNWEDIER:
IRy NI

mgmt : A e D
bridge :

ipv4_subnet
topology
nodes

nodel
megmt 1ipvé ‘
gmt_1p existing bridge ®

node2 XX o XX o XX« XX/YY
L
R

-€th0

I know how "to get to $IP2

mgmt_1ipv4

— mgmt bridgelCLinuxJUy> %387t

Network Management System

L
ar
read more
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NEWD 2 @ SHEBNWE DR
SNEBNS Ty )7 R~ E DR

topology
nodes
leafl
leaf2
brio
kind: bridge

br20
kind: bridge
links
endpoints "leafl:e1-2","bri0:11"
endpoints "leaf2:e1-2","br20:12"

vlan10 vlan20

— kindéUTLinUXJUyS%387E

Traffic Generator

Traffic Generator

read more
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2x Spines
generate --name gen-lab \ ixrd3
--image srl=srlinux:latest \ . ‘
--nodes 3:srl:ixrd2 \
--nodes 2:srl:ixrd3
ixrd2
# of nodes type
Yp - - J
3 X Leaves
$ clab generate --name gen-lab \
--image srl=srlinux:latest \ N

--nodes 8,4,2

$ clab generate --name 3tier \

--image srl=srlinux:latest \
--nodes 8,4,2 --deploy

generate command

44 © 2022 Nokia


https://containerlab.dev/cmd/generate/
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$ git clone https: ithub.com/srl-labs/containerlab.
$ cd containerlab/lab-examples/templated0l
$ cat templated@l.clab_vars.yaml
spines:

type: 1ixr6

num: 2

prefix: spine
leaves:

type: 1ixrd3

num: &4

prefix: leaf

N x Spines

———

L______—Y—______J

M x Leaves

clab deploy --topo templated@l.clab.gotmpl \
# --vars itemplated0l.clab Jyaml

read more Fessssssssssnnnnnnns > ’E’;‘;ﬂlﬁ?%?w{)b
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https://containerlab.dev/manual/network/
https://github.com/srl-labs/containerlab.git

NEws 3 MROS—J71/ ) DOBEEERK
T —MIEB RO —J71 IV DESE

$ git clone

$ cd containerlab/lab-examples/templated02

$ cat templated02.clab_vars.yaml JxSuper-Spines
super_spines: e

type:
num:
prefix:

pods:

num:
SpineS: Nx Spines {

type:

num: 00 O 0 O

orefix: @ ¢ ) @ \ ;,Y;,

leaves: Mx Leaves M x Leaves Mx Leaves
type: t
num:
prefix:

D

Kx Pods

$ sudo clab deploy --topo templated@2.clab.gotmpl \
#--vars templated02.clab .yaml read more
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CONTAINERIab

SRR 6 R
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https://containerlab.dev
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Discord server

srl-labs/containerlab
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https://containerlab.dev/
https://discord.gg/vAyddtaEV9
https://github.com/srl-labs/containerlab

FHERDICTEVWZQANDEIE
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https://github.com/srl-labs/containerlab/graphs/contributors
https://containerlab.dev/community/
https://github.com/vrnetlab/vrnetlab

Containerlab > Lab examples ., ..
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@ containerlab.dev

A containerlab

@ Q Search
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Home Installation Quick start Kinds User manual Command reéfence Lab examples ?{ease notes Community

Home

CONTAINERIab

relea se 2.4

With the growing number of containerized Network Operating Systems grows the demand to easil|

versatile lab topologies.

Unfortunately, container orchestration tools like docker-compose are not a good fit for that purpo:

‘-————’

ainerlab.dev/lab-examples/lab-examples

Lab examples

Two SR Linux nodes
3-nodes Clos fabric
5-stage Clos fabric

5-stage SR Linux based Clos
fabric with config engine

Nokia SR Linux and Arista cEOS
Nokia SR Linux and Juniper cRPD
Nokia SR Linux and SONiC
External bridge capability

WAN topology

Nokia SR Linux and Nokia SR OS
Nokia SR Linux and Juniper vMX
Nokia SR Linux and Cisco XRv9k
Nokia SR Linux and Cisco XRv
Nokia SR Linux and FRR

FRR

Cumulus Linux and FRR

Cumulus Linux (docker runtime)
and Host

BGP VPLS between Nokia and
Juniper

Keysight IXIA-C and Nokia SR
Linux

Multi-node labs

Templated labs >

About lab examples

containerlab aims to provide a simple, intuitive and yet customizable way to run container
based labs. To help our users get a glimpse on the features containerlab packages, we ship
some essential lab topologies within the containerlab package.

Note

The lab examples that you find on this site are merely explain the basics of containerlab. For the real-life labs built
with containerlab check the catalog, where comprehensive labs are posted by the community
members.

These lab examples are meant to be used as-is or as a base layer to a more customized or
elaborated lab scenarios. Once containerlab is installed, you will find the lab examples
directories by the /etc/containerlab/lab-examples path. Copy those directories over to your
working directory to start using the provided labs.
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https://containerlab.dev/manual/network/
https://containerlab.dev/lab-examples/lab-examples/
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