2020

~RPKINE W ~

£}
ﬁc —#@zA BARYND =42 T AX-3atw5-



2019%12A17H Z—1—XA&E—E8

S

JNFRG2 « A v T ITTAMBICTERIHIR. ERREFETE (12/17 23:46)
il
P ZESETCHIL BN EFTOIEEASEOH D (12/17 25:23)

FA B R BT ST SR BE I 3FY ..
| DIGITAL

by s BA KA EE ARy APSAY  IToH¥ X EE > EBEELATEFERLAESE FH. AEFEEA T o8 (12717 23:05)

> HERZE [BEEOLERZV] HASEFZEDRIROC (12/17 23:00)

HEISA-ES- B HE-1-2-B ﬂ

1173El '_233= '_3935 :an 15135 16235 17:3= 18435 19535 if if izz ii ji ji s 2 H%*ﬁﬂjﬁ#tﬁg EEHE%@ I_J _ﬁﬁ}"x P_:I ifﬁ I.:' 1 H% ':]-E-':-—? 2::;8:'

IAT e Bs g% -x i A=Y ik - B2 u

IATQRES ZorRS LRV I—E
PIERSZ - b TIIRRRBCTAMAR, BRREE 21 25140 > %#ﬁ éﬂﬁ— 12817 E (12717 22:37)

PZEETCHI. g~ BPTOLIEBEASED D (12/17 23:23)

»BERATEATCRNSEE A, HEFEEA-—TEan

»8ET - FHEETE 1 BEEEEN EREIERTEFTEE(12/17 21:45)

PRERZE TREQLERL]  HAFETIZAEDAROIC 12/
(-]

PRTORTER TUANOUTIRADETRD IR PNZoREREBEERASH. [5EE] “EDEMN ERS5H(12/17 21:34)
>EIEEE—12E1 7R 012/17 22:37)
T TIEERE 1 BHEEMEEA EASETRERFEFTE(12/17 21:45) } E@Cf@ ﬁr:ﬁu'h\lriiﬁ-hh‘rﬂd: -:' ': I.::I n Eﬁlb#‘y I__.-I - I:].E.-_T 213']}

PRISHEBERASH. [E8E] _ETRA FEREH(12/17 21:34)

PE@UB ITANSENML 2D, BERAAAW ) —(12/17 21:30)

LT

BECEIITEHEZERE. 6 A EZSHER VW v A —F{E(12/17 21:28)

P BEETHEERE. 6 ATZTHEAER W-rw&—H(E(12/17 21:26)

T ——————
PRENEEZER. ERECHE B FBORISEIAD ? 12/172012)
o

> EREER - ZERTRED -RBES ERAICLAWVWT] (12/17 21:00)

LT

— PEMNEEES. BRECHE B IBEOEEERD ? (12/17 21:12)
2019128 17HMDEEE—E : siE#FET )L G
https.//www.asah|.com/news/dally/1217.html

A
C Copyright © 2020 Japan Network Information Center




Jie

HAEADRREN (NHKZE L)
12815AE= 2431 A

@ 1B EmERR () =5t

4]50{JJ

3320

2430

L]

1660
33 || | |

10/4 10/9  10/14 10/19  10/24  10/29  11/3 11/8 11713 11/18 11/23 11/28  12/3 12/8  12/13
‘ - F
#NHKE &8

FROOFTIAILR BRERNORRES - 5EEE - EEERST —4 | NHKIFEY 1 &
https://www3.nhk.or.jp/news/special/coronavirus/data-all/

Copyright © 2020 Japan Network Information Center



4150

3320

2490

1660

830

0

*) IR EDEER

CAJ

I
TAFRICESEEES

T

=

3723 3728 4,2 4,7 412 417 422 4727

=

JoEER

ZETER

502 57 5112 5117 5/22 5

27

6/1

FEOOF DAL BAENDOBRRE - TEEH - BEEHT —4 | NHKEFRT A b

https://www3.nhk.or.jp/news/special/coronavirus/data-all/

Copyright © 2020 Japan Network Information Center




¥H, 85571 v IIEMEBOHERE

Z2EOEPFOENS17E) (CB T ZEBADENER, BIURFEFEE—IOBEMEZ, 2020628250 EZRE(CRULEEODTI .

| 78 ;mEZR)

LEVNPE AR E(2/27)

Bilikdr. Ehar M
RBBETEHLEICHA(4/16)

70%
IR TRAEFEE S HMER(5/14)
60% 7THMRRICRATENFE@4/7)
LEITCRAFEEEHMIR(5/25)
50%
40%
30%
20%
10%
0%
@Q-SQ(‘Q@Q@QQ&Q’Q&@Q&Q'@Q30'\&6’0-904@&@%?@030QQ?@QQ‘?QQi&f{?'$
#zs’zgz&;’;,/";Q,.)"’Q'&”bzg’g’a‘?’??@?@?@?@ﬁa&/&a&}z&“@&‘g’
P S S S SC A S S S A SN SR S N SN SN SN SR S S S SR S SEN G Gs
AR C A - S A S A S I A N SRS A T S .
SO LA A & & @ & & o AR QX R L & & @ 9 L L& X
—— BEEORADRME HRHE— 2 DME

A2 —2v SRS T4 v OGBEE)DHERE (202048 H0598%) | NTTOZ2Z5—>3>X PEIER
https://www.ntt.com/about-us/covid-19/traffic_archive_apr-sep-2020.html
Copyright © 2020 Japan Network Information Center




14,000

10,000

HEDEHT NRENSTE
EI—0(C1RB] LWDH
#HIT5HU

4/8:15,198%

\ 4

™~ NN

(@) JL—:+B-RE

8,000
| 6,000
4,000
2,000
| :A. N M >
A
C

FrU7Z1—X: TLO—UBEEDTwitterfim#I405 42 24, BAI4R1E (1/2) 2020£06H11H 0983053 23 [MONOist]
https://monoist.atmarkit.co.jp/mn/articles/2006/11/news015.html

Copyright © 2020 Japan Network Information Center




wy *» st
- 3 - N
- . BEBHFTFOSaLNENSRVEER
| - "\ | FEREREECRD ! )
I me e § = " LX) —\‘\ [
25%) — = : - = ‘““-_-'..I‘* - il 7am - m__ -~ \\‘\‘\\J'I LT
nwrs ;“—7 e e =8 ' "® amn .;_m s g P
o O k. s W e
we s i T T xife
. pas . \ "3‘ '.( T ners - L um .
© LECRBOP R/ ARELFCRIBN — g, mer | —
N -~ g : ~ s -
| SSEATLATEES S g [+ BEBPEEBBICRSTESS IS THS TR o
e = ¢ BESEEMHETA L RLEDE ST o~
« BHLCZARYIVWPCHEHOTESSENSY | B RICTLVBO>TRVDENEDL S >
BEMTELR | s ‘ " - |
. SHONVISEUE- NTRFTENSH | )
SE< TR BRI . . EPHINEOTH LB TES
—— ——— Nl — P o HWPHEARN. AT R THIHEELL
‘\\ I" " L p— - o e It i § BRRIZ D D6
\‘\ ( - us wR w;/'ia AL m: o
aN e - 7-‘7”‘8‘."!”6 i L
- u ane 1 i< e R |
aw-s 8 —— e e wwry
Sl I L
" '.h 7 "'Tf’“ S T ln@:@w—o .y
- wcn =i ftefs \ S —————— . | — 7 :
(. EFA-SASOURBNAZ. SREOH | Oty ARGEICRSBUNET TESEA N
\ DB DL | O e G | AEVNFHD T, HBOEFAEFBD
+ SRAULREFOTHEONOBEAN UL ‘

GE) R HIF(TRE. W2 HFTRE

FrU7Z1—X: TLO—UBEEDTwitterfim#I405 42 24, BAI4R1E (1/2) 2020£06H11H 0983053 23 [MONOist]
https://monoist.atmarkit.co.jp/mn/articles/2006/11/news015.html

Copyright © 2020 Japan Network Information Center 7




ENOG66

RPKI bEY D

£}
ﬁc —#@zA BARYND =42 T AX-3atw5-



FHRAE

e 2X:II] RAJZRE]

FhlE BARY NDO—DJA>2TAAXA—=2321T>25F— (JPNIC)
H= RPKI/E8EEz/ T+ 1 U5« /ERREIm IETF APNIC
=15 {E/ R ER/ 11— Yh— NNRAR/E MBS

FE{% WIDEZJ O T b - R—Rx>—cmnzxLE,

EBERIARFANF

INSA PKItHBE ERIIMWG

Jq w2 0% RinESs it - BIEMRESTWG
ttFxa1 5o - T > TEEE

e/ [

’ P
NIC Copyright © 2020 Japan Network Information Center



[ ROV = Route Origin Validation / ROAZ%{E>J= BGP.%Eﬂﬁd)iﬁniEUJc_é: |

\ .

ﬁc —#@zA BARYND =42 T AX-3atw5-




NIST RPKI Monitordk D

20184F

20204F

Global: Validation Snapshot of Unique P/O pairs

790,707 Unigue 1Pv4 Prefl'Origin Pairs

M invalid
(6,352)

& valid
(81,940)

O not-tound

(702,415)

. - not-found 88.83%

MIST RPKI Monitar 2018-11-24

invalid 0.80%
valid 10.36%

Global: Validation Snapshot of Unique P/O pairs

897,007 Unigue |Pv4 Prefi/Origin Pairs

M valid
(232,614)

M invalid
(5.128)

O not-found
(659,265)

invalid 0.57%

valid 25.93%

not-found 73.50%

RPKI Deployment Monitor, NIST

NIST RPKI Monitor 2020-11-25 https://rpki-monitor.antd.nist.gov

* Invalid:AS Covering ROA Prefix, maxLength Satisfied, and AS Mismatch.
« Invalid:ML Covering ROA Prefix, maxLength Exceeded, and AS Match.
+ Invalid:ML-AS Covering ROA Prefix, maxLength Exceeded, and AS Mismatch.

(i.e., because it contains an AS-SET), and a ROA covering the prefix exists.

+ Invalid:AS-SET The origin AS could not be determined from the BGP update used to announce the prefix

—FRIICLEARTHSHMCHIN\—FHE
e KFBEXREHDROVEALGED,

11
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IW2018: “(FA E(CHDTZRPKIDEE", #21U 52X, TOKAI —traceroute
1=31_4—=37 \/Z@ —ITETHESD

RIPE78: “Long chopsticks in heaven - When packets
dropped using ROA -”, RIPE78, May 2019, Taiji

Kimura @ (FA & (23 ZRPKIDEE, IWS 3 —4— XIS
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RPKI TEST

t
t

i RPKI TEST

esting valid ROA.
esting invalid RO
1 dro: 3 as witnessed

C

RPKI TE
https://labs.ripe.net/Members/nathalie_nathalie/rpki-webtest

Is BGP safe yet? No.

URLDQRIO— (B UA)
E-I E
[=]

https://isbgpsafeyet.com/

Is BGP safe yet? No.

Border Gateway Protocol (BGP) is the postal service of the Internet. It's responsible for

looking at all of the available paths that data could travel and picking the best route.

Unfortunately, it isn't secure, and there have been some major Internet disruptions as a

result. But fortunately there is a way to make it secure.

SPs and other major Internet players (Comcast, Sprint, Verizon, and others) would need to

mplement a certification system, called RPKI.

Test your ISP Read FAQ

Is BGP safe yet? - Cloudflare
https://isbgpsafeyet.com/
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« BGPalerter

!
Example ®@ NTT
visibility
The prefix 165.254.225.0/24 (description 1) has been withdrawn. It is no longer visible
from 4 peers.
hijack
visibility
The prefix 2a00:5884::/32 (alarig fix test) has been withdrawn. It is no longer visible ThE pl‘E‘ﬁJ{ 23[]-05884,-"32 {alarig ﬁ!{ tEEt] iS ﬂnnﬂunc&d h'f AS]_SSE:S il"lStE'Eld Df
from 4 peers.
ek AS204092, and AS45
A new prefix 165.254.255.0/25 is announced by AS4, and AS15562. It should be
instead 165.254.255.0/24 (description 2) announced by AS15562 newprefix
hijack , _ Possible change of configuration. A new prefix 2a00:5884:fff:/48 is announced by
A new prefix 2a00:5884:ff(f:/48 is announced by AS208585. It should be instead
2a00:5884::/32 (alarig fix test) announced by AS204092, and AS45 AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test).
hijack
The prefix 2a00:5884::/32 (alarig fix test) is announced by A515563 instead of
AS204092, and AS45
newprefix
Paossible change of configuration. A new prefix 2a00:5884:ffff:/48 is announced by
AS204092. It is a more specific of 2a00:5884::/32 (alarig fix test). '

BGPalerter, Real-time BGP monitoring, Massimo Candela
https://ripe79.ripe.net/presentations/111-BGPalerter_ripe79.pdf
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« console.rpki-client.org

 RRLDTSOXEE?

Genarated af Thu Now 26 08:45: 29 2020 by rokj-Clisnl.

SIa aslD

rpki.ripe.neifrepnsiinry FAILT b Aff-| - d5fc-bTid-3i f | bl | OF vdFkx FRGL pl ) Pfak - rop Ay

rpkl.ripn.nei frepos | Loy MEFAILT M4 4200 F9-A790- 4530-b | F4-50505383F d 1371 fiT Toell OGallei P01 015880 - ron ARy

LK Lor Lronel S ranas | Lar v DEFAULT /A8 ] al ad-1 4ad-4adti-009a- 85397 Th645 1| BzBe RNl S0 cONPdrahBv AR, (82 LEETED

cekloring nelfranngitory DEFAULT foafal d20d-ddbd- 4362 -ac Th-2a31 (006 TI6/1 /3 -Ldiuwelseeeadin: v Mis ITHN. (o3 AREFED

cekioring nelSranoailory /DEFAULT M0 ol 661487 4460 aadd-c582350e 131 |.F) SI0E2 S5 ahalE 300 | Cal IFI Falk . rea AEETER

\
| console.rpki-client.org SR

. - - rpki.ripn.ned freposidory MEFAILT fab fdidcd-clec- 40 f | -Add5-SddfddabTdd ) fi Heiasf S0P dndr ulr i M5a] 755 - ros 1= i __.n“‘ et ]
http://console.rpki-client.org/ — £ Sliutededis o6 fnas: 53

BIRESN TS /AS8283.html

RPKIVIZ search  statistic  about

 RPKIVIZ -

RPKIVIZ | RPSTIR2
e http://rpkiviz.zdns.cn/

RPKIVIZ: Visualizing the RPKI | APNIC Blog ==z -
https://blog.apnic.net/2020/04/23/rpkiviz-visualizing-the-rpki/ [ BE:'O)"EE(QE
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