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Dashboard

Secinfo

E@v Report: Results (148 of 727)

Configuration

1D

Administration

4aB8ece83-43ad-4c17-9386-4151aa0588aa

Modified: Tue Aug 28 08:17:18 2018
Created: Mon Aug 27 09:23:43 2018

Owner:

admin

Vulnerability

Check for rexecd Service

Pidgin MSN SLP Packets Denial Of Service Vulnerability (Linux)

Ubuntu Update for samba USN-1423-1

0OS End Of Life Detection

TWiki XSS and Command Execution Vulnerabilities

Ubuntu Update for apt USN-1215-1

Ubuntu Update for freetype USN-1403-1

GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC)
GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 03

GNU Bash Environment Variable Handling Shell RCE Vulnerability (LSC) - 04
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Dashboard Assets Secinfo Configuration Extras Administration

Owner: admin

Result: vsftpd Compromised Source Packages Backdoor Vulnerability
O N . i T

vsftpd Compromised Source Packages Backdoor Vulnerability 99% 10.254.0.103 6200/tcp (%

Summary
vsftpd is prone to a backdoor vulnerability.

Vulnerability Detection Result
Vulnerability was detected according to the Vulnerahility Detection Method.

Impact

Attackers can exploit this issue to execute arbitrary commands in the context of the application. Successful attacks will compromise the affected
application.

Solution
Solution type: < VendorFix

The repaired package can be downloaded from https://security.appspot.com/vsftpd.html. Please validate the package with its signature.
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e v 2018 red-By: FHP/5.6
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Language:
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~Options: il
United States 27,553

Supported S5L Versions



TOMWDREHY —)L

¢ BHRINED 1
 Virustotal
https://www.virustotal.com/
RODUWI 7 AILPPURLZIBREBEL T NBI A S —EX
BEOIDAINAFIVIOI S TI7AIVFIVIZITD
B U LS —EXEUTHybrid Analysis&EWWS B —EXEH D
(A>SA B> RRwOX)

Z VirusTotal

71 URL B=




TOMWDREHY —)L

& OSINTY —JL
« Maltego
vV A9 -2y M EDBERZINE U ZENSOREEFZDTCEDdY—IL
v RXA> . IP, #8f#. A. E-mailitE
v ZBY—EXDAPIZFIAL CTEENBIEE (Shodan/Virustotal)

B e ERES & =& Maltego Community Edition 4.1.14
investigate  View  Enfies  Collcions  Transforms  Mechines  Colls

r". Clear Graph | number of Results Q E : ‘ Select All Add Parents Add Neic Select children P Select Bookmarked ™ Reverse Links

Select None Add Children tdd Path Select Neighbors X Select by Type @,

Cut _ o
Copy Paste ol | e Quick Find in Entity
x Delete L Find  Files Selection 7 Invert Selection 7 Add Similar Siblings Select Parents §@ Select Leaves Select Links

New Graph (1) X

= * Recently Used *

Domain
An internet domain

T jiglid.com
Hash entity

_ 1Pv4 Address
An IP version 4 address

An internet Uniform Resource Locator (URL) ‘ ‘ ‘

Website o . : _
e7edadff3c09B8084c9c 435520057 Bef.. kttp:Aiglid.comiscd http:tiiglid.cem/ms.xlsx httpcifiglid.comiP http:ifiglid.com/isc4-2.4

An Internet website

e such as a phone or camera
= Groups

Company
A business org

Kaspersky: malware site Quick Heal: malicious site Forcepeint ThreatSeeker: malicic.. ESET: malware site
Organization

al




T DMMDLFHY —IL

¢ OSINTY —)L

OSINT Framework

http://osintframework.com/

B¥RIXEDY > D5

jjTj U (gﬁ én_Cb\%
IP address — Blacklist = BERINEY 1 MU X b+

(T} - Indicates a link to a tool that must be installed and run locally
OSI N I Fram ework (D) - Google Dork, for more information: Google Hacking
(R} - Requires registration

(M} - Indicates a URL that contains the search term and the URL
itself must be edited manually

Geolocation )
Host/ Port Discovery (O

Py ©
IPVE @
BGP ()
Usemame O
Email Address () Reputation ()
Domain Name ()
IP Address ()
Images / Videos / Docs ()
Social Metworks O Blacklists ()

Instant Messaging ()
People Search Engines ()
Dating O

Telephone Numbers ()
Public Records ()
Business Records ()
Transportation ()

Maps @

Search Engines ()
Forums / Blogs HRC ©

Neighbor Domains ()
Protected by Cloud Services (O
Wireless Network Info )
MNetwork Analysis Tools )

() Hurricane Electric BGP Toalkit
() BGP Malicious Content Ranking
() BGPStream

() PeeringDB

() BGP Tools

O 1P void
() ExoneraTor

(O Blocklist.de

(O DShield API

() FireHOL IP Lists
() Project Honey Pot

() IP Fingerprints - Reverse IP Lookup
(0 Bing IP Search (D)

(O TCPIIP Utils - Domain Neighbors
O MylPNeighbors

() Same IP
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