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« BEIFEDOMTA (Postfix, etc) D77 74 > & L TH{E

e Bx#TIE 2018/7/13 verl.7.8

c D LELRIEBLC LD ICh-TES (BANBRETT)

« FERILER
v' 2018/7/2 verl.7.7

v' 2018/6/15 verl.7.6
v 2018/5/18 verl.7.5

v 2018/3/12 verl.7.0

v 2017/6/2 verl.6.0
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Ex(IFELD
c IR AHEEEEIHEAD D L o EE D
Rspamd = SA+Amavisd-new+Postgrey
c LUNT - XDOEAFTEBHELE (C, Lua, etc)
s KIRIBRZMEE L/-ZETHINTWLS
« Neural network*>fuzzy storage’s ESAICHWEEREL H 5
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General
Written in
Process model
MTA integration
Web interface
Languages support
Scripting support
Licence
Development status
Mail Filtering Features
Greylisting
Ratelimit
Replies whitelisting

Rules composition

N\
RSPAMD
&~

C

event driven

milter, LDA, custom

+ embedded

«" Full, UTF-8 conversion, lemmatization
+ Lua API

Apache 2

+ very active

L S S MR N

https://rspamd.com/comparison.html

WS-

SpamAssassin

Perl

pre-forked pool

milter, custom (Amavis)
© 3rd party

X naive (ASCIl lowercase)
+" Perl plugins

Apache 2

" active

DR

Sratisgical Spam Protection

C

LDA and pre-forked
LDA

x

* naive

x

GPL

¥ abandoned

X X X A


https://rspamd.com/comparison.html

Filtering methods
Regular expressions Ffiltering
DKIM
SPF
DMARC
Policies white and blacklists
DNS lisks
URL DNS lists
Phishing checks
Custom lists
Pyzor/Razor
Own fuzzy storage
DCC
HTML rules

PDF filtering

v
v

+" with reports support

v

v

v

+" advanced with external resources
+" with dynamic reload

x

v

v

v own parser

x

-AWS-

SpamAssassin

X & & 8

A S N N

+" very basic

v

v

b 4

v

+' many regexp rules

v

Nspam
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Statistical Spas Protectica
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RSPAMD '\ A DR
Y - SpamAssassin TStatisnical Spam Protection
Statistical methods

Bayes classifier + hidden Markov + naive +" hidden Markov
Bayes autolearn +" with custom Lua rules +" by threshold x
Bayes window 5 words 1 word 2 words (5 words in SBPH/OSBE mode)
Plain files backend v v v
SQLite3 backend v v v
MySQL backend x v v
Redis backend v v x
Neural networks support +" via libfann x x

) hidden MarkovIiZ DU T

& Dslidesharell LA > TULWBRspamdi@ o &R
https://www.slideshare.net/VsevolodStakhov/rspamdfosdem-57772063

1= [ Uses Markov chains for statistic tokens (using sparse bi-gramms model) | & &% Y
TEoY 4 b [ i) bi-gram~ /37 €T ICEBALH Y £9

https://mieruca-ai.com/ai/bi-sram markov model/
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e MTAD A > X k — )L L WHRER E

e (|ZIZw7B) Redis Serverd A > X b —IL EEHTFE

e (L) Fv v aDNSOA VX b—ILERTE

e (HER) B~ > T} TIHEIXSSSEILL L DSIMDILEA
Sty FACPUTHIBRIBENHESY (Hyperscan®7=)




%) Hyperscan

=TV RDNRNR =Ry TF T TAT T
« SSSE3UU L DSIMDILsRas T Y bEdbhTEET D
* Intel CPUZE > 7ZIPS,DPIDOEREX ¥ v > AEICHRE

X Hyperscan =& URL:
https://github.com/intel/hyperscan/

https://www.slideshare.net/VsevolodStakhov/rspamdhyperscan
https://www.intel.co.jp/content/www/ip/ja/communications/hyperscan.html



https://github.com/intel/hyperscan/
https://www.slideshare.net/VsevolodStakhov/rspamdhyperscan
https://www.intel.co.jp/content/www/jp/ja/communications/hyperscan.html

MTA & DEHE

e PostfixDEa

# vi /etc/postfix/main.cf

#--LUTF D %= EN--

smtpd_milters = inet:localhost:11332
milter_default_action = accept
milter_protocol = 6

¥ Postfix 2.6 LABTD T 7 # /L k Milter Protocol/X— 3 142, Z D& lEmilter_protocol = 2% FE
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R(S/PAMD Downloads &% Documentation « News Changes Support List removal ) Github ’ Donate ’
\ .

Download

Download rspamd-1.6.5 O Star 837

Rspamd packages

‘ Fedora/CentOS @ Debian/Ubuntu Q Other Linux @ BSD @ Build rspamd
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+ Cent0S6, CentOSTDIHE 2

# yum install epel-release

# curl https://rspamd.com/rpm-stable/${YOUR_DISTRO}/rspamd.repo >
/etc/yum.repos.d/rspamd.repo

# rpm --import https://rspamd.com/rpm-stable/gpg.key

# yum update

# yum install rspamd

K CentOS7TDHE ${YOUR DISTRO}=centos-7



A X F—JL

e Debian/Ubuntu®iz& @ @

# apt-get install -y Isb-release wget # optional

# CODENAME="Isb release -c -s°

# wget -O- https://rspamd.com/apt-stable/gpg.key | apt-key add -

# echo "deb [arch=amd64] http://rspamd.com/apt-stable/ SCODENAME main" >
/etc/apt/sources.list.d/rspamd.list

# echo "deb-src [arch=amd64] http://rspamd.com/apt-stable/ $CODENAME main" >>
/etc/apt/sources.list.d/rspamd.list

# apt-get update

# apt-get --no-install-recommends install rspamd

X Debian official repos®RspamdidZ X > TFH XN TWaEWLn LWLWDT
Rspamd TliRspamd DX D /Xy r—T %2 ERATHZ 28O TLET
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e ZDMLinux, FreeBSD & '@

Rspamd®Download¥ 4 k #5#|(C

https://rspamd.com/downloads.html



https://rspamd.com/downloads.html

1)

1H

/

HTET AHHIC

AX N

« WEF? DIFED D D D TERE

TR0 E 9,



{2 k=L BEHD/etc/rspamd

$ Is /etc/rspamd

2tld.inc groups.conf mime_types.inc
actions.conf local.d/ modules.conf
cgp.inc logging.inc  modules.d/

common.conf  maillist.inc  options.inc
composites.conf metrics.conf override.d/
dmarc_whitelist.inc mid.inc redirectors.inc

rspamd.conf worker-controller.inc
scores.d/ worker-fuzzy.inc
spf_dkim_whitelist.inc worker-normal.inc
statistic.conf worker-proxy.inc

surbl-whitelist.inc



A=

o Jetc/rpsamdIA T D OO.confOQ.incld BEiERE I+ &

« AR ICmodules.d/$H & U'scores.d/ U T D EERE TR

e O0.conf>O0O.INCD/INT X — R EZZT-WIGE L.
local.d/ ULTFICEIZDOO.confOO.incx > THRER

« /etc/rspamd/rspamd.confZ ZE 3 55513,
/etc/rspamd/rspamd.conf.local % 1> THRE®)
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/etc/rspamd/modules.d/rbl.conf DEREEZ ZE 2 7T- W iHE
l

/etc/rspamd/local.d/rbl.conf& W5 7 7 A L ZER L TED %
ERpUN
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1. BEZZZ7-L0LO0O.IncxOO.conf# fESE
2. FLCZEIDOO.incxOO.confz local.d/IZ1EELT 5

3. EEL7=00.incxO0.confIZZE L 7-ULv/T A — X XPENN
L7=WRT X=X AT 3

4. rspamdadm configtest T Syntax checkz 9 %
5. rspamdadm configdump T ZE#LEE % R
6. service rspamd reload TYU A— K L TEHTE = IR



local.d & override.d D IE L

e local.d/IZT 7 AN FEREELEEREEFEET—TINS
eoverride.d/IZT 7 # )L FERTEAXWE L CTLEEXTEXTED S




NET 7 AIIEAOELE

1. 77#J/)bDconfern—

2. /etc/rpsamd/local.d/ LU TDEEE~—

3. /var/lib/rspamd/dynamic/ (WebUIRHBETOHOZEE?) LITD
RETCLEEZ

4. /etc/rpsamd/override.d/ AT DERETLEES

DJEZE Tconfigh kIR E N 5



modules.d/dmarc.confO RAA

dmarc {
include(try=true,priority=5) "${DBDIR}/dynamic/dmarc.conf"
include(try=true,priority=1,duplicate=merge) "$LOCAL_CONFDIR/local.d/dmarc.conf"
include(try=true,priority=10) "$LOCAL_CONFDIR/override.d/dmarc.conf"

}
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e JL—ILD XA TIED—ZRF. scores.d/ LI TDORIBINTLES

e RATEZZZ DG E Hlocal.d/LLTIZOO_group.confz 1ERk
LT, BELIZWARTA—=—RAETLIRT 3

X /usr/share/rspamd/rules/ICHIL—ILEZ DR ATIED—BZRDIFTH T EHNTES
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rspamadm configwizard TRedis D& 7E
actionz®E & 1TUL . rejectPgreylistD BB % 2% F
A=~y X—IE5T DEROHETE
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e rspamadm configwizard z= %17

RedisPDKIMZ % . WebUID /XX 7] — KEHRTFE A XWEEZXLTITHO
TENEFT
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rspamadm configwizardz 5217

#rspamadm configwizard

Welcome to the configuration tool

We use /etc/rspamd/rspamd.conf configuration file, writing results to /etc/rspamd
Modules enabled: fuzzy check, hfilter, phishing, dkim_signing, asn, settings, regexp,
arc, trie, bayes_expiry, elastic, rspamd_update, ip_score, metadata_exporter, rbl,
chartable, mid, multimap, dkim, surbl, mime_types, maillist, emails, once_received,
dmarc, forged_recipients, milter_headers, whitelist, force_actions, spf

Modules disabled (explicitly): spamtrap, url_tags, mx_check, url_reputation [ gﬁgﬁ%
Modules disabled (unconfigured): spamassassin, reputation, metric_exporter, %R

dynamic_conf, antivirus, fuzzy _collect, dcc, maps_stats, clickhouse

Modules disabled (ho Redis): greylist, url_redirector, replies, neural, ratelimit,
history_redis

Modules disabled (experimental):

Modules disabled (failed): -
Do you wish to continue?[Y/n]: (Enter¥—)




rspamadm configwizard = 5217

Setup WebUI and controller worker:
Controller password is not set, do you want to set one?[Y/n]: N
Redis servers are not set:
The following modules will be enabled if you add Redis servers:
* greylist
*url redirector
*replies
* neural
* ratelimit
* history_redis
Do you wish to set Redis servers?[Y/n]: (Enter¥ —)
Input read only servers separated by ," [default: localhost]: (Enter3®% —)
Input write only servers separated by *," [default: localhost]: (Enter3 —)
Do you have any password set for your Redis?[y/N]: (Enter¥ —)
Do you have any specific database for your Redis?[y/N]: (Enter¥—)



Eoy

rspamadm configwizardz 3217

Do you want to setup dkim signing feature?[y/N]: (Enter3% —)
You have 1 sqlite classifiers

Expire time for new tokens [100d]: (Enter¥ —)

Reset previous data?[y/N]: (Enter¥% —)

Do you wish to convert them to Redis?[Y/n]: (Enter¥—)
Convert spam tokens

Convert ham tokens

Migrated O tokens for 2 users for symbols (BAYES _SPAM, BAYES HAM)
Converted classifier to the from sqlite to redis

File: /etc/rspamd/local.d/classifier-bayes.conf, changes list:

backend => redis

new_schema => true
expire => 8640000



rspamadm configwizard 7z

File: /etc/rspamd/local.d/redis.conf, changes list:
write_servers => localhost
read _servers => |localhost

Apply changes?[Y/n]: (Enter¥ —)

Create file /etc/rspamd/local.d/classifier-bayes.conf
Create file /etc/rspamd/local.d/redis.conf

2 changes applied, the wizard is finished now

*** Please reload the Rspamd configuration ***

~/

—\

] |
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action® 3% &

(T

* local.d/actions.conf=EEk L. actionDEE%ZZE

# vi /etc/rspamd/local.d/actions.conf

#--7 7 A JLIZEN--
reject = 16;

add header = b;
greylist = 4;

XRAEIZTEEZLZE., BEDactionZxEIZ L7 WiEE L, reject = null: D & 5 (Tnull 2 5%7E
https://rspamd.com/doc/tutorials/writing rules.html



https://rspamd.com/doc/tutorials/writing_rules.html

A — )L~y X —

5T 215D

e local.d/milter headers.conf# {EfX

# vi /etc/rspamd/local.d/actions.conf

#--7 7 A ILITEN--
extended_spam_headers = true;
#E 713

#use = ["x-spamd-result",

x-rspamd-server",

x-rspamd-queue-id"];

}

(T

=Jur=
aX N




—_/

X-Rspamd-Queue-Id: E3FEFC1483
X-Spamd-Result: default: False [15.31 / 6.00];
FORWARDED(0.00) [xxxx@example.com];
R_SPF _SOFTFAIL(0.00)[~alll;
SPF_FA| L_FO RWARDING (OOO) [] ; extended_spam_headers=true
— TEMINBEA—I~Ny X
FORWARDED(0.00) [xxxx@example.com];

NEURAL_SPAM_SHORT(2.00)[1.000,01;

RCVD_NO_TLS_LAST(0.00)]]
X-Rspamd-Server: rspamd0l.example.net
X-Spam: Yes

} actons.conf®add_header D EJME
EBADENEEND
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BAVESOZ[EEE (Z8)25)

e rspamc learn_spam 74 L Z b or 774 )L

# rspamc learn_spam ~/spam/

e rspamc learn_ham 74 L 27 b U or 77 4L

# rspamc learn_ham ~/ham/
KT 74 FRETIE20040 UL EFE I E30ELHY £
e rspamc stat T=E L 7= 48 A HER

# rspamc stat

Statfile: BAYES_SPAM type: redis; length: 0; free blocks: 0; total blocks: 0; free: 0.00%; learned: 1300; users:

1; languages: 0

Statfile: BAYES_HAM type: redis; length: 0; free blocks: 0; total blocks: 0; free: 0.00%; learned: 165 users: 1;

languages: 0
Total learns: 1465

\

|
BAYESTHEE L 7o 4%



WebUID % 7E

——

« WebUllZworker-controllerA318 4

« worker-controlleriZlocalhost CLISTENL TWADAZZE L T
>y b)—08BBTY7Y 71X TZAIPTLISTENT 20 EH 5

c O AYVDI=DD/INA]— KAEBET HDHE




=

worker-controller % &

e O A VH/NRRT—FK/Nyax4ERK

# rspamadm pw

Enter passphrase: (4/SX7 — FAA)
$28w94uctgb8yusmhp7kpy59rz48wp8qbp4$si67eggcx95cnj31jzd8eptkzekdh4fkann
glfuz3fbu36niabrb - <x7— K1y



=

worker-controller % &

. worker-controller.inc# $R &

# vi /etc/rspamd/local.d/worker-controller.inc

#--7 7 A ILITED--

password = “(rspamadm pw TER L 7=/¥XX 7T — K/nwy 3 2)"

enable _password = “(rspamadm pw C&ER L 7=/XX 7T — K/Nwy > a)™;
bind socket = "*:11334":

¥passwordlSEEDAERTOO T 1 >~ H
¥enable_passwordld /L — L EDIRERIGERIER OO J A >~
XB&R, iptablesTT7 7 RHK B Ry b T -0 %RE
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« WebUNZ IS http://IP77 KL R:11334/ T7 7R L XS
INAT] =R ZEINDLEDT/NNAT—=F 2 AADLET,




A UBED by T =

N
RSP

At

All SERVERS E‘ Status Throughput Configuration Symbols Learning Scan History 3 Refresh ( Disconnect

(¥

15 ) 3 5 2 0 1.7.6 8d Ohr

Scanned Clean Greylist Probable Reject Learned Version Uptime
all | Statistics

Rspamd filter stats

Rejected \

- Clean

Greylisted

| Probable spam

Serwver name Host Status Configuration 10
®  usERVERS ®

QO local @ hue3bb3n
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e RspamdiZBEEY 12— LA B Y, ZNIT X > TEE DS

BNI I EE LG o, HELEEZ A
Do

e XFBET 21— LA —ERAEAI

XEEES 2 —IILDORFa Xk
https://rspamd.com/doc/modules/index.html

1952 &NTE
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CE 21—

e chartable

« DKIM

e fuzzy check
« SPF

e surbl

* regexp



chartable

e A— DAY=V ICARBRICELRDIEEDODNFEINEST > TL
B\ ETF v /T D

e FDOLHLWERDZXEFE (EB?) NEgiInctunassrxrhr v b

e T AN L-FHETIL,

"2 | [2RFRA > r3E] 7077 XSALERES | |

bz [ [EEBS0ZLRE!]l EB100AEHLAEICTLEY K]
DA—=ILHRZAAT YT (55HIT) SNTUL:




DKIM

¢ X —LODKIMB L H IR

D
D

D
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fuzzy_check

e fuzzy A b L —JITBIIENTWAEFED X /N L X — L (or /N
L) 77—y abXy—%EEL THEUEDD S D
xF Ty Y

I 7 T ANEBERIFBEZ7 7V —/N vy a L BEINBE LAY

blake2 XA R METE—HRTE2HLF v I T 5

e T 7 # )Lk Dfuzzy A b L —H —R(L, fuzzy.rspamd.com%
B L T

e O—AJ)L(lfuzzy R FL =B —R%EILTH T & H AR



regexp

c EREREFE->TA v =227 4R YT

c A=~y X — MIME~Y &Z—_ MIME/X—F_ RAWX vt —
URLEFRA R ER D2 7 4L T B ENTES

e regexpEES>TEETEDLIBW T 4R %E L TWB DI,
/usr/share/rspamd/rules/regexp AT &= =*
cHMBDOT7 4R ZELL T EHA]EE

« 74 ILEZDEZXHIZL,
https://rspamd.com/doc/modules/regexp.html

https://rspamd.com/doc/tutorials/writing rules.html

5 T2 E N



https://rspamd.com/doc/modules/regexp.html
https://rspamd.com/doc/tutorials/writing_rules.html
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« SPFL O — FICK U IXETTA — YT — =&



o« A=)LD Ay —VICEENDSURLDY URLIRRBLY —EX D7 7 v
JUXMIEFRINTWEDTHERT S
« T 7 4 N TSRIZIT> TWABURL RBL

v'multi.surbl.org

v multi.uribl.com

v'dbl.spamhaus.org

v sbl.spamhaus.org

v uribl.spameatingmonkey.net

v freshlb.spameatingmonkey.net

v public.sarbl.org

v uribl.rspamd.com

s BT RNAAVETTF VI THINAAV—BDERENTZES
7 7 A ILL /etc/rspamd/2tld.inc
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lua > 2 — /L

e A7 EF 2 —ILLINDODEY 72—, L WS T A LuaTE
Ta—ILTELND
e KERTEF WA EIS 2 —IILbHY £T
(antivirus, spamassassin )

e AERAVAMEEE KK Y, T 7 I N THRIZESMELINT
WHHEEEHH Y X

(mx_check,url_tag, url reputation, spamtrap)



lua®Y 2 —JL (T 74 FER)

e antivirus

e arc

e asn
 clickhouse

e bayes_expiry
e dcc

e dkim_signing
« dmarc
 elastic

e emails

e force actions
« forged recipients

« greylisting

history redis

hfilter

Ip_score

maillist
metadata_exporter
metric_exporter
mid

milter headers
mime_types
multimap

neural networks
once_received
phishing
ratelimit

replies

rbl
rspamd_update
spamassassin
trie

whitelist

url redirector



lua®>Y 12— (77 # )L hER)

e mx_check

e spamtrap

« url_reputation
e url_tags



antivirus

c A—IVZRELLETVYFIANLAY T FTCRF vy 95
« ClamAV. F-Prot. Sophos. Avira |25

« whitelist CHFEDIPH b D X — )L % BRHERTE Al 8E

e TAIIABEIL7T-X —IL%&rejectxH B TE D OB

c BIRUANDRHTEDA —ILDIAF = v 7 3 AJEE




ARC(Authenticated Received Chain)

e MK L 7o X — LY — /XA DT BReceived ™~y XX 5ARCE
2 —ILF v IT 5

« ARCEXZZT 5

« whitelistiZC &K 2BZF v VBN N XA VE&RTE




ASN

¢« KETA =LY —NDIPT FL AN B ASESCY T3y b,
HO— FERR, TNoDFERZMDT T 74 VIR T 5,
- R Stldans.rspamd.comT, RBLO#RICDNS TR %

« BIIEMRICcymruzfERA L TS LWLWAREEZERICHE
ICHRBRAY—"ZI T LWL

[Feature] Stop using cymru zone as it is unstable
https://github.com/vstakhov/rspamd/commit/c1c880f360600fc01b4c8ff449a3fdebafacel 9e#diff-

2119a68d4a5f04e85¢c8623 791171870



https://github.com/vstakhov/rspamd/commit/c1c880f360600fc01b4c8ff449a3f4e6afaee19e#diff-72f19a68d4a5f04e85c8623791f7f870

Bayes expiry

e RedisICHRIN I N TWLWABAYESD b — 72 > OBEHERRE % 3% F

« rspamadm configwizard CRedisx{EHT 5 L S ICKREXED S
& . TEEDEXTE Tlocal.d/classifier-bayes.confA LI LT 5

backend = "redis";

new_schema = true;
expire = 8640000;

e autolearn = true; #%E 3 5 EBAYESZBEEFE T A5LHI1CH S



clickhouse

e Clickhouse& WS FigmMIT — X X—X %= EHT 255 FEH
 FEBBROSHEMERDRA ENVEIFTE S
e |Pv4, IPv6, URL, From:~w X —, ASNZf
o T 7 AL b TIIHERE L TULVAR LY




DCC(Distributed Checksum Clearinghouses)

e DCCE WHONWIHRABIDIKERK A — LT — X RXR— R

c DCCHOBLREALA—ILDTF 2y YL (72 Fv) #EEL T,
F I LIZ—RLE=-PH T L T—TFHIZHE-T=5H RN
LEERTFET B

e T 7 )L N TIEEEEE L TULVE LY



DKIM signing

e XK EA—INZEZRXAFrY I H5HEELTEARTAEIC, XY H
A — JLIZDKIMEZBLZTTS

e DKIMEY 2 =L &L YL L YFEFEHICBLAZ TZTS LA 3




DMARC

s KEED N XAV TCREHINTUWBDMARCORY v —%
Frv 795

e DMARCO R Y > —I(ZHE> T, X—I)bZrejectd D77 3
BT AEMERA S AT & H AR



- lasticsearch

« BRATGE A v —IBFED X X7 — X %ElasticsearchlZ 7w & 2
EA

 Elasticsearch 6.x20
e ingest-geoip7 774

e kibana(# 7> 3 )

« T 7 AL b TIREEBEL TUL Ly




- mails

e X— L7 FLRXRA/Ny a2t L7Z1EHR = TTICRBLICE WS HH
Ao X-IEEBRY X MIEOWTFIvIT S

« T 7N M TERIETHRBLELT

v'email.rspamd.com
v'ebl.msbl.org

BT DHLHICm->TWD
- B2y X kTl
/Mr@]+@example.com$/l 4 E DIEREFIRE HHE— k




-orce Actions

fﬁﬁ@/lx—ﬂ/ (Symbol) (ZEZH F/-I3%E LaWiGE 26
773y (L LAV, Reject. Rewrite) %1_

1‘7/3/TT FTINT-SMTPX vt —I %IRRT ZEETES
e T 7 A M TIZHFICEKRTEIEH Y FHA




Forged recipients

e B IXETTOEE DR LD 7L WL H & HEER
e From:~v & & MAIL FROM:D X — L7 KL A R~N—E % FER
e B A RCPTTO O X —ILT KL X & R—KAFER

XEFaXy AW TEL CIX /usr/share/rspamd/lua/forged _recipients.luaz =g



-uzzy collect

e BB TFuzzyX b L — P AL T%Bﬂ AE:

» DB S 1L7-Spamtraph o 7 7

/T /3/7121 N O AfFE

X ALKEZIBEY,
« T 7 # )Lk TIXEW

=Ny Tazr&EL, LT

_LTIZI ANVDT7 72— bL—



Greylisting

cBMBEABZDZAATE2FOA—IILE—BZITRYIELST 5

- —FFIESKE (7 74/ F59)

e GreylistiCBEFR I N 215 T RedisICRTE

R T7A MY X AEETERBE
(local.d/greylist-whitelist-domains.inciZ K X 4 > —& % 32 7R)




History Redis

« WebUI TS TZE ShistoryT — X DREFICDOWVWTDERE

AT

s RNRFEREZ. (h2 DNy aiCL D774/ =3

# vi local.d/history_redis.conf

nrows = 2000; #/E K= 2000(Z 55K
subject_privacy = true; #8227 7 4 /N> =345 (/v ¥ a1b)



Nfilter

« BRI X — LY —RNDIP7 FL AR FEABBEL WA %
Frxvy (BB FXMELYPEFRIPICATLL LD HBFRXME)

e X—J)LOFROM7 FL XD KX A4 VHTFET BAHAL I— K ¥
MXL O—FAHEdHhzFTv Y

. 4

N a2 X A LWDTEEL < IE /usr/share/rspamd/lua/hfilter.lua = =8



local checks hellohost = [[
/10-9][.-]1?nat/i 5
/home_user[.—][0—9]/i 5

/
/
/
/

[0-9][.-]?unused-addr/i 3
[0-9][.-1?pppoe/i b
[0-9][.-]?dynamic/i 5
.-]catv[.-]1/i 5

/unused-addr[.-]1{0-9]/i 3
/comcast|.-]1[0-9]/i b
.-]broadband[.-]/i 5
0-9][.-17fbx/i 4
.-]peer|.-]/i 1
.-]lhomeuser[.-]/i b
(0-9][.-]1?catv/i 5
/customers?[.-][0-9]/i 1
/[.-]wifi[.-]1/i 5
/10-9][.-]?kabel/i 3

S~ T T T T




P Score

e |IP ScorelZASNEY 2 — /L TCOIERAZITTICA AT > 79 3

« BETEDIP/Subnet/ASE =/

EN

NOSELEAYvE—OE%B

LT, Bt Ra7E BT 5

e KA — AL LLEBLHELCIPTHNIERITHALENY . IEEK
X =LA LL|FELIPTHNIZRITHA TS




Mailing list

« R A—U YT UMDY 7 FT7 2T TAyE—UDE
SNTEEhEIDZET VY
¢« —HRDA =Y T UMYX —ILHRICE, THEIZIL—IL
[CEHRANL WL S IZ, WS DD DIL—ILEENIZT B LD ICEE
Y R— P EINTWBEX—Y VSR F—&
vEzmlIm
v'"Mailman
v'Google groups
v'"Majordomo

v Communigate PRO mailing lists
v'subscribe.ru mailing list




\Vletadata exporter

c AT —RHENEY —ERICT Yy a2aF 5T ENTES
« HTTP(POST), Redis Pub/Sub, SMTP#%
e GeneralX X 57— X IFLLTDOBY

action, from, header_date, header_from, header_subject, header_to, ip, mail_from
(email_template only), mail_to (email_template only), message_id, our_message_id
(email_template only), qid, rcpt, score, symbols, user

« T 7 A M TIHE I ~exportT BEREIZI N T LA L




\Vletric exporter

e Rspamdh BiEstEER 2 NE L T, AET 7 714y —IL D
GraphitelC T 7 X R—F9 5

e T XH— I BEHER (rspame stat TEML B &£ 5 B ZR)

"actions.add header"”, "actions.greylist", "actions.no action", "actions.reject”, "actions.rewrite
subject”, "actions.soft reject", "bytes_allocated", "chunks_allocated", "chunks_ freed",
"chunks_oversized", "connections", "control connections", "ham_count", "learned",
"pools_allocated", "pools_freed", "scanned", "shared chunks_allocated", "spam_count”

o T 7 AU FTIIHERE L T L




MID

HETFD R A AV TDKIMEBELZ A AN A vE—2T
INVALID MSGID (f~IEZHmXv+E—1D) MISSING MID
(X E—IDA W) A AytE—DR a7 EFAUNE]

e /etc/rspamd/mid.inc ICHED F X A =Lk N T3




alibaba.com /*[a-f0-9]{8}(?:-[a-f0-9]{4}){3}-[a-f0-9]{12}-0$/
aliexpress.com /~(?:(?:[0-9]{14,15}|[a-z]{4}UTT _[0-9]{5,6} (?:[0-9]{8} )?)[$])?[a-f0-9]{32}$/
beeline.ru /*<[A-z0-9+]{18}>$/

noreply.esphere.ru

noreply.etprf.ru

rkn.gov.ru

garant.ru

is-zakupki.com

mirtesen.ru

fcod.nalog.ru

otc.ru

qiwi.ru

client.rostelecom.ru

sberbank-ast.ru

crm.taxcom.ru

wildberries.ru /*[a-f0-9]{8}(?:-[a-f0-9]{4}){3}-[a-f0-9]{12}$/
promo.wildberries.ru /A[A-F0-91{8}(?:-[A-F0-9]{4}){3}-[A-F0-9]{12}$/
taxi.yandex.ru /"[a-f0-9]{32}$/

online.zcts.ru



Milter headers

s A=Ay X—|TEMT DIFHE 7 1E. BIFRT 515D ERTE
* SAD LD Ny X —IFmZ 2T 7Y



Vime types

s MIMEZ A4 7 D% F v 7
e zipVrarCEMAINT=RMT 7 74 I)LHF v 7 A8
AT T TANICEEDIRFEZRD2IF-oXaAT7 %2 LT3

+ F7 AN P TEDERFANEDL HVDRAT E DI B HE

/usr/share/rspamd/lua/mime_types.lua = =08



Multimap

e KXAV—FB IP7RFLRA—EBLRLFOEZBENY X ME2/ES Z
EHT=ESH

e R T7 7 A ILDOmtimezEEH L TWT, EFHIADH 767 71
IlxBO—kd 3%

e A—IILT FL A M AA VEZHEB L CGERGED 7 4L X
et R — b

e RTANIRN, 7TV URM, ZOMYRXNET7 7A4I)LT
FIEG B D ([{EF]




Multimap 7 7 # /L ka8 E TR

multimap {

# Freemail Addresses

freemail_envfrom {
type = "from";
filter = "email:domain’;
map = "https://maps.rspamd.com/freemail/free.txt.zst";
symbol = "FREEMAIL_ENVFROM";
description = "Envelope From is a Freemail address";
score = 0.0;



Neural network

*Lua Torche WS> 74 =75 —=>75477 ) 2EAL T,
REEA = JLETFRGEAXA =L ZFEIE, KEXX—ILH, OO %
HELROT7ZY Y ZICHNABT S

cBHODODERD a2 —TIxy N]—0%EB T ENTES

» Lua TorchBGZANS CEENAERZ STZITE - - -



rules { "SHORT" {

"LONG" { train {
train { max_trains = 100:;
max_trains = 5000; max_usages = 2;
max_usages = 200; max_iterations = 25;
max_iterations = 25; learning_rate = 0.01,
learning_rate = 0.01, spam_score = 8;
spam_score = 8; ham_score = -2;
ham score = -2; }
] symbol spam = "NEURAL_SPAM_SHORT";
symbol_spam = "NEURAL_SPAM_LONG"; symbol_ham = "NEURAL_HAM_SHORT";
symbol _ham = "NEURAL_HAM_LONG"; ann_expire = 1d;
ann_expire = 100d; ]



Once receijveog

e Received Ny X —ICEFNEFAMEHAERTE A =LY =D
RAFZICELEDONENNZ—VDEX M
(mail.example.com, mx1l.example.com)?. B UL\/XX — > DIk
A b4 (dynamic-xxx.xxx~. static-xxx.xxx~)Hm T, X337
A I

e )NZ —>|Z1% Lua patternb{Fx %

e hfilter CRN-BNIPAE X a7 Y 7T BEXIT{FES ?




Phishing

c 74y VI DABMEDH HURLA WA TF =y 7

e 74y AT URL

<a href="http://evil.co.uk">http://example.co.uk</a>

c T4y EHRT I UVURL

<a href="http://sub.example.com/path">http://example.com/other</a>

» Openphishi¥ £ Uphishtank® 7 4« — FZTTIC 7 4 v 2>
T3 A FA~DURLYD v I/ HhZ=HlE

openphish: https://openphish.com/
phishtank: https://www.phishtank.com/



https://openphish.com/
https://www.phishtank.com/

Ratelimit

METFDEEE. BIEDIPT7 RL A, BEDEEAZMEICZL —
NIy RAEMNTS (—HTLE’J?ET)
e T 7 HFILPFTIEL—FY Ty MEIREINTWEHTA



RBL

* Recived ™~y X —DH —/IP7 F L X SMTPEft L TE /oY — N
DIP7 ML X TKIERBLIZHK L TH I/:|\75:?T’)

e “ORBLIZX L T, EDIFEIHR (Recived~y X —_, FROM~vw & —._
FEIETTSMTPY — /X5 | &%) TERI HDEFRETE D
« T 74 FTHSERL TWLWARBL
v'zen.spamhaus.org
v'rep.mailspike.net
v'bl.score.senderscore.com
v'spam.abuse.ch
v'bl.spameatingmonkey.net
v'bl.ipvb.spameatingmonkey.net
v'list.dnswl.org

\\\}
O



Replies

e IFEEAX—ILADIRIEA —ILZ KX —JLIZERFIFE I NIZ K L
ERA

c it SN —Y =D BiEREI N/ X vt — Dmessage-id
~Ny B—HINELTHT 5/ y ¥ a%xRedisiCfREFE. S HIC.
FIELT=DXvt—D [In-Reply-To:| Ny X —%/Ny 2
é/_%?%,ﬁ%gﬁgﬁgbf:U\ REICE->TT 7 arvyzms L=V




Rspamd update

e RspamdBEEZEHFHETICH L WIL—ILE X T T DNy 7 R—
N & IRt

e SAICH TS, sa-update?



Spamassassin rules

« SAIL—ILty b & FHAATHHTE S

e SAZ—HY —DIL—ILDOBFBZE L1-WiGFEIZEFH

e 7272 LRspamD /X7 =<V XA Z{E T 9§ 5

« —ET T A4 v EYR=—FLTULHEL

¢ EXTEITBNICE > TWBED, [AIHERTEIEZINTULZN




trie matcher

» aho-corasic7 /LI U X LZER L TERICrawX v =207
FRAMN=YANDEBDXFINERRT D & SITEH

e HEBIER IXB LA LD T, testd WO MZBRSMHE T, test, tests,
123testing®b v F 95

+ T 7 HIETIIRHEDNFINEZRET 2RERIA>TWEEA

¥aho-corasic &%
http://d.hatena.ne.jp/naoya/20090405/aho corasick
http://tobya.hatenablog.com/entry/2017/12/20/223629



http://d.hatena.ne.jp/naoya/20090405/aho_corasick
http://tobya.hatenablog.com/entry/2017/12/20/223629

URL redirector

e URLY 27 A2SURBLEY 2 —IIAF v I L LOETAHREZXIC
FAURLAMEDO N TWABEFIZ, TDHEDODEDURLZF v 7 &
A5 ENTES

e JEZAL U MEARITITAWMEDODH A XA iE, 7 74I)IC
I XURLY —EXD K XA Vv—E%ET 5

e 7~ 7 # )L ;M TlZ redirectors.inc& WD 7 7 A4 IILIZH1000141F &
X URLD R X A4 U AAEFINT WD




Whitelist

cFBESNLT77ANRD XA —=F2HRTA )R FELT
Zia L T, SPF, DKIM, SPF & DKIM™E 7, DMARCUWLT MuHNC &
DIBELICEB ST A —ILIZH LT, YA FRRATEDIT S

c 77y URMEEDZ EHAJEE
e T 7 #JL kT/etc/rspamd/LLUTF (IZdmarc_whitelist.inc &

spf_dkim_whitelist.inc ABEESNTWT, W DHD K X A~
MEFRI N T WD




=S

« ZfESHB L TWARspamdEAD Y X MZEABICEMD Y X b
Z2E>71F 2D L Z 9

config 7 7 A ILDEBEEIZIZILDIZFFE YD, FFaLr Db
). EEEREIEEL < WD TS

Fuzzy R b L — % BRI TEBE L THATRspamdig2tdFuzzy X k
L =2 EDIERDENE B THIZW




Z Ditbz=

« Rspamd Documentation
https://rspamd.com/doc/

« Rspamd google groups
https://sroups.google.com/forum/#!forum/rspamd

e github
https://github.com/vstakhov/rspamd



https://rspamd.com/doc/
https://groups.google.com/forum/#!forum/rspamd
https://github.com/vstakhov/rspamd

