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21 KrebsOnSecurity Hit With Record DDoS

On Tuesday evening, KrebsOnSecurity.com was the target of an extremely large and unusual
distributed denial-of-service (DDoS) attack designed to knock the site offline. The attack did
not succeed thanks to the hard work of the at Akamai, the 3 that protects
my site from such digital sieges. But according to Akamai, it was nearly double the size of the
largest attack they’d seen previously, and was among the biggest assaults the Internet has
ever witnessed.

The attack began around 8 p.m. ET on Sept. 20, and initial reports put it at approximately
665 Gigabits of traffic per second. Additional analysis on the attack traffic suggests the
assault was closer to 620 Gbps in size, but in any case this is many orders of magnitude more
traffic than is typically needed to knock most sites offline.

Martin McKeay, Akamai’s senior security advocate, said the largest attack the company
had seen previously clocked in earlier this year at 363 Gbps. But he said there was a major
difference between last night's DDoS and the previous record holder: The 363 Gpbs attack is
thought to have been generated by a botnet of compromised systems using well-known
techniques allowing them to “amplify” a relatively small attack into a much larger one.

Kevin Mitnick
Security Awareness
Training 2016

Because old school Security Awareness

t hack it anymore.
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My New Bookl
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THE INSIDE STORY OF
ORGANIZED CYBERCRIME—FROM GLOBAL
EPIDEMIC TO YOUR FRONT DOOR

RRIAN KRDERC
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