MTADNAY S5 —H 1 X(C
KBDHIREICDNT

ENOG46 Meeting

BIE=> XA Fhl SR
toyama@sofu.co.jp



SEDIHE

- Office365h 5DA—)LD—EH, A—IbAY H—B A1 XDkl
JRCLS—A—=)LICIRD5 LW

- ZEAEUTRESDRMZREET S CLUTE. EELMTAD
YA —HAL X(CBETHDHRO>TESKRDOD>TWNDRD?



Exchange OnlinelCBd9 3BLOG

[Exchange OnlinelCE9 3 H515E]

Y 5 —H A1 ZDEBIBIC kDT Exchange Online &M X —
IEEICKMTIIEEHNHS

https://blogs.technet.microsoft.com/microsoft_office_/2017/07/03/exchange-online-
announce-header-size-exceeded/
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552 5.6.0 Headers too large (32768 max)|
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Symantec Email Securtity.cloud(d

2017/7/14:
[RAl:
A, 0365MDNAY A —(CI&ETNB3BIRICEENITHOHNIZOHRE

BRIRTR:
Exchangefil:FET [X-Microsoft-Exchange-Diagnostics-
untrusted] DAY A ZHIIRT DHEZT D

« https://support.symantec.com/en_US/article. TECH246940.html



sendmail Tl

- [Headers too large] I 5—(d. MaxHeadersLength
CTEZRNTWDI/I\A M XZBAEIEZSICESS

- cflc TMaximum length of the sum of all headersl
EHD, ANYAH—BDSFHED R

- MaxHeadersLength®> J A )L MME32k/NA b~



MaxHeadersLength(IULW\DEENIEH

- 8.10.0/8.10.0 2000/03/01DUU—XTIENMENS

[New option MaxHeadersLength allows to specify a
maximum length of the sum of all headers. This can
be used to prevent a denial-of-service attack.]

 IRFThRE T3 2k(I¥IHAME
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sendmail.mcTHIPRIEDZE T B (C(I

define(" confMAX_HEADERS_LENGTH’, = [Nbytes] ")dnl

32kICERET DimEa

define(  confMAX_HEADERS_LENGTH’, " 32768")dnl
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sendmail CEREZZEXATHD
MaxMessageSize=10 <« XAvEZ—>H414X10)\1 b
MaxHeadersLength=100 < Av 45 —H5- X100/)\1 k
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[root@localhost ~]# telnet localhost 25
Trying 127.0.0.1...

Connected to localhost.

Escape character is ']

220 localhost.localdomain ESMTP Sendmail
8.14.7/8.14.7; Fri, 18 Aug 2017 16:28:01 +0900
HELO localhost

250 localhost.localdomain Hello localhost
[127.0.0.1], pleased to meet you

MAIL FROM: toyama@sofu.co.jp

250 2.1.0 toyama@sofu.co.jp... Sender ok
RCPT TO: root@localhost

250 2.1.5 root@localhost... Recipient ok
DATA

354 Enter mail, end with "." on a line by itself
0123456: 9 <« AVASH—EI(10XF)

test < KX (4XF)

552 5.2.3 Message exceeds maximum fixed size (10)
QUIT
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— Postfix
- gqmail
— exim



Postfix

e NV 5 —Ei* 2 DY XHIPRERTE (F73 L

- message_size_|IimitTAvE——8& LU TAY 5 —EB
SHIROHNRICEFEND

- header_size limit > 2J:#4JL 100k



header size limit(E?

 The maximal amount of memory In bytes for storing a
message header. If a header is larger, the excess is
discarded. The limit is enforced by the cleanup(8) server.

BRI TE LS D O Sl T

cleanup(8

« header_size_limit (default: 102400)

http://www.postfix.org/postconf.5.html
http://www.postfix-jp.info/trans-2.1/jhtml/postconf.5.html
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s RO SAY S-S IDBBLTWEZET S L

Return-Path: <aaa@example.com>
Received: from localhost (localhost [127.0.0.1])
by xxx.example.com (Postfix) with ESMTP id
XXXXXXXXXXXX XXX
for <toyama@sofu.co.jp>; Thu, 17 Aug 2017 13:53:46
+0900 (JST)
Message-Id: <201708170453.v7H4riBt027329 @example.com>
From: <aaa@example.com>
To: <toyama@sofu.co.jp>
Date: Thu, 17 Aug 2017 13:53:44 +0900
Subject: =?UTF-
) 9,.9.9.9.9.0,.9.9.9.9.9.9.9.0.9.9.9.9.9.9.9.9.9.999.9.99.9909909009009000000CLr

MIME-Version: 1.0
Content-Type: text/plain; charset="UTF-8"
Content-Transfer-Encoding: 8bit

R e o base64 to 8bit by smtp.sofu.co.jp id




OS2 E?

— == N
c ZDIRDD?
Return-Path: <aaa@example.com>
Received: from localhost (localhost [127.0.0.1])
by xxx.example.com (Postfix) with ESMTP id
XXXXXXXXXXXX XXX
for <toyama@sofu.co.jp>; Thu, 17 Aug 2017 13:53:46
+0900 (JST)
Message-Id: <201708170453.v7H4riBt027329 @example.com>
From: <aaa@example.com>
To: <toyama@sofu.co.jp>
Date: Thu, 17 Aug 2017 13:53:44 +0900
Subject: =?UTF-
) 9,.9.9.9.9.0,.9.9.9.9.9.9.9.0.9.9.9.9.9.9.9.9.9.999.9.99.9909909009009000000CLr

MIME-Version: 1.0 >
Content-Type: text/plain; charset="UTF-8"

Content-Transfer-Encoding: 8bit L
X-MIME-Autoconverted: from ba < HIBRENS ?
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PostfixiCheader_size limit=10&5EEUT.
10)\1 hEBXB3NYVA—[gEHhESNnBTNDIHHER




[root@localhost postfix]# telnet localhost 25
Trying ::1...
Connected to localhost.
Escape characteris ']'.
220 localhost.localdomain ESMTP Postfix
HELO localhost
250 localhost.localdomain
MAIL FROM: toyama@sofu.co.jp
250 2.1.00k
RCPT TO: root@localhost
250 2.1.50k
DATA
354 End data with <CR><LF>.<CR><LF>
0123456:9
0123456:9A
0123456: 9AB
0123456: 9ABC
0123456: 9ABCD
0123456: 9ABCDE
0123456: 9ABCDEF
0123456: 9ABC
DE
F

test

250 2.0.0 Ok: queued as C1BC5107D70E
QUIT

221 2.0.0 Bye

Connection closed by foreign host.
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- {HU. databytesDsEENGBNIEAYE—SD—EIEULT
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exim

- header_maxsize 527 A4)JL Milld 1M

HIBE&B X D & [ridiculously long message header received from ~] T
552T5—(Cik3

- message_size_limitDsEENBNIEAYE—SD—FBEL
TNAY A —EEHIFRDOBMRICEETND

- header_line_maxsize 7 7+ JL ME(ZO(EHIFR)

AY 5 —1TERIC K SHIR
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mailopd®ML&LD

P

[ Checking one set of servers here, out of ~100,000
inbound messages, we saw 14
rejected as "headers too large”, the sources were:
1 from Yahoo!
2 from Google
5 from Outlook.com
6 from an Azure host

(didn't look like any email we wanted) |

« https://www.mail-archive.com/mailop@mailop.org/msg02856.htmi
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Pai%:
[Sendmail: 32KB
Postfix: 100KB
Cisco ASA/ESA: 1000 lines
Exchange 2016: 256KB
Exim: 1MB
Google: 1MB
gmail: memoryl

« https://www.mail-archive.com/mailop@mailop.org/msg02856.htmi
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