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[mysqld]

datadir=/var/lib/mysql
socket=/var/lib/mysql/mysql.sock
symbolic-links=0

default-time-zone = 'Asia/Tokyo'
character-set-server=utf8mb4
collation-server = utf8mb4_unicode_ci
max_heap_table_size = 256M
max_allowed_packet = 16777216
tmp_table_size = 64M
join_buffer_size = 64M
innodb_file_per_table = ON
innodb_buffer_pool_size = 1024M
innodb_doublewrite = OFF
innodb_additional_mem_pool_size = 80M
innodb_flush_log_at_timeout = 3

%1.1.16KFm

innodb_read_io_threads = 32
innodb_write_io_threads = 16
innodb_large_prefix=0N
innodb_file_format=Barracuda
innodb_file format _max=Barracuda

[mysqld_safe]
log-error=/var/log/mariadb/mariadb.log
pid-file=/var/run/mariadb/mariadb.pid

[client]
default-character-set=utf8mb4
lincludedir /etc/my.cnf.d



MySQL®Dtime zone %7E
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Jusr/bin/mysql_tzinfo_to_sql /usr/share/zoneinfo > ./timezone
mysql -u root -p -Dmysql < ./timezone

cactifidDatabase1—H(CH 1 LAY —>2F7—HFESRTEDILSICT S,

mysql -uroot -p

mysql> use mysql,

mysql> GRANT SELECT ON mysql.time_zone_name TO cactiuser@localhost;
mysql> flush privileges;
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Cacti Installation Wizard

License Agreement

Thanks for taking the time to download and install Cacti, the complete graphing solution for your network. Before you can start making cool graphs, there are a few
pieces of data that Cacti needs to know.

Make sure vou have read and followed the required steps needed to install Cacti before continuing. Install information can be found for Unix and Win22-based
operating systems.

Also, if this is an upgrade, be sure to reading the Upgrade information file.
Cacti is licensed under the GNU General Public License, you must agree to its provisions before continuing:

This program is free software; you can redistribute it and/or modify it under the terms of the GNU General Public License as published by the Free Software
Foundation; either version 2 of the License, or (at your option) any later version.

This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY: without even the implied warranty of MERCHANTABILITY or FITMESS FOR
A PARTICULAR PURPOSE. See the GNU General Public License for more details.

Dﬂccept GPL License Agreement

%1.1. 160 RDEE TY
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Cacti Installation Wizard

Pre-installation Checks

MySQL TimeZone Support

Your Cacti database account has access to the MySQL TimeZone database and that database is populated with global TimeZone information.

Required PHP Module Support

Cacti requires several PHP Modules to be installed to work properly. If any of these are not installed, you will be unable to continue the installation until corrected.
In addition, for optimal system performance Cacti should be run with certain MySQL system variables set. Please follow the MySQL recommendations at your

discretion. Always seek the MySQL documentation if vou have any guestions.

The following PHP extensions are mandatory, and MUST be installed before continuing your Cacti install.

Required PHP Modules

& Hi Required Installed
PHP Version 5.2.0+ 5.4.16
posix I3 [
session [ [3L
sockets I3 I3
PDO [ [
pdo_mysgl [ [
xml = (] [y
Idap = (9 [y
mbstring [ [
pcre [ [
json [ [
openssl [ [
ad [ [
zlib [ I3

%1.1. 16K DEME CJ
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Optional PHP Module Support

The following PHP extensions are recommended, and should be installed before continuing your Cacti install.

Optional Modules

el n) Installed
snmp [ |3
gmp [ [0

These MySQL performance tuning settings will help your Cacti system perform better without issues for a longer time.

Recommended MySQL System Variable Settings

MariaDB Tuning (/etc/my.cnf) - [ Documentation ] Note: Many changes below require a database restart

Variable Current Value Recommended Value | Comments

MySQL 5.6+ and MarniaDB 10.0+ are great releases, and are very good versions to
choose. Make sure you run the very latest release though which fixes a long

version 10.1.24-ManabB >=3.6 standing low level networking issue that was casuing spine many issues with
reliability.
) ) ) . . When using Cacti with languages other than English, it is important to use the
collation_server LR T et B TR o TTRETEE S utf@mb4_unicode_ci collation type as some characters take more than a single byte.
T e e Tt utfembd utfamba When using Cacti with languages other than English, it is important ot use the

utf@mb4 character set as some characters take more than a single byte.

Depending on the number of logins and use of spine data collector, MariaDB will
need many connections. The calculation for spine is: total_connections =

max_connections 151 == 100 total_processes = (total_threads + script_servers + 1), then you must leave
headroom for user connections, which will change depending on the number of
concurrent login accounts.

%1.1. 16 DEME CJ
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max_heap_table_size

max_allowed_packet
tmp_table_size

join_buffer_size

innodb_file_per_table

—J)LEID

256M

16777216

54M

54M

ON

%1.1.16KDEE T

>=181M

== 16777216

»= G4M

»= G4M

ON

FITVY

If using the Cacti Performance Booster and choosing a memory storage engine, you
have to be careful to flush your Performance Booster buffer before the system runs
out of memory table space. This is done two ways, first reducing the size of your
output column to just the right size. This column is in the tables poller_output, and
poller_output_boost. The second thing you can do is allocate more memory to
memory tables. We have arbitrarily chosen a recommended value of 10% of system
memaory, but if vou are using SSD disk drives, or have a smaller system, you may
ignore this recommendation or choose a different storage engine. You may see the
expected consumption of the Performance Booster tables under Console -= System
Utilities -= View Boost Status.

With Remote polling capabilities, large amounts of data will be synced from the main
server to the remote pollers. Therefore, keep this value at or above 16M.

When executing subgueries, having a larger temporary table size, keep those
temporary tables in memory.

When performing joins, if they are below this size, they will be kept in memory and
never written to a temporary file.

When using InnoDB storage it is important to keep your table spaces separate. This
makes managing the tables simpler for long time users of MariaDB. If you are
running with this currently off, you can migrate to the per file storage by enabling
the feature, and then running an alter statement on all InnoDB tables.
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innodb_buffer_pool_size 1024M

innodb_doublewrite OFF

innodb_additional_mem_pool_size 80M

innodb_lock_wait_timeout 50
innodb_flush_log_at_timeout 3

innodb_read_io_threads 32
innodb_write_io_threads 16

%1.1. 16 2DEFE C9

>=907M
OFF

== 80M
»= 50
>=3
»= 32
>= 16

InnoDB will hold as much tables and indexes in system memory as is possible.
Therefore, you should make the innodb_buffer_poaol large enough to hold as much of
the tables and index in memory. Checking the size of the fvar/lib/mysgl/cacti
directory will help in determining this value. We are recommending 25% of your
systems total memory, but yvour requirements will vary depending on yvour systems
size.

With modern SSD type storage, this operation actually degrades the disk more
rapidly and adds a 50% overhead on all write operations.

This is where metadata is stored. If yvou had a lot of tables, it would be useful to
increase this.

Rogue gueries should not for the database to go offline to others. Kill these gueries
before they kill yvour system.

As of ManaDB 10.1.24, the you can control how often MarniaDEB flushes transactions
to disk. The default is 1 second, but in high I/O systems setting to a value greater
than 1 can allow disk I/O to be more sequential

With modern SSD type storage, having multiple read io threads is advantageous for
applications with high io characteristics.

With modern S50 type storage, having multiple write io threads is advantageous for
applications with high io characteristics.
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Cacti Installation Wizard
Installation Type
Please select the type of installation

Installation options:

s New Primary Server - Choose this for the Primary site.
* New Remote Poller - Remote Pollers are used to access networks that are not readily accessible to the Primary site.

Mew Primary Server

The following information has been determined from Cacti's configuration file. If it is not correct, please edit "include/config.php” before continuing.
Local Cacti database connection information

Database: %s

Database User: cactiuser
Database Hostname: localhost
Port: 3306

Server Operating System Type: unix

Previous ol

%1.1. 16 MDEMEm T
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Cacti Installation Wizard

Critical Binary Locations and Versions
Make sure all of these values are correct before continuing.

RRDtool Binary Path: rrdtool ) i</ )~ i 2 TF,
‘ /bin/rrdtool | ]

PHP )i/ 33122 The path to your PHP binary file (may require a php recompile to get this file).
| fbinfphp @

snmpwalle 237 HTA: snmpwalk )i F~T 2T,
‘ Jbin/snmpwalk | V]

snmpget )37 HIIZ snmpget 4 F) T ST,
| /bin/snmpget | V]

snmpbulkwalk Binary Path: The path to your snmpbulkwalk binary.
‘ Jbin/snmpbulkwalk V]

snmpgetnext Binary Path: The path to your snmpgetnext binary.
‘ /bin/snmpgetnext ]

snmptrap Binary Path: The path to your snmptrap binary.
‘ /bin/snmptrap V]

Spine Binary File Location: The path to Spine binary.

‘ Jusr/local/spine/bin/spine | (x|

Cacti Log Path: The path to your Cacti log file.
| Jhome/ cactiuser/ cacti/log/ cacti.log | o

Theme: Please select one of the available Themes to skin your Cacti with.

RRDtool Version: The version of RRDtool that you have installed.
RRDTool 1.4.x

Previous MNext

%1.1. 166 2DEE C9
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Cacti Installation Wizard

Directory Permission Checks

Please ensure the directory permissions below are correct before proceeding. During the install, these directories need to be owned by the Web Server user These
permission changes are reguired to allow the Installer to install Device Template packages which include XML and script files that will be placed in these directones.
If vou choose not to install the packages, there is an 'install_package.php’ cli script that can be used from the command line after the install is complete.

After the install is complete, you can make some of these directories read only to increase security.
Required Writable at Install Time Only
Shome/fcactiuser/cacti-1.1.16/resource/snmp_gueries is Writable
Jhomefcactiuser/cacti-1.1.16/resource/script_server 1s Writable
Jhome/cactiuser/cacti-1.1.16/resource/script_gueries is Writable
Jhome/cactiuser/cacti-1.1.16/scripts is Writable

Required Writable after Install Complete
Jhome/cactiuser/cacti-1.1.16/log is Writable
Shome/cactiuser/cacti-1.1.16/cache/boost is Writable
Jhomefcactiuser/cacti-1.1.16/cache/mibcache 15 Writable
Jhome/cactiuser/cacti-1.1.16/cache/realtime is Writable
Jhome/cactiuser/cacti-1.1.16/cache/spikekill is Writable

All folders are writable

NOTE: If you are installing packages, once the packages are installed, yvou should change the scripts directory back to read only as this presents some exposure to
the web site.

Previous Mext

%1.1.160F = DEFE C9




ERAY 37T >T L — bDiER

Cacti Installation Wizard

Template Setup

Please select the Device Templates that vou wish to use after the Install. If you Operating System is Windows, you need to ensure that you select the "Windows
Device' Template. If your Operating System is Linux/UNIX, make sure you select the 'Local Linux Machine' Device Template.

Device Templates allow you to monitor and graph a vast assortment of data within Cacti. After you select the desired Device Templates, press 'Finish' and the
installation will complete. Please be patient on this step, as the importation of the Device Templates can take a few minutes.

Templates

£ 7 Zi Al Homepage | ]
Cisco Router The Cisco Router Device Template The Cacti Group http: //fwww.cacti.net ]
Generic SNMP Device The Generic SNMP Device Template The Cacti Group http:/fwww.cacti.net L]
Local Linux Machine The Local Linux Device Template The Cacti Group http: /fwww.cacti.net L]
MNet-SNMP Device The Net-SNMP Device Template The Cacti Group http: /fwww.cacti.net L]
Windows Device The Windows Device Template The Cacti Group http: /fwww.cacti.net L]

MOTE: Press 'Finish' to complete the installation process after selecting your Device Templates.

Previous Finish

%1.1. 166 RDEE CY
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Logged in as admin =

You are now logged into Cacti. You can follow these basic steps to get started. Version 1.1.16

* Create devices for network
* Create graphs for your new devices
* View your new graphs

User Groups

User Domains
Plugin Management
=TT
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Cacti Installation Wizard

Installation Type

Upgrade from 0.8.8h to 1.1.16

WARNING - If vou are upgrading from a previous version please close all Cacti browser sessions and clear cache before continuing

Previous Upgrade
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Disabling thold version 0.4.3 as it is not compatible with Cacti 1.1.16

Cacti Installation Wizard

Upgrade Results
Database upgrade completed!
Version: 1.0.0

[Success]

CREATE TABLE IF NOT EXISTS "“user_auth_group™ (

“id” int(10) unsigned NOT NULL auto_increment,

“name’ varchar(20) NOT NULL,

“description” varchar{255) NOT NULL default ",
“graph_settings™ varchar(2) DEFAULT NULL,

“login_opts” tinyint(1) NOT NULL DEFAULT '1',
“show_tree” varchar(2) DEFAULT 'on’,

“show_list™ varchar(2) DEFAULT 'on’,

“show_preview ™ varchar(2) NOT NULL DEFAULT 'on’,
“policy_agraphs™ tinyint(1) unsigned NOT NULL DEFAULT "1,
“policy_trees” tinyint(1) unsigned NOT NULL DEFAULT '1',
“policy_hosts™ tinyint{1) unsigned NOT NULL DEFAULT '1',
“policy_graph_templates™ tinyint(1) unsigned NOT NULL DEFAULT '1°,
“enabled” char(2) NOT NULL DEFAULT 'on’,

PRIMARY KEY ("id™))

ENGINE=InnoDB

COMMENT='"Table that Contains User Groups';

[Success]

CREATE TABLE IF NOT EXISTS “user_auth_group_perms™ (
“group_id” mediumint{8) unsigned NOT NULL DEFAULT '0',
“item_id" mediumint(8) unsigned NOT NULL DEFAULT '0°,
“type” tinyint(2) unsigned NOT NULL DEFAULT 'D',
PRIMARY KEY (" group_id™, item_id", type’),

KEY " agroup_id™ (" group_id™, type’]))

ENGINE=InncoDB

COMMENT="Table that Contains User Group Permissions';
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Networks
Discovered Devices
Device Rules

Graph Rules

.nectar clog l

You are now logged into Cacti. You can follow these basic steps to get started.

* Create devices for network
* Create graphs for your new devices
* View your new graphs

] riiMinme

Logged in as admin =

Version 1.1.16



MySQL Table Information - Sizes in KBytes

Y1)
aggregate_graph_templates

aggregate_graph_templates_graph

aggregate_graph_templates_item

aggregate_graphs

aggregate_graphs_graph_item

aggregate_graphs_items

automation_devices

automation_graph_rule_items

automation_graph_rules

automation_ips

automation_match_rule_items

automation_networks
automation_processes
automation_snmp
sutomation_snmp_items
automation_templates
automation_tree_rule_items
automation_tree_rules
cdef

cdef_itemis
color_template_iterms
color_templates

colors

data_input
data_input_data
data_input_fields
data_local
data_source_profiles
data_source_profiles_cf
data_source_profiles_rra
data_source_purge_action
data_source_purge_temp

data_source_stats_daily

# Engine

InnoDB
InnoDB
InnoDB
InnaDB
InnaDB
InnaDB
InnzDB
InnoDB
InnoDB
MEMORY

[y

[

P % R S % T % B e N (R R - T = T S I = T S I =

InncDB
InncDB
MEMORY
InncDB
InnoDB
InnoDB
InnoDB
InnoDB
InnoDB
InnoDB
InnaDB
InnaDB
InnzDB 265
InnaDB 14
InnoDB 591
InnoDB 32

]
-h-hm'-‘

InnoDB 37
InncDB 2
InncDB
InncDB
InncDB
InnoDB
InnoDB i

= O O W o

1e,384
ie,284
1,638
8,192
815
1,365

2,730
4,096
500
2,340
16,284
268
16,284
8,192
8,192
4,096
8,192
1,485
&35
372
4,096
133
1,170
a3
315
442
8,192
2,048
2,048

230

16,384
16,384
16,384
16,384
16,384
16,284
16,384
16,284
16,384

o
16,384
16,384

o
16,284
16,384
16,384
16,384
16,384
16,384
16,384
16,384
16,384
49,152
16,284
49,152
16,284
16,284
16,384
16,384
16,284
16,384
16,384
16,384

FIRA > A —ILDDBDA

Technical Support [Database]

32,768 utfemb4_unicode_ci
0 utfémb4_unicode_ci
0 utfémb4_unicode_ci
65,536 utfBmb<4_unicode_ci
0 utf8mb4_unicode_ci
0 utf8mb4_unicode_ci
32,768 utfémb4_unicode_ci
0 utf8mb4_unicode_ci
16,284 utf8mb4_unicode_ci
0 utfemb4_unicode_ci
0 utfemb4_unicode_ci
16,284 utfsmb4_unicode_ci
0 utfémb4_unicode_ci
0 utfemb4_unicode_ci
0 utfeémb4_unicode_ci
0 utfeémb4_unicode_ci
0 utfeémb4_unicode_ci
16,284 utfemb4_unicode_ci
32,768 utfémb4_unicode_ci
16,384 utfBmb4_unicode_ci
0 utf8mb4_unicode_ci
0 utf8mb4_unicode_ci
16,284 utfemb4_unicode_ci
16,284 utfBmb4_unicode_ci
16,284 utf8mb4_unicode_ci
32,768 utf8mb4_unicode_ci
65,526 utfemb4_unicode_ci
16,284 utfsmb4_unicode_ci
16,284 utfsmb4_unicode_ci
16,284 utfsmb4_unicode_ci
16,284 utfemb4_unicode_ci
65,526 utfemb4_unicode_ci
0 utfeémb4_unicode_ci
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Template Definitions for Aggregate Graphs

Aggregate Template Graph Data

Aggregate Template Graph Items

Aggregate Graph Definitions

Aggregate Graph Graph Items

Aggregate Graph Items

Table of Discoverad Devices

Automation Graph Rule Items

Automation Graph Rules

List of discoverable ip addresses used for scanning
Automation Match Rule Items

Stores scanning subnet definitions

Table tracking active poller processes

Group of SNMP Option Sets

Set of SNMP Options

Templates of SHMP Sys variables used for automation
Automation Tree Rule Items

Automation Tree Rules

Color Items for Color Templates

Color Templates

Stores Data Source Profiles

Maps the Data Source Profile Consolidation Functions
Stores RRA Definitions for Data Source Profiles

RRD Cleaner File Actions

RRD Cleansr File Repository
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MySQL Table Information - Sizes in KBytes

E< ) % Engine % Rows % =

=ggregate_graph_templates InnaDB a a 16,384 32,768 utfémb4_unicode_ci Template Definitions for Aggregate Graphs
aggregate_graph_templates_graph InnoDB o o 16,384 0 utf8mb4_unicode_ci Aggregate Template Graph Data
aggregate_graph_templates_item InnoDB o o 16,384 0 utf@mb4_unicode_ci Aggregate Template Graph Items
aggregate_graphs InncDB u] o] 16,384 65,526 utf@mb4_unicode_ci Aggregate Graph Definitions
aggregate_graphs_graph_item InncDB o] o] 16,384 0 utf@mb4_unicode_ci Aggregate Graph Graph Items
aggregate_graphs_itams InncDB u] o 16,384 0 utf@mb<4_unicode_ci Aggregate Graph Items

sutomation_devices InncDB o] o] 16,284 32,768 utfemb4_unicode_ci Table of Discovered Devices
sutomation_graph_rule_items InnaDB 3 2,730 16,384 0 utf@mb4_unicode_ci Automation Graph Rule Items
automation_graph_rules InnoDB 3 5,461 16,3584 16,384 utf8mb4_unicode_ci Automation Graph Rules

automation_ips MEMORY o 1,100 o 0 utf8mb4_unicode_ci List of discoverable ip addresses used for scanning
automation_match_rule_items InncDB 7 2,340 16,384 0 utf@mb4_unicode_ci Automation Match Rule Items
automation_networks InncDB 1] o] 16,384 16,384 utfemb4_unicode_ci Stores scanning subnet definitions
sutomation_processes MEMORY o] 268 o 0 utf@mb4_unicode_ci Table tracking active poller processes
sutomation_snmp InncDB u] o] 16,284 0 utfemb4_unicode_ci Group of SNMP Option Sets
sutomation_snmp_items InnaDB a a 16,384 0 utf@mb4_unicode_ci Set of SNMP Options

automation_templates InnoDB o o 16,384 0 utfémb4_unicode_ci Templates of SNMP Sys variables used for automation
automation_tree_rule_items InnoDB 4 4,096 16,384 0 utf@mb4_unicode_ci Automation Tree Rule Items
autemation_tree_rules InncDB 2 8,192 16,384 16,284 utfBmb4_unicode_ci Automation Tree Rules

cdef MyISAM 7 63 456 g, 28 utf2_general_ci

cdef_items MyISAM 21 57 1,212 2,072 utf2_general_ci

color_template_items InncDB 44 272 16,284 utf@mb4_unicode_ci fColor Items for Color Templates
color_templates InnaDB 4 4,096 16,384 utf@mb4_unicode_ci [Color Templates

colors MyISAM 104 20 2,080 Ghal utf8_general_ci

data_input MyISAM 21 120 2,732 11,284 utf8_general_ci

data_input_data MyISAM 28,487 22 629,828 723,948 utf2_general_ci

data_input_fields MyISAM 129 26 12,044 10,2490 utf8_general_ci

data_local \MzISﬂ\M y 1,409 21 30,764 76,80

data_scurce_profiles InncDB i 16,284 16,284 16,284 utfemb4_unicode_ci Stores Data Source Profiles
data_source_profiles_cf InnaDB 2 8,192 16,384 16,3284 utfémb4_unicode_ci Maps the Data Source Profile Consolidation Functions
data_source_profiles_rra InnoDB 4 4,096 16,384 16,384 utf8mb4_unicode_ci Stores RRA Definitions for Data Source Profiles
data_source_purge_action InnoDB o o 16,384 16,384 utf8mb4_unicode_ci RRD Cleaner File Actions
data_source_purge_temp InncDB u] o] 16,384 65,526 utf@mb<4_unicode_ci RRD Cleaner File Repository
data_scource_stats_daily InncDB o] o] 16,384 0 utfemb4_unicode_ci
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- mysql 5.7 compatibility

6 HEEE cacti.sqgl

t_name char(2) default NULL,

name varchar({25@) NOT NULL default '',
name_cache varchar(255) NOT NULL default "',
data_source_path varchar(255) default MULL,
t_active char(2) default NULL,
data_source_path varchar(255) default "',
t_active char(2) default "',

active char(2) default NULL,

t_rrd_step char(2) default NULL,

t_rrd_step char(2) default '',

rrd_step mediumint(8) unsigned NOT NULL default '@",
t_data_source_profile_id char(2) default "',

data_source_profile_id mediumint(8) unsigned NOT NULL default '1',

m i i/commi 11548efc?7 771

122

497

View


https://github.com/Cacti/cacti/commit/b9811548efc75dc903c7710a0de76a1229c88497

1 d

« Change default of data_source_profile_idto 1

[All templates being imported throws error message:
03/23/2016 11:19:21 AM - CMDPHP ERROR: There are no RRA's assigned to local_data_id: x.
You have to resave them to make them work. ]

2 Em cacti.sgl View
53 =@ -1e8l1,7 +1681,7 @2 CREATE TABLE data_template_data

t_rrd_step char(2) default NULL,

rrd_step mediumint({d) unsigned MNOT NULL default 'e@',

t_data_source_profile_id char({2) default '',

data_source_profile_id mediumint(3) unsigned NOT NULL default '@",
+ data_source_profile_id mediumint{&) unsigned NOT WULL default '1",

PRIMARY KEY (id),

KEY local_data_id {(local_data_id),

KEY data_template_id (data_template_id),

i

h ://github.com i i/commi 11548efc7 771 /6a122 497


https://github.com/Cacti/cacti/commit/b9811548efc75dc903c7710a0de76a1229c88497
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