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ANSIBLE
TOWER

by Red Hat’

TOWER EXPANDS AUTOMATION TO YOUR ENTERPRISE.

CONTROL KNOWLEDGE DELEGATION

SIMPLE POWERFUL AGENTLESS

Everyone speaks the Designed for Predictable, reliable,
same language multi-tier deployments § and secure

— AT ANSIBLE'S CORE IS AN OPEN-SOURCE AUTOMATION ENGINE. =
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Cisco IOSODOSSHESE

Stepl: 1—H—-5REIDRE
(config)# username “I1—Y—-%" password “J{XT—R"

Step2: line vtylcO—NILEREEDETE

(config)# line vty 0 4
(config-line)# login local

Step3: KRANA. FXA 22405 TE (SSHIES AR D)
(config)# hostname “/RARZ”
(config)# ip domain-name “RX{>&"
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Cisco IOSOOSSHESE

Step4: RSAIESHEDAER
(config)# crypto key generate rsa

#HER(F1024bit TR ELTE T,
Step5: SSHIN—-23> D% TE
(config)# ip ssh version 2

Step6: SSHiZHtDEF RIS IE
(config)# line vty 0 4
(config-line)# transport input ssh
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Python 2.6 [EHHE,
Stepl: EPELURS NJZIENN

# yum install epel-release

Step2: Ansiblez1> A=)l

# yum install ansible

Step3: 1> AM=ILEDIN -3 HEER
# ansible --version

ansible 2.3.0.0
config file = /etc/ansible/ansible.cfg

nJ NJ

° python version = 2.7.5 ~~
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5 JAJL b /etc/ansible/hosts
N> REATRFCHETE
# ansible-playbook —i [1>A_>N)I7A)LICR] [TLATvI)CR]



Ansible 1> X =)L ~ 39F ~ EITDHRN
A >NR> NI TJ7A)LDEEuh

o A2 NJTT7A)LDECHN

/etc/ansible/hosts

[webserver] [JCIRANI N —-T%TERE
web1.nscs.jp - IRAMIIV=TICEEE2ERIRA N TE S
web2.nscs.jp

[webserver:vars] - [IRANT =T vars] TEHOFEZER
keyl= valuel "R = B"OFATER

key2= value2
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B EHDAESCE

[webserver]
web1.nscs.jp .-~ web[1:3].nscs.jp ([CEBET]

web2.nscs.jp
web3.nscs.jp

RFEFDHESCE
[webserver]
webA.Nscs.jp .-+ web[A:C].nscs.jplcEB&H]

webB.nscs.jp
webC.nscs.jp
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 PlayBook®Di%Fh

PlayBookDEITHF(C/\XZIETEIT D
# ansible-playbook [FLAJw4)(X]

« XANITZUOF74RX

http://docs.ansible.com/ansible/playbooks_best_practices.html
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- hosts: “EBIBXTR"

- IRAN / RANI =T / all
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 PlayBook®Cisco IOSEC /4l

/etc/ansible/test.yml

- hosts: cisco-router

tasks:

- name: set hostname

los_config:
authorize: yes
username: "{{ ssh_user }}"
password: "{{ ssh_pass }}"
auth_pass: "{{ enable_pass }}"
lines:

- hostname nscs-rl
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 |0S_command
BHEE— RTOYY REEFIIEHDES 1 —IL

« j0s_config
s REIDESICHERHIDIEDI-IL
Version2. 2 THREIRAT S 3 O MNLEEEIMETN TS
« Backup: ZE#i(Crunning-configd/\w 777w THEITEND

A S —

- Defaults: 3ERI(C"show running-config all"h'E4iT2N 3

« j0s_tamplate
F2TL— I 7L ERICHBLTRE. TNERUVADRDOES 1)L
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 |0S_banner (v2.2)
NF—%BETBEHOES 1)L

e jos_vrf (v2.3)
VRFEZ. BIEI3HDES1-)

 j0os_facts (v2.2)
S AT LB Y-J1—REHRZzINETZES 1))

* |0S_system (v2.3)
Manage the system attributes on Cisco IOS devices
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Cisco IOSES &= 1 —)L

. CISCO [I0OS-XR

josxr_command -Run commands on remote devices running Cisco I0S XR
« losxr_config - Manage Cisco I0S XR configuration sections
« Josxr_fact - Collect facts from remote devices running I0OS XR
« josxr_system - Manage the system attributes on Cisco I0S XR devices
« Josxr_tamplate - Manage Cisco IOS XR device configurations over SSH

 Cisco ASA

« asa_acl - Manage access-lists on a Cisco ASA
« asa_command - Run arbitrary commands on Cisco ASA devices
« asa_config - Manage configuration sections on Cisco ASA devices
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e EITIVUR
# ansible-playbook “PlayBook/{X"
.« AT23>
« --syntax-check

PlayBook®D>EF 1YY
-C , --check
ZE(IITDRONEGFOMEERREEZEIT

--start-at-task=START AT
o BEDARINSEITID
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# ansible-playbook show_bgp_summary.yml -u cisco -k

SE ~ EITDRA

SSH password:

PLAY [bgp]

>k 3k 3k 5k 5k >k >k 3k 5k 5k >k >k 3k 5k 5k 5k >k 3k >k 5k 5k >k >k 3k 5k 5k >k >k 3k >k 5k 5k >k >k >k 5k 5k >k >k 3k 5k 5k 5k >k >k >k >k 5k 5k >k >k >k 5k 5k >k >k >k >k >k >k >k >k >k >k >k >k >k >k %k

TASK [show ip bgp summary]

ok: [192.168.1.21]

>k 3k 3k 5k 5k >k >k 3k 5k 5k >k >k 3k 5k 5k 5k >k >k >k 5k 5k >k >k 3k 5k 5k >k >k 3k >k 5k 5k >k >k >k 5k 5k >k >k 3k >k 5k >k >k >k >k >k >k >k >k >k >k >k

PLAY RECAP

K ok ok ok ok ok ok ok ok ok ok ok oK ok ok ok 3k ok oK ok ok ok ok K ok ok ok ok ok 3k ok oK ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok oK ok ok ok ok oK ok ok ok kK ok K ok ok ok
........................................
192.168.1.21

: =0 i unreachable=0 failed=0

[
----------------------------------------------------------------
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AS65000 AS65001
NSCS

10.1. 1‘-’0/24 TransitAS

=

PlayBook

192.168.1.0/24 -

= router bgp 65000
= neighbor 10.1.1.2 shutdown
.

.11
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- >NR> ~UJ(hosts)DH &

# cat hosts

[bgp]
192.168.1.21 W—=9—-DIP7RLA

[bgp:vars]
ssh_user=cisco

ssh_pass=cisco0 SSHEREEBERDER

ena_pass=ciscol
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# cat bgp_AS65001_shut.yml
- hosts: bgp

gather_facts: no -7y MEROUREZ I

connection: local

tasks:
- name: NSCS R1 AS65001 BGP Shutdown
los_config:
authorize: yes
username: "{{ ssh_user }}"
password: "{{ ssh_pass }}"
auth_pass: "{{ ena_pass }}"
lines: neighbor 10.1.1.2 shutdown SfFLEVWIYIR

parents: router bgp 65000 AV ReEITISRBRIEE
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PlayBook®D3E4T

£ 192.168.1.11:22 - root@ansible:/etc/ansible/playbock VT .
I71IF) |WE(E) F|E(S) I>PO—I0) D1UED(W) ALT(H)
X

TASK [NSCS R1 4565001 BGP Shutdown] skkickkrokkokiiokk koo kIR
X

PLAY RECAP kool oo ORI IR ORI IOIOR K
X
192.168.1.21 - ~hanged=1 unreachab|e=0 failed=0

[root@ansible playvbookli i
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