DMM .com Labo

BDFvv>1DNSH—)\hHHdOTU
ZBIEARICEBELUTLNDD ?

. CHEDISIBESRBROBPLIMNEG?
~QNAME Minimisation D&~

ENOG34 @ a5
201549AH4H
DMM.com3S/R SIBE—



HTH. RAA DRI PEEIBEZFD

i ¥ 71N I Y | >

v RKIEEED(E 0N

DMM.com Labo 1



HTH5LN. HERIDNSY —/) W T —FZRE

“" DIERNDNSH —/\

IpD . a.root-servers.net
HERKDNS T —/\ b.root-servers.net

<
N—
o 3A0N.jp a.dns.jp
DIERIDNST—/U  |b.dns.jp
N— N— /
urquell.
DALY
jp

N—

DMM

.com I_O bO 2



HTH5LN. HERIDNSY —/) W T —FZRE

“" DIERYDNSH —/\

pdD a.rogt-servers.net
HERVDNST —/\ b.root-servers.net

A
N—
o 3A0N.jp a.dns.jp
DiERIDNSY —/U  |b.dns.jp
N— N— —
urquell. =
BEo1AL . NSHEE
jp

. OB T TAOREED
VERIDNSH — ) (%
NSL O— RTIBEI D (F)
NG
DMM.com Labo 3




H=BL\. FrwSaDNSH—/ O
“" DIERDNSH —) \h SIIES (CLRATRTER

HERUDNSH —/(

NJL

a.root-servers.net
b.rO h__net
B> AU jpdDIP )
77 R LA (3[]?
\ [ ( ~ N
>, > ) Frwva ' a.dns.jp
-
D242~ | DNSH—/X J ) b.dns.jp
= 4 ‘) aaa
> 3A0N.jplE /
192.0.2.1 S
) urquell.
’ LN o AL)
Jp

N~ —
DMM .com Labo 4



CEfITY

—

JDOVTURET L

EZANEE I TL LD ?

#5350, jpDIP
7 RLZ (Ha]?

]

1ERIDNSH —

t-servers
t-servers

\/ S
I\ | Frwvza

.
IS 7 DNSH—/{

- -~

.net
.net

oA, jplE
192.0.2.1

[

) urquell.
' FEDFALN.
Jp

N~———

AN NIL

i E A

® 0 0

DMM.com Labo 5



HERDNSH —/\ >2a91Y%

.net
.net

a.root-servers

jp D NS (F5H? b.root-servers

Frwv>a ) a.dns.jp
DNSH—/(

‘ ) urquell.
FED3ALN. B AL
P

DMM.com Labo s

o
Q.
-
wn
[y
©




VERDNSH — /¢ NI

a.root-servers.net
b.roat-servers

) o 3A0N.jp O
NS (352

. .
Frwva )

g |
~ B> 3AL).jp D

),

NS (& urquell.
> 30N jp

, ) urquell.
. o 3h0N

jp
N—

DMM .com Labo 7




I

HERDNSH —/\ >2a91Y%

.net
.net

a.root-servers
b.root-servers

> N

- " ~ .

Frwv>a ) a.dns.jp
DNSH—/(

\ 2 U
> 3A0).jp D
A (34a]? )

. ) urquell.
EEDFALN. B ALY

D FAL.jp D Jp
—

DMM.com Labo s

o
Q.
-
wn
[y
©

A(E 192.0.2.1




HERDNSH —/\ >2a91Y%

a.root-servers.
b.root-servers.

> 3hAL).jp D
NS (F5?

Frwva
DNSH—/X

\_

> 3A0).jp D
A (3AA]?

oAU jp O
NS (& urquell.

o FALN.Jp

urquell.
D 3AL). ED ALY
jp

SN—

DMM.com Labo o

o 3AL).jp D
A (& 192.0.2.1




DMM .com Labo

10



M
iy
T

No. v \Source Destination |Protocol||nfo

2 133.242.136.218.v6.sakura.ne.jp 1.root-servers.net DNS Standard query 0xab7c A XN--N8J1C913R6J1B.JP

3 i.root-servers.net 133.242.136.218.v6.sakura.ne.jp DNS Standard query response 0xab7c

4 i.root-servers.net 133.242.136.218.v6. sakura.ne.jp DNS Standard query response 0xd3ce NS c.root-servers.net NS
5 xavier.hanya-n.org a.dns.JP DNS Standard query 0x73d5 A XN--N8J1C913R6J1B.JP

6 a.dns.JP xavier.hanya-n.org DNS Standard query response 0x73d5

7 xavier.hanya-n.org urquell.xn--n8j1c913r6j1b. jp DNS Standard query 0xf689 A XN--N8J1C913R6J1B.JP

8 urquell.xn--n8j1c913r6j1b. jp xavier.hanya-n.org DNS Standard query response 0xf689 A 49.212.140.172 RRSIG

(1) 133.242---v6.sakura.ne.jp, xavier.hanya-n.org
(FF+wv=a1DNSH—/\D IPv4, IPVv6 )7 RL- X

(E2) J\— RO— RE&Nfzroot DNSOhint|gHMNS
BEdroot DNSO—E=ZEDIzHD O T
(TS5 =20 & EN., BIND9Y Unbound/g & (CEE)

(G£3) BINDO (F)L— S —/NAASRND I T Z X BR(CE
TS5A4 =20 ERBRDO T ZiX DR
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Internet Protocol Version 6, Src: 133.242.136.218.v6.sakura.ne.jp
(2401:2500:102:1201:133:242:136:218), Dst: i.root-servers.net (2001:7fe::53)
User Datagram Protocol, Src Port: 18648 (18648), Dst Port: 53 (53)
Domain Name System (query)

Transaction ID: @xab7c

Flags: 0x0010 Standard query

~~snip~~
' 1 1 —_ _
Answer RRs: 0 IS54TF7> MhSEVNabhENE
Authority RRs: 0 =
Additional RRs: 1 AEZEVTLS
Queries

XN--N8J1C913R6J1B.JP: type A, class IN
Name: XN--N8J1C913R6J1B.JP
[Name Length: 20]
[Label Count: 2]
Type: A (Host Address) (1)
Class: IN (0x0001)

Additional records

<Root>: type OPT

~~snip DO bit (DNSSEC ok) ~~
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Internet Protocol Version 6, Src: i.root-servers.net (2001:7fe::53), Dst:
133.242.136.218.v6.sakura.ne.jp (2401:2500:102:1201:133:242:136:218)
User Datagram Protocol, Src Port: 53 (53), Dst Port: 18648 (18648)
Domain Name System (response)

[Request In: 2]

[Time: 0.020326000 seconds]

Transaction ID: @xab7c

Flags: 0x8010 Standard query response, No error

~~SNLP~~

Questions: 1

Answer RRs: 0

Authority RRs: 10

Additional RRs: 14

Queries

XN--N8J1C913R6J1B.JP: type A, class IN

Name: XN--N8J1C913R6J1B.JP .
[I?Ig];e Length: 20] Answer section Tl3ix<.
[Label Count: 2] i 1 -

Ty:e? A (()IEIltrJ]st Address) (1) ALIthOI‘Ity section ("
Class: IN (0x0001) NS ZiIRUTCTA!

Authoritative nameservers

JP: type NS, class IN, ns b.dns.JP
~~snip {F. jp D#ERY—/\& DS, RRSIG DFIEE ~~
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QNAME Minimisation

Domain Name System Operations (dnsop) Working Group
Internet-Draft

Intended status: Experimental
Expires: February 2, 2016

IS. Bortzmeyer
AFNIC
August 1, 2015

DNS query name minimisation to improve privacy
draft-ietf-dnsop-gname-minimisation-05

Abstract
This document describes one of the techniques that could be used to

improve DNS privacy (see [I-D.ietf-dprive-problem-statement]), a
technique called "QNAME minimisation", where the DNS resolver no

longer sends the full original QONAME to the upstream name server.
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QNAME Minimisation DI2EAS
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QNAME Minimisation ML\WWNEC S
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L5 LY
Under current practice, when a resolver receives the query "What is
the AAAA record for www.example.com?", it sends to the root (assuming

a cold resolver, whose cache is empty) the very same question.
Sending the full ONAME to the authoritative name server is a
tradition, not a protocol requirement. This tradition
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