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General purpose honeypots
Amun MULTI | o * * K Kk k ok | kok ok ok
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Web application honeypots
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21 top open ftp Dionaea honeypot ftpd
® 80 tcp open http
® 443 tcp open https

ms-sql-s Dionaea honeypot MS-SQL server
@ 3306 top open mysql MySQL 5.0.54
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v https://svn.nmap.org/nmap/nmap-service-probes
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/opt/dionaea/etc/dionaea.conf
logging = {

default = {

file = ulog/dionaeV levels = “all,-debug”IlcZ®E
levels = "all"

domains = "*"

¥

errors = {

file = "log/dionaea-errors.log" /
levels = "warning,error’
domains = "*"

levels = “error”|cZEE

¥
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Connections by country

B United States
B China
39,563
y B Others
¥ Netherlands
. W Ukraine
Connections India 4
Russian Federation -
Reserved

B United States
B China .
B Japan
B Others
W Netherlands
“ Ukraine
India
Taiwan
Reserved
Unknown
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Mal/Conficker-A
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v GET /epgrec/templates/envSetting.htm|l HTTP/1.1
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« phpMyAdmin

v GET /phpmyadmin/scripts/setup.php HTTP/1.0

« WordPress
v  GET /wp-login.php HTTP/1.0
v  GET /xmlrpc.php HTTP/1.0
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