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Libev >= 4.04 .
Libglib >= 2.20 . U5

Libssl B o 5
libcfg
libemu

Python >= 3.2
Sqlite >= 3.3.6
readline >= 3

Cython >=0.14.1
Libudns

Libcurl

Libpcap >= 1.1.1
Libnl

libgc




DionaeaFRIRiE

 Python 2.7.3
 Django 1.4
« Jquery 1.7.2
» Bootstrap Framework 2.1.1

* jVectorMap 1.0

« Kendo-Ul v2011.3.1129
 SQlite3
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Dionaea-1 > XA ~—JL

« liblcfg

# git clone git://git.carnivore.it/liblcfg.git liblcfg
# cd liblcfg/code
# autoreconf -vi

# ./configure --prefix=/opt/dionaea
# make install
#cd../..

e |libemu

# git clone git://git.carnivore.it/libemu.git libemu
# cd libemu
# autoreconf -vi

# ./configure --prefix=/opt/dionaea
# make install
#cd ..




Dionaea-1 > XA ~—JL

e |ibev

# wget http://dist.schmorp.de/libev/Attic/libev-4.04.tar.gz
# tar xzf libev-4.04.tar.gz
# cd libev-4.04

# ./configure --prefix=/opt/dionaea
# make install
#cd ..




Dionaea-1 > XA ~—JL

« Python

# yum install zlib-devel ¥
bzip2-devel ¥
openssl-devel ¥
ncurses-devel ¥
sqlite-devel ¥
readline-devel ¥
k-deve
# wget http://www.python.org/ftp/python/3.2.2/Python-3.2.2.tgz
# tar xfz Python-3.2.2.tgz
# cd Python-3.2.2/
# ./configure --enable-shared ¥
--prefix=/opt/dionaea ¥
--with-computed-gotos --enable-ipv6 ¥
LDFLAGS="-WI,-rpath=/opt/dionaea/lib/ -L/usr/lib/x86_64-linux-gnu/*
# make
# make install
#cd ..
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« Cython

# wget http://cython.org/release/Cython-0.15.tar.gz
# tar xzf Cython-0.15.tar.gz
# cd Cython-0.15

# /opt/dionaea/bin/python3 setup.py install
#cd ..

e udns

# wget http://www.corpit.ru/mjt/udns/old/udns_0.0.9.tar.gz
# tar xfz udns_0.0.9.tar.gz

# cd udns-0.0.9/

# ./configure

# make shared

# cp udns.h /opt/dionaea/include

# cp *.so* /opt/dionaea/lib/
# cd /opt/dionaea/lib

# In -s libudns.so0.0 libudns.so
# cd -

#cd ..
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e libcurl

# git clone https://github.com/bagder/curl.git curl
# cd curl

# autoreconf -vi

# ./configure --prefix=/opt/dionaea

# make
# make install
# cd ..

 libpcap

# wget http://www.tcpdump.org/release/libpcap-1.1.1.tar.gz
# tar xfz libpcap-1.1.1.tar.gz

# cd libpcap-1.1.1

# ./configure --prefix=/opt/dionaea

# make
# make install
# cd ..
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e OpenSSL

# wget https://www.openssl.org/source/openssl-1.0.2c.tar.gz
# tar xzvf openssl-1.0.2c.tar.gz

# cd openssl-1.0.2c

# ./Configure shared --prefix=/opt/dionaea linux-x86_64

# make SHARED_LDFLAGS=-WI,-rpath,/opt/dionaea/lib
# make install
#cd ..




Dionaea-1 > XA ~—JL

« Dionaea

# yum -y install glib2-devel

# git clone git://git.carnivore.it/dionaea.git dionaea

# cd dionaea

# autoreconf —vi

# ./configure --with-Icfg-include=/opt/dionaea/include/ ¥
--with-lcfg-lib=/opt/dionaea/lib/ ¥
--with-python=/opt/dionaea/bin/python3.2 ¥
--with-cython-dir=/opt/dionaea/bin ¥
--with-udns-include=/opt/dionaea/include/ ¥
--with-udns-lib=/opt/dionaea/lib/ ¥
--with-emu-include=/opt/dionaea/include/ ¥
--with-emu-lib=/opt/dionaea/lib/ ¥
--with-gc-include=/usr/include/gc ¥
--with-ev-include=/opt/dionaea/include ¥
--with-ev-lib=/opt/dionaea/lib ¥
--with-curl-config=/opt/dionaea/bin ¥
--with-pcap-include=/opt/dionaea/include ¥
--with-pcap-lib=/opt/dionaea/lib/ ¥
--with-ssl-include=/opt/dionaea/include/ ¥
--with-ssl-lib=/opt/dionaea/lib

# make

# make install




Dionaea-1 > XA ~—JL

« Dionaea®icE)

# groupadd dionaea

# useradd -g dionaea -s /usr/sbin/nologin dionaea

# chown -R dionaea:dionaea /opt/dionaea/

# cd /opt/dionaea/bin/

# ./dionaea -c /opt/dionaea/etc/dionaea/dionaea.conf -u dionaea -g dionaea -D

Dionaea®#iE58 T




DionaeaFR-1 > XA ~—)L

« Pvython

# yum install zlib-devel bzip2-devel openssl-devel ncurses-devel sqlite-devel readline-devel tk-devel
# wget http://www.python.org/ftp/python/2.7.6/Python-2.7.6.tar.xz
# tar -Jxvf Python-2.7.6.tar.xz

# cd Python-2.7.6

# ./configure --with-threads --enable-shared --prefix=/usr/local

# make

# vi Modules/Setup

~ATFDES DIEIE~

#SSL=/usr/local/ssl

#_ssl _ssl.c ¥

# -DUSE_SSL -1$(SSL)/include -I$(SSL)/include/openssl ¥

# -L$(SSL)/lib -Issl —lcrypto

J

SSL=/usr

_ssl_ssl.c ¥

-DUSE_SSL -I1$(SSL)/include -I1$(SSL)/include/openss| ¥
-L$(SSL)/lib -Issl -lcrypto

# make altinstall

# In -s /usr/local/lib/libpython2.7.50.1.0 /lib64/

#cd ..
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* PIP
# wget http://pypi.python.org/packages/source/d/distribute/distribute-0.6.49.tar.gz
# tar zxf distribute-0.6.49.tar.gz
# cd distribute-0.6.49
# python2.7 setup.py install
# easy_install-2.7 pip

# pip2.7 install Django pygeoip django-pagination django-tables2 ¥
django-compressor django-htmIlmin django-filter

# cd /opt

# wget https://github.com/benjiec/django-tables2-simplefilter/archive/master.zip ¥

-0 django-tables2-simplefilter.zip

# unzip django-tables2-simplefilter.zip

# mv django-tables2-simplefilter-master/ django-tables2-simplefilter/

# cd django-tables2-simplefilter/

# python2.7 setup.py install
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« python-netaddr

# cd /opt
# wget https://pypi.python.org/packages/source/n/netaddr/netaddr-0.7.11.tar.gz
# tar xzvf netaddr-0.7.11.tar.gz

# cd netaddr-0.7.11
# python2.7 setup.py install

« PySubnetTree

# cd /opt
# git clone git://git.bro-ids.org/pysubnettree.git

# cd pysubnettree/
# python2.7 setup.py install




DionaeaFR-1 > XA ~—)L

* Node.js

# cd /opt

# wget http://nodejs.org/dist/v0.8.16/node-v0.8.16.tar.gz
# tar xzvf node-v0.8.16.tar.gz

# cd node-v0.8.16

# ./configure

# make

# make install

# npm install -g less

# npm install -g promise




DionaeaFR-1 > XA ~—)L

e DionaeaFR

# cd /opt/

# wget https://github.com/RootingPuntoEs/DionaeaFR/archive/master.zip ¥
-O DionaeaFR.zip

# unzip DionaeaFR.zip

# mv DionaeaFR-master/ DionaeaFR

# wget http://geolite.maxmind.com/download/geoip/database/GeolLiteCity.dat.gz

# wget http://geolite.maxmind.com/download/geoip/database/GeoLiteCountry/GeolP.dat.gz

# gunzip GeoliteCity.dat.gz

# gunzip GeolP.dat.gz

# mv GeolP.dat DionaeaFR/DionaeaFR/static

# mv GeoliteCity.dat DionaeaFR/DionaeaFR/static

# cd /opt/DionaeaFR/

# cp DionaeaFR/settings.py.dist DionaeaFR/settings.py

# vi DionaeaFR/settings.py

~BIFDESDIELE 18fT7H~

'NAME'": '/var/lib/dionaea/logsqgl.sqlite’,

!

'NAME'": '/opt/dionaea/var/dionaea/logsqgl.sqglite’,

# mkdir /var/run/dionaeafr

# touch /var/run/dionaeafr/dionaeafr.pid

# python2.7 manage.py collectstatic




DionaeaFR-1 > XA ~—)L

 DionaeaFRic#) !

# cd /opt/DionaeaFR/
# python2.7 manage.py runserver 0.0.0.0:8000

« DionaeaFRiCEIFESR
v LITFODOURLF7ZIOLAUTCARBUOBERHMNMEDSSNANIZOK !
v http://B5—/\DIPJ7 KL X:8000

DionaeaFR Home—

11 0,769 5, 978 44 155 132 130

ii . apm .'

xxxxx
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* NMap C/h— b3 > Z N THD,

nmap -sT -sU -T3 -A -V XX.XX.XX.XX

Dionaea honeypot ftpd

0 443 tcp open https

ms-s Dionaea honeypot MS-SQL server
MySQL 5.0.54

® 3306 tcp open mysql

B . 5 ?



nmap(dxl> TULV/E

e nmapld/\Z—Rwv hOEEZH D> TLND ! |
v nmap >R F v
URL: https://svn.nmap.org/nmap/nmap-service-probes

v FTPDI I RTF+7
match ftp m|[”~220 Welcome to the ftp service¥r¥n| p/Dionaea honeypot
ftpd/

_ . NMmap TIFTPIEMER D/ (F— |
—— (i T L] = DX FH|F 1 v TDionaeaz
220 Welcome to the Ttp service 4%1? LCL\A

"

ey 1§ [":C)I"ltif:' J. anony

J

331 Guest login ok, type your email address as password.
IV D — K

230 Anonymous login ok, access restrictions apply.

fip>



nMapXJ &R

/opt/dionaea/lib/dionaea/python/dionaea/ftp.pyd227{THZZEE I B,

self.reply(WELCOME_MSG, "Welcome to the ftp service")

l
self.reply(WELCOME_MSG, "Microsoft FTP Service")

- MS-SQL
/opt/dionaeq/lib/dionaea/python/dionaea/mssgl/mssal.py
MD15117BZZEE T D,

r.VersionToken.TokenType = 0x00

l

r.VersionToken.TokenType = 0x01
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RIS
 |Iptables

-A INPUT -p tcp -m tcp --tcp-flags FIN,SYN,RST,PSH,ACK,URG NONE -j DROP
-A INPUT -p tcp -m tcp ! --tcp-flags FIN,SYN,RST,ACK SYN -m state --state NEW -j DROP

ZDRFRTIESMB, SQLZIESHTULZ, & o

[Ptables®h ! |

XERIFEVBSTTURZ, = INICSSH, EEEMREFKR D TEI.
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e “Malware Analized”(dDionaealsgE=Nrz/\17+U
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 Virustotal &EEHNNEI
v Virustotal:
BRI TI7AILDOIAIAAEBZTO>TC<NDIIDTIY1



Virustotal & EE

£ 9 (dvirustotal TI7H D> b=VERLT D
https://www.virustotal.com/

# Community Statistics Documentation FAQ About ™ English Join our community Sign in

Join VirusTotal Community

— |

Interact with other VirusTotal users and have an active voice when fighting today’s Internet

. threats. Find out more about VirusTotal Communit
VirusTotal ig: ¢ 4
the quick delg '« First name
. Last name
O File
Username
N Email
Password
By

N e Confirm password

* Required field



Virustotal & EE

CATIRA—)LINEEF I DT, URLICFZOLRULTIZD
TAN—232TFTD

Hi Yamada!

Welcome to VirusTotal Community.

https://www.virustotal.com/en/account/activate/~~~~

Great! YWy account is active and ready to be used. Now you can sign in and participate in our community.

Sign in Learn more
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« Public API KeyZF179 3

# O3a-F¢  #HEt Ffadob JKBRER] ViusTotal |ITDWWT W iR n seTaccor

O 87O ERE
& JO02)
- =

@ My API key

Fd a4k H<HBHERY VirusTotal | DT m 57KEE n se7accord

tOta I CNVTYASEV Gl AP Consumption

My API| Key

Basic information

This is your personal key, do not disclose it to anyone P u b I i C A PI Key Isoftware from which it can be easily retrieved if you care
about its confidentiality.

6e@d7eb62cfal@3a@a88abfccbec3260cbfSebc3048069bb88bAcc1ld2eadeedd

Itis a public API key, you may learn more about its functionality in the public APl documentation. Should you need to perform advanced searches, bulk file or URL
submissions or should you need a higher request throughput, there is a private VirusTotal API that may suit your needs. This API returns much more information
about the samples/URLs/domains/etc. than the public one and allows you to download malware for further scrutiny. The private API also allows you to perform
reverse lookups that take you from characteristics (detection rates, file types, binary content, behavioural patterns, etc.) to a list of samples matching your search

criteria.



Virustotal & EE

o XIEJ 7 1ILDARE
52E774)I/: /opt/dionaea/etc/dionaea/dionaea.conf

« 3231TH®Dapikey(CPublic API KeyZz A7

virustotal = {

apikey = "......... " // grab it from your virustotal account at My account -> Inbox ->
Public API :
Public API key% A7 ]

e 4651T7BH®"virustotal’"d A > N EEERR

ihandlers = {

handlers = ["ftpdownload", "tftpdownload", "emuprofile", "cmdshell”, "store",
"uniquedownload",

IIIOgSqIIII

// "virustotal", ﬁ OAX> MRBR ]
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@zﬁ"ﬁfdﬂH" ‘)’;’5] TOP5: CN,US,JP,TW,KR (2015/01/01 - 2015/03/31)
IBfiz | FEocithis: AIEY HAD JIBfi

1 PE 1
)

2 KE 2 E
L8]
c

3 B 3 3

4 aa 5

5 ﬁg@ 6 - 2015/01/11 2015/01/25 2015/02/08 2015/02/22 2015/03/08 2015/03/22

— (N us —JP —TW KR

https://www.jpcert.or.jp/tsubame/report/report201501-03.html

» FERINIRPE EKREDERE
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. 2015618 ~3A CERAIENEBASED) Uy MR

[ 38k — &S 5] TOPS (2015/01/01 - 2015/03/31)
NEHiL SEAN—HES RITIHAD JIBfiL
1 23/TCP (telret) 1
2 O/ICMP 4
3 22/TCP (ssh) 2
4 445/TCP (microsaoft—ds) 3
5 1433/TCP (ms—sgl-s) 5 O 20150111 2015/01/25 2015/02/08 2015/02/22 2015/03/08  2015/03/22

— 23/Tcp 0/lcmp —— 22/Tcp —— 445/Tcp 1433/Tcp

https://www.jpcert.or.jp/tsubame/report/report201501-03.html
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- /epgrec~/templates/envSetting.html(CX 9 B77 T
AM—BZhoZ
GET /epgrec/templates/envSetting.html| HTTP/1.1
GET /templates/envSetting.htm| HTTP/1.1
GET /epgrec_old/templates/envSetting.html| HTTP/1.1
GET /tv/templates/envSetting.htm|l HTTP/1.1
GET /rec/templates/envSetting.htm| HTTP/1.1
GET /epg/templates/envSetting.htm| HTTP/1.1
GET /epgrecUNA/templates/envSetting.html HTTP/1.1

GET /una/templates/envSetting.htm|l HTTP/1.1
GET /epgrec_una/templates/envSetting.html| HTTP/1.1

e EPGrecldWeb/~\— X DFREFHIZ AT I

e HIMEEDOPHPT 71 )LZEVNTCEITCEZDMEEEN D
D, 747D Tz



TOMCHEF TS

phpMyAdmin
v GET /phpmyadmin/scripts/setup.php HTTP/1.0

v' phpMyAdmin®Dsetup.php(CH T DIEEDPHPI— RZiEA S
NS5

WordPress
v GET /wp-admin/admin-ajax.php HTTP/1.1

vV TIPTS5 04>TAjaxzERLTLDIIEE.
admin-ajax.phpld 77 O XHIENSERINT DAEND D

> http://wpdocs.osdn.jp/F)L— b T A —XINE
> WordPresshMENDN TULBIMEZ L TLNDDHVR ?

TomcatdOWeb&EIE
v GET /manager/htm| HTTP/1.1
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« SMBZH&
Esg_o (o) (o)

#A Home

>¢ Connections

GRAPHS

DATA

a1l Services
Jl Ports

ol URLS
all 1Ps

Jl Malware

al Connections

MAPS
@ Attackers

@ Countries

2494

SN CIhVEST D

url

http

http

http

hitp

http:

http:

http

http:

http:

2:6077sediv

3:9005/ynogms

4:2549/afmcaaip

D6:2549/gxas

206:6636/ddrm

:5163/mrkf

3:9005/ynogms

D6:2549/gxas

206:6636/ddrm

—RE=EBNB»DT

md5
16acf30169d089b8a967140d9a38d87
81ddSf4eSbcdaS3bc02c69f4ae5f31d5
9013a966ea22aa85f5ae581a34139f86
9013a966ea22aa85f5ae581a3413986
a7e4659ec5807b169f28039602114fe8
cae4b79635e43033664299a4d5bd 176
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RPC Binds TCP 445
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RPC Request

1D uuID OpNum Service Name Vuin
688 4b324fc8-1670-01d3-1278-5a47bf6ee188 3

SRVSVC NetPathCanonicalize
687 4b324fc8-1670-01d3-1278-5a47bf6ee188 32

SRVSVC NetPathCompare
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