ARBOR

N ETW ORK S

129—=2v b - CF1 VT« BfEIRESEORE
~2014F9—=)VRIDL R - A 2TSANSIFYV -
tF+a1VUFo - LIR—BM(WISR)SE10MREK D~

Takashi Sasaki
SE Manager, Japan
tsasaki@arbor.net



Agenda




Agenda

X 2T ALR— T —

T—IN—3 YT —DZADY)2—3




ARBOR NETWORKS & (&

QL 3 }Cs;?ﬂ

Ty F—

: TR —
mﬁ%fa;:g;%b e
,,'-7?»5’ : 2uyup

WAL P,

ARBOR

N ET W ORKSS




ARBOR NETWORKS & (&

NJ ;',' ) /5’ Charter Towndkpv :
/f);“a <)% A
stropolitan Park Gkl Bekdis
. :
e, % &
att Ret m
I5ITA
REYZHI
H—52X
Matthaei

8ckson fid Hotanical Gardens

»

F -
- SRd
o X GM ’
R iR
a L
Clark Rd p—
= — x "'
| ~ -
4 ~
i g MEEEE DY
» N -
] a9
e 3 |
b ) o
| ) 02 =
il A4 b 300 2_Ellsw
swonthRd ] : g X A AC
+ &Qb 1 4 sth Aun Dog Park
- ]
h,e‘é\‘ @ ‘0 B

ARBOR

N ETWORKSS




ARBOR NETWORKS & (&

X =z &
| 17 E Ann St Birth Center at B
~ ~ ‘ Von \{mgtlander H) H—>>
[oaE, P = \— Women's Hospital Paony Gard
A1 AL - 4
e DL A ANN () %
K= ‘& = ARBOR ) £} e s
A= £ B J4—IE
Downtown P ELib -
Home & Garden  ©? iberty St . geckied
Ann Arbor
&) District Libeary:
) Downtown LI
3 T A=
5 < P
- .
) T~
R Ay DA
GERMANTOWN s N AN
- AV > Oxford Ho
= on Place ‘9/}/ -
: & s S, %) S
AR mite 3 S, s
AT B ¢ C> TIVE
: g/ F4 v
Happy's Pizza E— )\ ® Q@ Sehi G
Law Quadrangle = piatg e
A=Ak g
v o B T e s BV, AN S M-‘“&‘ 2
i i L £ast Quadrangle il A2 3 ¥®
G ol | Rt & L) s HIllSt, @il St O
S (Y % o =
? S\ F4%H ' S
Library Bed = % o w3 DDS > S
@ & Breakfast = i Y
S < Dina H N
s TN = Cocco DDS s »
7 iy DAWRY e K= g % o = .
23 A=l PR 5 Tl z 9 & \
- V7 hii=M i A N £ S = ~ S
T w \J (2] i < Ao A 7 .
% = Yy ?Z S X o > © m (=2, |7 Vitosk
Wilpon Baseball and i s QLB IN— 2 b F
ftball = 7 “ \ = 2
Softhall Complex | g o NORTH I "
\~ — N a BURNS PARK m
- o - L awslle ST

ARBOR

N ETWORKS




ARBOR NETWORKS & (&

AR : REYYF1—EYYMI—U> K>

EEBBIMII : O Ry S 2HR—)L. BR

e O

*20004F KEYYF1—tyYI/\—U> b2 TEIL

*2005F18 1t D—J)LRDA R - A2 TSXBSOFv - TF1UT o LiIR— bFER
*2008F1H I ZOVxRv hJ—UXZEU

©20106F98 HF/\—O—RL—>3>(CLDEW

*2013%9H PacketloopZEUX

ml  BEAE
RERF I I —BIUFrUT - Ry NDO—TEF. Ry ND—T - EF1UF 1 /IR—ZAT N - YU —

> 3 > DiRMH

— =T

ePeakflow SP/TMS® (H—EX - Z0O0/\«AA@IFDDoSHEKRY V1 —=3>)
ePravail™ APS (Availability Protection System: T>4 -5+ X@lFDDoSHHKRY I 1—>32)
ePravail™ NSI (Network Security Intelligence: >4 —7 5+ X@TREBZRBAZRINV ) 1—>32>)
ePravail™ SA (Security Analytics: T+ U DHVYI1—>3>)




Arbor Networks & (3 ~14ERIDEER

Vi FOM FHBEARD61%D
_ Peakflowsp  DDOS Mitigation > 1 7%&FFB5Arbor(d
Arbor Networkss%iz caKriow HIZ(CE A Peakflow'SPTMS DDoSHED Y —4 (=
—~ gu~ g e 1~ =z
(SSHAZKFD (E7VDD4 - (TMs 2700  10Gbps (1> TART A DR
TFI1TAHRLD) 12T SDORERE) 3Gbps) DDoS Mitigation  JH—F2t kD)
- - - @ o
2000 2004 2008 2012
2002 2006 2010
P g SP ® @ .
porunlack ito—urorr- ATLASY  PeakiowspTvs
(FlowR—ZXBfrlck TF1UFTv - LIR—b JULRBBA) DDoS Mitigation
DEFRIDFv U ™) .
25 ADDOSIRA TASH-TUS R w0y [
Via—=>32) LTTFYUS . . R g

...... e F

| J 714772 X (FSA)

& 7547 - ALY - ARBOR

3L;“f.-.:'_._:.'::\:._;_'h.T_:;'.;._ JA — R (ATF) NETWOREKS




HRPBRM/ORY NDO—UERS T AIS)

90% Tierlb—EXTO/\1445

&l O
D90%H'ARBORDBEHE ARBORMDZzmn(d

) 107 107 7 EH(CER

W
TATA 9

vodafone

, 35%dDA > —FRY | -
140 BN NS4 wO%ZATLASTERR

EEEEEEEEEE

A.L BT!‘
ARBORIEIZ=FIRF1 T &
v NDO—oul R b Mizx 145/ (B D it

ARBORMDMIZNRT S 3 > (&
FrUy - - I25-T54X -
T/ )LDDDoSHIZ(CH T
61%0dD=> 1)’

[Infonetics Research Dec 2011]

20114 GAAP 55 & [USD] $16B®D
A4 )\—(ZARBORDEHEHE LT
R ZIEZITD

ARBOR

N ETWORKSS




ATLAS (Active Threat Level Analysis System : &RL NIV A5 1{‘,:

<

7 Peakflow SP

! Peakflow SP SR,

ISP Network S ARKNET ;o

ATLAS SENSOR

ATLAS DATA A\SERT

. " CENTER
O HEEIEREUNETIEHICH—
v RZEBITATLAS SENSORMERREND,

® ARBOR®DPeakflow, H— R/){—F+ HLU
MESSIEDT — 45 CHEHEDE TATLAS DATA
CENTER(CE{S SN B,

© 3EF—A(ASERT)(d. TDT—FEREEL
ﬁﬁur&%%m S - HA NMCART B,
BE24BERIDIERELE Ny
- BE24ERONE(CHITDXRETIRE

http://atlas.arbor.net/

E— 2785k 140Tbps M \
ARV b~ NSTaVvI% ARBOR
ATLASTUREE permeres



http://atlas.arbor.net/

ASERT (Advanced Threat [CT A —DAUTEFErF—L)

202 R DT T 77D
ATLAS STFUS )= b —

N=—HRY bk & L
AL bSYT A=231=541

o 4.
185 =D 10751E —
DINITT -

®

VMEDH> K 'fi
RYDIRXT f
7»917E£ﬁLL
(C&CH—/\ 7Ry -
Ty NRED

IR DT VEARL) ATF Fingerprints

F—AINR—=XIC 2485 (CE BN (C
L7R— b &PCAP DT - DN

ERIT WEZ BT ARB OR

N ETWORKSS




www.digitalattackmap.com
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www.digitalattackmap.com

Peak BPS (M) Type Sources  Destinations Start (GMT) End (GMT) Duration Source Ports  Dest. Ports
February 23 25
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@ 24% Tier 2/3 provider or regional ISP
@ 17% Enterprise
© 12% Other (not service provider)
10% Tier 1 service provider
6% Educational/research
6% Managed service provider
5% Hosting/data center/co-location services
5% Government
5% Mobile service provider
5% Cloud service provider
2% Other (service provider)

1% Wireline broadband (MSO, DSL, etc.)
@® 1% CDN/content delivery
@ 1% DNS registrar/DNS service provider

Source: Arbor Networks, Inc.
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60% ® US and Canada
51% @ Western, Central and Eastern Europe (including Russia and Iceland)
50% 48% I1 Asia Pacific and Oceana
Middle East and Africa
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60% @® 54% Direct Internet access to business

% 49% Managed security services

50% @ 49% Hosting/colocation
7, 48% Cloud services (virtualization, storage, cloud applications, etc.)
40% 40% DNS services
38% Consumer ISP (MSQ, DSL, etc.)

@ 33% Mobile services

74, 23% CDN/content services (caching, distribution, streaming, etc.)

NI 30%

@ 18% No Internet services offered (enterprise, government
or education)

% 11% Other
%
I 0
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Survey Peak Attack Size Year Over Year
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How DERP Was Able to Take Down Origin, I.angue of !

synchronize comput 0
the correct local tim 200
the power of its DD«
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0%

Legends | UILo2a> /7Y TREICERENEY—ER
90% ® 81% DNS
offers ¢
insights into why th 80% % 11% NTP
denial-of-service (D 31% SNMP
out EA's Origin serv 0,
Battle.net, and Leac il 7 31% CharGEN
prtkyherly potset. e / 26% SSDP
Inethad o smpliy & 3 10% Not applicabl
plify t g ot applicable
being sent in order ! g 50% 4% QOTD
online games to a h a
x 40%
The hacking group ¢ )
the Network Time P € 30%
attack; NTP is genel " /
/A

Source: Arbor Networks, Inc.

Michael Mimoso ¥ Follow @mike_mimoso

US-CERT has issued an advisory that warns enterprises about distributed denial of

service attacks flooding networks with massive amounts of UDP traffic using publicly ®
available network time protocol (NTP) servers. lmOR

N ETWORKS
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Exploited Protocols
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ATLAS SSDP Traffic Levels
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2014F7H

Protocol Overall % Q1 Overall % Q2 Overall % Q3 Overall % Q4 Max Attack
DNS (53) 2% 4% 4% Less than 1% 104.28 Gbps
NTP (123) 14% 6% 5% 7% 325.05 Gbps
SSDP (1900) Less than 1% | Less than 1% 4% 9% 131.2 Gbps
SNMP (161) Less than 1% | Lessthan 1% | Lessthan 1% | Less than 1% 1861 Gbps
Chargen (19) 1% 1% 2% 1% 96.27 Gbps
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DDoS : %

Survey Respondents
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Attack Target Mix

Source: Arbor Networks, Inc.

VEEFEEZNDST, T2 RI1—
Y—&A—ON—RN by

EREERE. BERT. A>2S o

A > — INTHEEESHMIAN

EXTSR

@ 68% Customers ¢ hk%d)E’E%ﬂ.b\\E D t E;:I\:i%
® 19% Network infrastructure (e.g. routers, rirewalls, etc.) 3_ 5 I& 0)9 b_ \ J I\

17% Service infrastructure (e.g. DNS, Web portal, etc.)
® 5% Other
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[ertical
60% @ 53% End-user/subscriber
%4, 35% E-commerce
50% @® 34% Government
7 30% Gaming
‘g 40% 29% Financial services
g 28% Hosting
~ )
§ 30% ® 24% Education
e« % 13% Gambling
>
g @ 11% Healthcare
5 20%
(7] 4 9% Utilities

8% Law enforcement agency
6% Manufacturing
6% Other
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DDoS : %

Survey Respondents
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10%

0%

DDoS Attack Types

Source: Arbor Networks, Inc.
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® 65% Volumetric
® 20% State-exhaustion
17% Application-layer

- IEBED6S5%(FMYU 1 —AICKBDRETPPO LR
— UIJLOa>WENSHh e ECKD
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4%/

Targets of Application-Layer Attacks

HTTPEDNS(E77TUS—2 3 A

LAV -—RED YT

HTTPSICX] 9 DINE
BHDEIGMET
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Survey Respondents

o ® 75% DNS
? 47% HTTPS
60% ® 22% SMTP
@ 10% Not applicable
50%
40%
EES o
20%
10%
v L

e: Arbor Networks, Inc.
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DDoS : Eit# L=

Attack Frequency

® 6%0
® 40% 1-10
16% 11-20
7% 21-50
® 9% 51-100
@® 9% 101-500
® 13% More than 500

Source: Arbor Networks, Inc.
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Survey Respondents
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Attack Motivations

Y

Source: Arbor Networks, Inc,
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gIlE] 25%
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- —#BIC210I FREZ=Z Tz EWVWDOE
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SME 38%

@ 37% Nihilism/vandalism
% 36% Online gaming-related

@ 34% Political/ideological disputes (ie, WikiLeaks/Anonymous,
nationalism, religious controversy, etc.)

% 28% Criminals demonstrating DDoS attack capabilities
to potential customers

25% Social networking-related (ie, IRC, chat networks,
Facebook, Twitter, Google+, etc)

24% Online gambling-related
® 21% Misconfiguration/accidental

% 21% Inter-personal/inter-group rivalries (ie, individual disputes,
schools, sports teams, etc.)

@ 20% Criminal extortion attempt

% 20% Financial market manipulation
19% Diversion to cover compromise/data exfiltration
16% Flash crowds

@ 13% Competitive rivalry between business organizations

% 10% Intra-criminal disputes

ARBOR

N ETWORKSS




A>2T51 25— ATOHODDOSHE

J—LY—)(—

HFD
IP7RLAG . -




o |

LT mmNEa0sn

I

win |Q tewen |2

o} e [

WICKD S
BOOTER

.[.7‘

1. A —HYYXMDSER R

SRR REEERTE

1 e [ T

)

2D

, \
7/

mts O] )
14 )
LT .

- \.p.h.>

=4 R
i A

.

gl

o
<@
Ll
>
o
=
>

ARBOR



Mt.Gox (2013ﬂ54ﬁ)

e:¥13,746 High:¥13,845 Low:¥13,328 Volume:1623 BTC Weighted Avg:¥13,520
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CPLEIPLET:
DDOSIQ gL RIFERIC) \WF DT DEEE=RTD,
F—AINR—RIARIEIC T Ot RX ENBitcoinDEA =i D
H—-EXZEEAR TELET B,

Instawallet Hacked, Mt. Gox Hit by Major DDOS
Attack

In wake of Bitcoin spike, Instawallet halts
service and Mt Gox “eats” DDOS

Instawallet will reimburse accounts with less than 50 BTC—good luck if you're over.
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Demand for DDoS Detection/Mitigation Services

@ 70% Increasing demand from customers
® 24% The same demand from customers

6% Reduced demand from customers
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Source: Arbor Networks, Inc.
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Effectiveness of Threat Detection Tools

@ 2.75 Customer call/help desk ticket ¢ N et Fl ow (: J: 5 ﬁg$ﬁb\‘§-§ :5 ;?}J% El\]

: DI . C DORE—MBHICEASTN
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e: Arbor Networks, Inc.

e I D M Sb\\AC Lj& Ei \ E-ﬁ E Attack Mitigation Techniques
_ﬂﬁ E"J 7— d:ﬁ,‘giﬂ:ljj_ :_Et (: 80% @ 70% Intelligent DDoS mitigation systems (IDMS)

such as Arbor Peakflow or Pravail APS
- J7AV—0A—-)LESE 7

® 63% Access Control Lists (ACLs)
S (B ESITFEURE e Y ecae Oy
b iR lL 50% ® 40% Firewall (including WAF, Next Gen)
C 20 LAICIERIBERITR | o
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Data Center Attack Targets

70% @ 68% Inbound attack, data center customer
@ 61% Inbound attack, data center service infrastructure e
60% (Web, DNS, SMTF, etc.)
29% Inbound attack, data center infrastructure
50% (routers, firewalls, load balancers, etc.)
® 24% Outbound attack, generated from server(s) within
A0% the data center to external host
@ 8% Crossbound attack (customer to customer)
30%
20%
10%
[ ]
Source: Arbor Networks, Inc.
Data Center DDoS Business Impact
90% @ 81% Operational expense
[ ]
80% @® 44% Revenue loss
33% Customer churn
70% ® 2% Employee turnover
£ 0% @ 14% Other
g
2 50%
@ [ J
o
o 40%
Y
S 30%
w
20%
o -
0% |

Source: Arbor Netwarks, Inc.
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Data Center Threat Protection

e: Arbor Networks, Inc

@ 88% Firewalls
@ 64% IDS/IPS
55% Application firewalls
@ 48% Intelligent DDoS Mitigation System (IDMS)
@ 30% iACL
20% UTM
@ 13% Sandboxing system
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Most Significant Operational Threats
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@ 39% Internet connectivity congestion due to DDoS attack
% 33% Accidental data loss

® 32% Botted or otherwise compromised hosts on your
corporate network

% 26% Accidental major service

26% Internet connectivity congestion due to genuine traffic

outage

growth/spike

18% Advanced Persistent Threat (APT) on corporate network
® 18% Exposure of sensitive, but non-regulated data
% 17% None of the above
@ 15% Web defacement
% 13% Exposure of regulated data

13% Theft

» 12% Malicious insider

@ 9% Industrial espionage or date exfiltration
% 8% Other

N
S

S
—
S

Incident Response Preparedness

@ 45% Somewhat prepared, but we know we need to improve

® 41% Reasonably prepared, there's always room for improvement
10% Completely unprepared, it will take a major incident to change our posture

5% Fully prepared, nothing more to do
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Targets of DDoS Attacks @fé%@ﬁlﬁﬁﬁ < b\‘I&%’%% .s§-l.
80% % C faci i d applicati —
° B ity T [F. ©D540%I(%1 >4 —FwW

70% < i N
- . i ‘) s e gl I\Ez:?ﬁ?ﬁih\ﬁ’aﬂ]

50% @ 13% Third-party data center or cloud service I&%‘z;{‘j‘%@ 2 9 0/ 0 (3: 7 j IJ b— -
- = e

30% — 81% HTTP

20% — 58% DNS, 57% HTTPS

10%

Source: Arbor Networks, Inc.

Survey Respondents

Business Impact of DDoS Attacks

DDoSICKD33%UALEMNT 7 A7 — = ® 49% Operational expense

XN @ 37% Reputation damage/customer loss
Ij 7I- _) I/O)g Ij \/%%%l'%ﬁ o 20% Revenue loss
1o ® 8% Employee turnover
@ 4% Stock price fluctuation
30% © 2% Loss of executive or senior management
@ 18% Other
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20%

Survey Respondents
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Source: Arbor Networks, Inc.
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DNS Traffic Visibility

60% @ 56% Yes, at Layers 3/4 only
© 41% Yes, at Layer 7
21% No

50%
40%

30%

20%

Survey Respondents

10%

0%

Source: Arbor Networks, Inc.
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Infrastructure Best Current Practices

70% @ 65% Authentication for BGP, IGPs (MD5, SHA-1)

® 55% iACLs at nework edges

60% 49% Separate out-of-band (O0B) management network,

Survey Respondents

ES

Source: Arbor Networks, Inc.

Dedicated Security Personnel

60% @ 54% Lack of headcount or resources
® 50% Difficulty of hiring and retaining skilled personnel

50% 37% Operational expenditure (OPEX) funding
@ 33% Capital expenditure (CAPEX) funding
40% @ 29% Lack of management support
24% Lack of internal stakeholder support
30% @ 6% Other
20%
10%
0% -

Source: Arbor Networks, Inc.

Survey Respondents

also known as a data communication network (DCN)
50% @ 37% BCP38/BCP84 anti-spoofing at network or data
center edges
40% @ 24% Generalized TTL security mechanism (GTSM) for
eBGP peers
30% 19% IRR route registration of customer prefixes
@ 7% Other
20
[ ]
10%
o ]
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IPv6 Visibility

IPv6 Flow Telemetry

©® 64% Yes
@ 36% No

@ 30% Yes, fully supported today
@ 27% Partial, some vendors support IPv6 flow telemetry today, some do not
) 24% Will soon, they will support Flow for IPv6 in the next 12 months
12% No, support is on a long-term road map (greater than 1 year)
@® 6% No, will not support

Source: Arbor Networks, Inc. Source: Arbor Networks, Inc.
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IPv6 Traffic Growth

- IPV6 T T4 v IDIHEETN
s KOBEMN 1 — Al
@ 9% None, we do not plan to expand IPV6 traffic 80GbpS_Cﬁﬁ|§| (ZOGbpS)h\
® 54% 20% growth expected ‘5 4 'ﬁélc ODJ: EI'

@ 8% 40% growth expected
8% 60% growth expected
©® 3% 80% growth expected

@ 8% 100% growth expected o ATLAST“(Q:;?\/]/ 7__’1’ j‘I PV6 I\
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Source: Arbor Networks, Inc.
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Security Measures

90% @ 89% NAT/ PAT between Internet and mobile packet core

80% © 79% Interface ACLs (IACLs), anti-spoofing and other common

BCPs on network infrastructure (routers, switches, etc.)
TO% 47% Separate out-of-band (OOB) management network
@ 47% Intelligent DDoS mitigation systems (IDMS) such as
60% Arbor TMS, Pravail APS
509% @ 47% SMS firewalls/filtering - » [ r— =yt —
40; « 36%DEIEENNTRIREERIC
(] XY
- LBENAINTTUT—2 3>
» W —_ Z$AB —_— -
20% b\ﬂ-_ EX(;%ﬁ%ﬁl%_-ZKE%
0% EERLUCULET
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Source: Arbor Networks, Inc.
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Security Analytics
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&Esh : 03-3525-8040
Email : japan@arbor.net




