SFC [CD \’\Tnﬂ/\“T&sLﬁ_

Gl Eﬁsﬁ L_ﬂ] @ ’%BE/\H: ‘fEF

‘( W
L i)
R




Ty

. 2-5< bH SFC

. WEEALRIREE ?

- 5&o2&<PULLK SFC




SFC & &7

. Service Function Chaining D&

- Whokbsd SDN » NFV ZzE&E9 5/ 70 K
A)LDO&ED

- Firewall. Deep Packet Inspection. Load
balancer. NAT44. NAT64 &\ >z Service

' “SHIRD” ZZIWCGEATE S LS
Function @ “#&E7Z& D ZZEN|CIE AT -,

M=y,




CANREESEDTD?

VLANTOT

Firewall

VLAN102 PoED Web Application
< Firewall H At17z L

r higta i 22D b el N SR 2 BN
- i 4 - L R A L I ek A As e aatf) A Rl o R
Y ~ : : by 4.4 L el 3 - * t=
¥ iy LA e & e Ay “.‘-.(_ TS "'tt Gl r R =L N 5 e Ny
g - . byl v Yok "




CANREESEDTD?

VLANTOT

Firewall

VLANT02

»H5 Client ho5DF7o7 X
WAF < D3 DPl L 7=y

P . &

- ,i-_




CRIFEETEDTDH?
VLAN101

D fEEICH — i‘ZfiibD&‘lﬁ'Uli%%EQE?% Zdio

Ffrewal

VLAN1 & L/#"‘
@il :ilEL&llﬁUIKAOD%B*L:*“/ B D)
PIE &I RO Y2 B Z fo < 1R

: \ A
“' e ;I;' .‘:o_ i Gt

. s ] 4 F g E > e ! yy g B 1 A h ) o ’
. = § —a R o o S [ s — = » 4 Sup w st s < 34N - L T At ] B
bl S beoarise], — o ] I [ (N ooy S AT [y SeR SR DN ORYES SRl ) e R BV WP
— = == AT il ™ | _}.‘q’ s <Y '..4-|:‘. e il e C ‘.'J / .\.;"'",’ _‘. 21 <7 L W s . [t |".'
) (] T » y 4 Y 1




SFC 62271357

VLANTOT @ E & S5tz Service Function Path
7&%@'4:9 Service Function Lcﬁm_ -
(D Classification Z %/ L T b S L R R e S
AT N Service Function
Encap U SFF ANEmix | Forwarder (SFF)

Classifier
Network Forwarder

—_ VLAN102

| Service Function |
S0 ,...‘. T Y, "A."?Y:“ e ‘I' _‘-,' "

o [ e ot & v
| [P S N

Serv1ce Function

i o, [Ty el
f ”| '; rt“i__ .q'_.',.:, . '

P



WE E ARIRREE ?

- Problem Statement
- draft-ietf-sfc-problem-statement
. draft-letf-sfc-dc-use-cases
. draft-letf-sfc-use-case-mobility
- Architecture
. draft-ietf-sfc-architecture
- Generic SFC Encapsulation
- draft-quinn-sfc-nsh
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WE E ARIREE ?

- Goals and Milestones(2014-03-05 charter)

- Apr 2014 - Submit to [ESG Information document defining
the SFC problem statement and core use cases

- Apr 2014 - Consult with OPS area on possible SFC charter
modifications for management and configuration of SFC
components related to the support of Service Function
Chaining

- Jan 2015 - Submit to IESG Informational document defining
the architecture for SFC
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Network Service Header(NSH)

1234567890123 456789012345678901
+—+—+—+—++—+—+++—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
Base Header
+—+—+—+—++—+—+++—++—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+
Service Path Header
+—+—+—+—++—+—+++—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+—+

~ Context Headers ~

+—+—+—+—+—+—+—+—+—+—+—+—F+—F+—F+—+—F+—t+—+—+—+—F—+—+—+—+—+—+—+—+—+—+—+

Figure 1: Network Service Header




Network Service Header(NSH)
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Figure 2: NSH Base Header

Base Header Field Descriptions

Version: The version field is used to ensure backward compatibility
going forward with future NSH updates.

O bit: Indicates that this packet 1is an operations and management
(OAM) packet. SFF and SFs nodes MUST examine the payload and take
?approprlate actlon (e g return status 1nformat10n)
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Figure 2: NSH Base Header

Length: total length, in 4 byte words, of the NSH header, including
optional variable TLVs.

MD Type: indicates the format of NSH beyond the base header and the
type of metadata being carried. This typing is used to describe the
use for the metadata. A new registry will be requested from IANA for
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Figure 2: NSH Base Header

The format of the base header is invariant, and not described by MD
Type.

NSH implementations MUST support MD-Type 0x1, and SHOULD support MD-
Type 0x2.

,N?%FMPr°t°C01= 1nd1cates the protocol type of the orlglnal packet A
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Network Service Header(NSH)
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Service path ID (SPI): 24 bits
Service index (SI): 8 bits

Figure 3: NSH Service Path Header

Service Path Identifier (SPI): identifies a service path.

Participating nodes MUST use this identifier for path selection. An

administrator can use the service path value for reporting and
_troubleshootlng pagkets along a spec1f1c path it
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Network Service Header(NSH)

http://tools.ietf.org/html/draft—-qguichard-sfc-nsh-dc-allocation-01
4. Recommended Data Center Mandatory Context Allocation
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Network Service Header(NSH)

http://tools.ietf.org/html/draft-napper-sfc—-nsh-mobility—-allocation-00
4. Recommended Mobility Context Allocation
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Network Service Header(NSH)
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~ Optional Variable Length Context Headers ~
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Figure 7: NSH MD-type=0x2

NSH MD Type 2 MAY contain optional variable length context headers.
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Network Service Header(NSH)

TLV Class: describes the scope of the "Type" field. In some cases,
the TLV Class will identify a specific vendor, in others, the TLV
Class will identify specific standards body allocated types.

Type: the specific type of information being carried, within the

scope of a given TLV Class. Value allocation is the responsibility
of the TLV Class owner.

The most significant bit of the Type field indicates whether the TLV
is mandatory for the receiver to understand/process. This
effectively allocates Type values 0 to 127 for non-critical options
and Type values 128 to 255 for critical options. Figure 7 below
illustrates the placement of the Critical bit within the Type field.
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Network Service Header(NSH)

11. NSH Encapsulation Examples
11.1. GRE + NSH

IPv4 Packet:
+—— +— +— +

|L2 header | L3 header, proto=47|GRE header,PT=0x894F |

NSH, NP=0x1 |loriginal packet |
—————————————— t——————




Network Service Header(NSH)

11. NSH Encapsulation Examples
11.2. VXLAN-gpe + NSH

IPv4 Packet:

+—— R — +—— +
|IL2 header | UDP dst port=4790 |VXLAN-gpe NP=0x4(NSH) |
+—— +—— +—— +
—————————————— 4
NSH, NP=0x1 |loriginal packet |
—————————————— e

L2 Frame:
e e e e el R N
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Network Service Header(NSH)

11. NSH Encapsulation Examples
11.3. Ethernet + NSH

IPv4 Packet:

+—— +—— +—— +
|OQuter Ethernet, ET=0x894F | NSH, NP = 0x1 | original IP Packet |
+—— +—— +——— +
L2 Frame:

e p———————— p———————— +
|OQuter Ethernet, ET=0x894F | NSH, NP = 0x3 | original frame |
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