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$ ntpdc -nc monlist localhost
remote address port local address count m ver code avgint Istint

211.19.x.x
211.19.x.x
10.1.24

211.19.x.x
211.19.x.x
211.19.x.x

172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x
172.16.x.x

58905165
52079
495082
482563
71136
236985
388211
609374
577696
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ntp.conf(CEUNIRERTE. T2 EXIEUAT DR DIRELTE
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restrict default ignore

restrict 192.168.0.0 mask 255.255.255.0 noquery

HE U < [Emonlistiége =\ U CUED

disable monitor
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http://www.digitalattackmap.com/
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mH>TJ)1

Received: from unknown (HELO ary058.localhost) (103.232.15.114)
by xxx.xxx.xxx.xxx with ESMTP; 3 Nov 2014 01:14:52 +0900

Received: by ary058.localhost (Postfix, from userid 1002)

id CADB9BA175; Mon, 3 Nov 2014 01:11:21 +0900 (JST)

Received: from localhost (unknown [10.190.116.153])

by localhost (Postfix) with ESMTP id 5F6101048CDF

for <sample@example.jp>; Mon, 3 Nov 2014 01:11:20 +0900 (JST)
MIME-Version: 1.0

Content-Type: multipart/related,;
boundary="=_40e5d6439a2bec00af9b933b02ceddb7"

To: < sample@example.jp>

From: {£A fG1HE <nrzbims9ex32@ug53nhrhs09t.pink >

Subject: sample@example jptk FABESEZIDADHEHRNNTT D
Message-Id: <20141102161120.5F6101048CDF@mybmfyzw.ownpcip>
Date: Mon, 3 Nov 2014 01:11:20 +0900 (JST)

--= 40e5d6439a2bec00af9b933b02ceddb?
Content-Type: multipart/alternative;
boundary="=_08b0634309f7b756c0f3ae3e4felllfb"
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mH>TJ)L2

Received: from unknown (HELO ary053.localhost) (103.232.13.61)
by xxx.xxx.xxx.xxx with ESMTP; 31 Oct 2014 05:10:23 +0900
Received: by ary053.localhost (Postfix, from userid 1002)

id E8B38B8C31; Fri, 31 Oct 2014 05:10:24 +0900 (JST)

Received: from localhost (unknown [10.144.242 .45])

by localhost (Postfix) with ESMTP id 453701048CA5

for <sample2@example.jp>; Fri, 31 Oct 2014 05:10:18 +0900 (JST)
MIME-Version: 1.0

Content-Type: multipart/related,;
boundary="=_0337ac8d5d83aa62b139d72f28clcc2a"

To: <sample2@example.jp>

From: 825 Z= <avzwk4zzsx8o@uafyh70091z7.red >

Subject: sample2@examplejpZA....? TILNR?E>DESTHFEEA !
Message-Id: <20141030201018.453701048CAS5@dkodrj.etddmf>
Date: Fri, 31 Oct 2014 05:10:18 +0900 (JST)

sample2@example.jp =A
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-bash-3.2%$ w

16:07:28 up 293 days, 7:22, 2 users, load average: 41.69, 37.96, 35.68
AN ZAIRCHEZ L TWLDDN

-bash-3.2$ ps aux

USER PID %CPU %MEM VSZ RSSTTY  STAT START TIME COMMAND
~— BB

apache 366 6.4 1.3 57640 40552 ? 16:03 0:21 /usr/sbin/httpd

apache 516 5.8 1.3 58136 41080 ? 16:03 0:17 /usr/sbin/httpd
apache 610 5.1 1.3 58464 416127 16:03 0:14 /usr/sbin/httpd
apache 611 3.9 1.3 58004 40984 ? 16:04 0:11 /usr/sbin/httpd
..httpd JRIL |

TAIRCAKE A MEDH,
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ApacheD77 Ot RO 2R THB

162.xx.xX.Xx - - [2014:16:30:57 +0900]
204 xx.xx.xx - - [2014:16:31:00 +0900]
199.xx.xx.xx - - [2014:16:30:59 +0900]
204 .xx.xx.xx - - [2014:16:30:54 +0900]
162.xx.xx.xx - - [2014:16:30:53 +0900]
204 xx.xx.xx - - [2014:16:31:00 +0900]

204 xx.xx.xx - - [2014:16:30:59 +0900]
204 .xx.xx.xx - - [2014:16:31:00 +0900]
204 .xx.xx.xx - - [2014:16:31:01 +0900]
162.xx.xX.Xx - - [2014:16:31:00 +0900]
162.xx.xX.Xx - - [2014:16:31:02 +0900]

"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlirpc.php HTTP/1.0"
"POST /xmlirpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"
"POST /xmlrpc.php HTTP/1.0"

200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
200 523 "-"
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Abusing WP Pingback for HTTP DDoS Attack

Attacker distributes XMLRPC
pingback requests with
victims' address

§ INncaps
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sends JSON event logs

'r—ln- Fluentd om mmmr o ElasticSearch S

tail web server logs

rsyslogd jma Fluentd

Listen to st_.rslﬂg'
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~all Test Dashboard 7 days ago fo a few seconds ago

code:404 code 200 @ code 403

code404 (9125) code:200 (195744) @ code:403 (22) countper 1h | (204891 hits)

0 to 10 of 5000 available for paging

Fields @ _source (select columns from the list to the left)

Terent (12 {host™"198 27 99.112","user™™-","method™"POST", "path™“irceo_message/attachmeni/sign/frackback”,"code™" 403" "size™"1238", referer™"hiip/Awww .

Type to fiiter... {host™"62.219.3.11%, user""-","method™"POST", "path""Awp-irackback php?attachment_id=5246" "code™"403" "size™™1 211", referer™"hiipiwww_exampi...

{hosi™"198 27 .99 114", "user™™","method™"POST","path™"fcsriecolg tigreen_choudatsu_kaiteifirackback”,"code™"403" "size™"1253" "ref _

{host™"69.64 61.1367 "user™™" "method™"POST","path™"irceo_message/attachmentisign/irackback”,"code™ 403" "size™"1238" “referer™"hitpfiwww__
{"host™"88.150.230.88","user ", "method™"POST", path™ irteo_messagefatiachmeni/sign2/irackbackr","code™ 403" "size™" 12417, referer - hilpfiw__
{host""176.9.112_14" "user”™" "method™:"GET","path""wp-app_phplservice” "code™ "403" "size™ "1 58" "referer™ "hiip-Awww example co jpiwp-app.php__
{hos"176.9.176.194","user™"-" "method™"POST", paih™lesrfeco/green/atiachmentigreen_choudatsu_kaiteiffrackback” "code™"403" "size™"1253" ref_.
{host™"142 91.106.174","user™ "~ "method™ "POST","path™ firceo_message/attachment/signfrackback™,"code™ 403", "size™ "1 238" "referer"hitpiiww_.

{host™"176.9.176.194" "user™ ™" "method™"POST","path™ “irceo_messagefattachment/signfirackback”,"code™ 403" "size™"1238" "referer™ "hitp:iisho._

0DD0DD0DDODDOD

Fhost™"04 23 76 175" "user™=




ITENR—=ZKD

=
B T B B OB Be OB N e




S 1

eAEDIE]]

TS0 EERLDRDT. L0OZVLWT ERHFONDINE

&7 fluentd http://www.fluentd.org/plugins
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ticsearch/reference/current/modules-
plugins.html
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