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1. ISODAF
http://dev.packages.vyos.net/iso/preview/1.1.0-betal/
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login: vyos / password: vyos COJ 1 > %

$ install image
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WRHA)(—=3 > 1.1(Helium)

Kernel DEFT & DMDIREBNN &/ \TEL
- kernel 3.13 (iproute2E&HET)

- 802.3ad QinQ VLAN stacking

- Unmanaged L2TPv3

- Event handler

« IGMP proxy (pulled from Edge0S).

- Dummy interfaces (same functionality to multiple loopbacks).
- IPsecH'IKEv2. hash256. SHA2ZHR— Mg

etc...
ZZ: http://vyos.net/wiki/1.1.0/release_notes
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KernelDEFT DM DHEEEIENT &/ \VTIBIENH D FE U,
- kernel 3.13 (iproute2 &N ET)
- 802.3ad QinQ VLAN stacking

< Unmanaged L2TPV3> « ch
- Event handler
« IGMP proxy (pulled from Edge0S).

- Dummy interfaces (same functionality to multiple loopbacks).
- IPsecH'IKEv2. hash256. SHA2%Z=H7R—

etc...
ZZ: http://vyos.net/wiki/1.1.0/release_notes
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unmanged L2TPv3?

L2TPV3TIE b2 R)LDIERE. BEDIZEHIC
contorl messageZz="D &ED L CLWET,
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unmanged L2TPv3

DE D INZlF(encap ipDiga

L2TPv3 L
L2 Frame _ tunnel IP Header L2 Frame
interface
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iproutea < > FTL2TPv3

- iproute 1< > R CDRTEH!

ip 12tp add tunnel tunnel_id 200 peer_tunnel_id 200 ¥
encap udp local 192.0.2.1 remote 203.0.113.24 ¥
udp_sport 9000 udp_dport 9001

ip 12tp add session tunnel_id 200 session_id 100 ¥
peer_session_id 200

ip link set 12tpethO up mtu 1488



VyOSDL2TPv3avY v F

- SREH(L2TPV3 over UDP):

12tpv3 12tpeth0 {
destination-port 9001
encapsulation udp
local-ip 192.0.2.1
peer-session-id 100
peer-tunnel-id 200
remote-ip 203.0.113.24
session-id 100
source-port 9000
tunnel-id 200
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L2TPv3/IPsecDsSEHIE

-« L2TPV3

- encapsulation(CUDP(1701) % £
- IPsec

SR BHE

- UDP(1701)%Z1IPsecd D54 &E U TERTE

- IKE aes256, shal, hd-group 5

- ESP ae5256, shal, transport mode, pfs enable
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VyOS R1 BEXRESTE

$ configure

# set interfaces ethernet ethO address 10.254.30.1/24
# set system gateway-address 10.254.30.254

# set interfaces ethernet ethl bridge-group bridge brO
# commit

# save



VyOS R1 IPsec®:sS3E 1

# set vpn ipsec ike-group IKE-1

# set vpn ipsec ike-group IKE-1 proposal 1 encryption aes256
# set vpn ipsec ike-group IKE-1 proposal 1 hash shal

# set vpn ipsec ike-group IKE-1 proposal 1 hd-group 5

# set vpn ipsec ike-group IKE-1 lifetime 3600

# set vpn ipsec esp-group ESP-1

# set vpn ipsec esp-group ESP-1 mode transport

# set vpn ipsec esp-group ESP-1 pfs enable

# set vpn ipsec esp-group ESP-1 lifetime 3600

# set vpn ipsec esp-group ESP-1 proposal 1 encryption aes256
# set vpn ipsec esp-group ESP-1 proposal 1 hash shal



VyOS R1 IPsec®D:sS7E?2

# set vpn ipsec site-to-site peer 10.254.20.2

# set vpn ipsec site-to-site peer 10.254.20.2 authentication mode pre-shared-secret
# set vpn ipsec site-to-site peer 10.254.20.2 authentication pre-shared-secret
secretl23

# set vpn ipsec site-to-site peer 10.254.20.2 ike-group IKE-1

# set vpn ipsec site-to-site peer 10.254.20.2 local-address 10.254.30.1

# set vpn ipsec site-to-site peer 10.254.20.2 tunnel 1 esp-group ESP-1

# set vpn ipsec site-to-site peer 10.254.20.2 tunnel 1 local port 1701

# set vpn ipsec site-to-site peer 10.254.20.2 tunnel 1 remote port 1701

# set vpn ipsec ipsec-interfaces interface ethO

# commit



VyOS R1 L2TPV3DESTE

# set interfaces 12tpv3 |2tpethO

# set interfaces 12tpv3 I2tpethO encapsulation udp

# set interfaces 12tpv3 12tpeth0 source-port 1701

# set interfaces 12tpv3 |2tpethO destination-port 1701
# set interfaces |12tpv3 12tpethO local-ip 10.254.30.1

# set interfaces 12tpv3 |2tpethO remote-ip 10.254.20.2
# set interfaces 12tpv3 12tpethO tunnel-id 3000

# set interfaces 12tpv3 12tpethO peer-tunnel-id 4000

# set interfaces |12tpv3 12tpethO session-id 1000

# set interfaces 12tpv3 12tpethO peer-session-id 2000
# set interfaces bridge brO

# set interfaces 12tpv3 |2tpethO bridge-group brigde br0
#commit

# save



VyOS R2 BEXRESTE

$ configure

# set interfaces ethernet ethO address 10.254.20.2/24
# set system gateway-address 10.254.20.254

# set interfaces ethernet ethl bridge-group bridge br0O
# commit

# save



VyOS R2 IPsec®:sS3E 1

# set vpn ipsec ike-group IKE-1

# set vpn ipsec ike-group IKE-1 proposal 1 encryption aes256
# set vpn ipsec ike-group IKE-1 proposal 1 hash shal

# set vpn ipsec ike-group IKE-1 proposal 1 hd-group 5

# set vpn ipsec ike-group IKE-1 lifetime 3600

# set vpn ipsec esp-group ESP-1

# set vpn ipsec esp-group ESP-1 mode transport

# set vpn ipsec esp-group ESP-1 pfs enable

# set vpn ipsec esp-group ESP-1 lifetime 3600

# set vpn ipsec esp-group ESP-1 proposal 1 encryption aes256
# set vpn ipsec esp-group ESP-1 proposal 1 hash shal



VyOS R2 IPsec®:sS7E?2

# set vpn ipsec site-to-site peer 10.254.30.1

# set vpn ipsec site-to-site peer 10.254.30.1 authentication mode pre-shared-secret

# set vpn ipsec site-to-site peer 10.254.30.1 authentication pre-shared-secret secret123
# set vpn ipsec site-to-site peer 10.254.30.1 ike-group IKE-1

# set vpn ipsec site-to-site peer 10.254.30.1 local-address 10.254.20.2

# set vpn ipsec site-to-site peer 10.254.30.1 tunnel 1 esp-group ESP-1

# set vpn ipsec site-to-site peer 10.254.30.1 tunnel 1 local port 1701

# set vpn ipsec site-to-site peer 10.254.30.1 tunnel 1 remote port 1701

# set vpn ipsec ipsec-interfaces interface ethO

# commit



VyOS R2 L2TPV3DESTE

# set interfaces 12tpv3 12tpethO

# set interfaces 12tpv3 12tpeth0O encapsulation udp

# set interfaces 12tpv3 12tpeth0 source-port 1701

# set interfaces 12tpv3 12tpethO destination-port 1701
# set interfaces 12tpv3 12tpethO local-ip 10.254.20.2

# set interfaces 12tpv3 12tpethO remote-ip 10.254.30.1
# set interfaces 12tpv3 12tpeth0 tunnel-id 3000

# set interfaces 12tpv3 12tpeth0 peer-tunnel-id 4000

# set interfaces 12tpv3 12tpeth0 session-id 1000

# set interfaces 12tpv3 12tpeth0 peer-session-id 2000
# set interfaces bridge brO

# set interfaces 12tpv3 12tpeth0 bridge-group brigde brO
# commit

# save



IPsecODHE:R

vyos@vyos:~$ show vpn ike sa
Peer ID / IP Local ID / IP

10.254.30.1 10.254.20.2

State Encrypt Hash D-H Grp NAT-T A-Time L-Time

up aes256 shal 5 no 2438 3600

vyos@vyos:~$ show vpn ipsec sa
Peer ID / IP Local ID / IP

10.254.30.1 10.254.20.2

Tunnel State Bytes Out/In Encrypt Hash NAT-T A-Time L-Time Proto

1 up 0.0/0.0 aes256 shal no 1510 1800 ip
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CiscoldTTE&Sd5 UL L)

- L2TPv3 Tmanual&EWLWSE— RZE{ES
- CiscoC(Eencapsulation(IIPD A
- L2-Specific Sublayer headerH'7a0 )\

X L2-Specific Sublayer(Zoptional’ZXRDTWAZE T I(FTR0N
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8%&: http://man7.org/linux/man-pages/man8/ip-12tp.8.html
http://www.spinics.net/lists/netdev/msg254630.html



CSR1000v - VyOS L2TPv3/IPsec




L2TPv3/IPsecDsSEHIE

-« L2TPV3

- encapsulation(CIP&{EFE

- IPsec

SR BHE

: IPO)7°IZI NJJLA A T115(12tp) &= IPsecd D&
EUTERTE

- IKE aes256, shal, hd-group 5

- ESP aes256, shal, transport mode, pfs enable
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CSR1000v R1EA3

(config 1&#%)

interface GigabitEthernet2
ip address 10.254.30.1 255.255.255.0

ip route 0.0.0.0 0.0.0.0 10.254.30.254



CSR1000v R1 IPsecds¥iE1

(config 1&#%)

crypto isakmp policy 1

encr aes 256

authentication pre-share

group 5

lifetime 3600

crypto isakmp key secret123 address 10.254.20.2

crypto isakmp keepalive 30 periodic

1

crypto ipsec transform-set IPSEC esp-aes 256 esp-sha-hmac
mode transport



CSR1000v R1 IPsecDs%iE2

(config 1&#%)

crypto map L2TPv3-IPSEC_to_VyOS 1 ipsec-isakmp
set peer 10.254.20.2

set transform-set IPSEC

match address 100

|

access-list 100 permit 115 host 10.254.30.1 host 10.254.20.2



CSR1000v R1 L2TPV3D%TE

(config 1&#%)

pseudowire-class PSE-L2TPv3
encapsulation 12tpv3
interworking ethernet
protocol none
ip local interface GigabitEthernetl
interface GigabitEthernet2
no ip address
negotiation auto
xconnect 10.254.20.2 1000 encapsulation I12tpv3 manual pw-class PSE-L2TPv3
12tp id 4000 3000
12tp cookie local 4 O

12tp cookie remote 4 0
1



VyOS R2 BEXRESTE

$ configure

# set interfaces ethernet ethO address 10.254.20.2/24
# set system gateway-address 10.254.20.254

# set interfaces ethernet ethl bridge-group bridge br0O
# commit

# save



VyOS R2 IPsec®:sS3E 1

# set vpn ipsec ike-group IKE-1

# set vpn ipsec ike-group IKE-1 proposal 1 encryption aes256
# set vpn ipsec ike-group IKE-1 proposal 1 hash shal

# set vpn ipsec ike-group IKE-1 proposal 1 hd-group 5

# set vpn ipsec ike-group IKE-1 lifetime 3600

# set vpn ipsec esp-group ESP-1

# set vpn ipsec esp-group ESP-1 mode transport

# set vpn ipsec esp-group ESP-1 pfs enable

# set vpn ipsec esp-group ESP-1 lifetime 3600

# set vpn ipsec esp-group ESP-1 proposal 1 encryption aes256
# set vpn ipsec esp-group ESP-1 proposal 1 hash shal



VyOS R2 IPsec®:sS7E?2

# set vpn ipsec site-to-site peer 10.254.30.1

# set vpn ipsec site-to-site peer 10.254.30.1 authentication mode pre-shared-secret
# set vpn ipsec site-to-site peer 10.254.30.1 authentication pre-shared-secret
secretl23

# set vpn ipsec site-to-site peer 10.254.30.1 ike-group IKE-1

# set vpn ipsec site-to-site peer 10.254.30.1 local-address 10.254.20.2

# set vpn ipsec site-to-site peer 10.254.30.1 tunnel 1 esp-group ESP-1

# set vpn ipsec site-to-site peer 10.254.30.1 tunnel 1 protocol 12tp

# set vpn ipsec ipsec-interfaces interface ethO

# commit



VyOS R2 L2TPV3DESTE

# set interfaces 12tpv3 12tpethO

# set interfaces 12tpv3 12tpeth0 encapsulation ip

# set interfaces 12tpv3 12tpethO local-ip 10.254.20.2

# set interfaces 12tpv3 12tpethO remote-ip 10.254.30.1

# set interfaces 12tpv3 12tpethO tunnel-id 1000

# set interfaces 12tpv3 12tpeth0 peer-tunnel-id peer 1000
# set interfaces 12tpv3 12tpeth0 session-id 3000

# set interfaces 12tpv3 12tpeth0 peer-session-id 4000

# set interfaces 12tpv3 12tpethO bridge-group brigde br0
# commit
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WRHA)(—=3 > 1.1(Helium)

Kernel DEFT & DMDIREBNN &/ \TEL
- kernel 3.13 (iproute2E&HET)

- 802.3ad QinQ VLAN stacking

- Unmanaged L2TPv3

- Event handler

+ IGMP proxy (pulled frém Edge0S). > « Sh

- Dummy interfaces (same functionality to multiple loopbacks).
- IPsecH'IKEv2. hash256. SHA2%Z=H7R—

etc...
ZZ: http://vyos.net/wiki/1.1.0/release_notes
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&% :EdgeRouter Lite

CPU : Cavium OCTEON+

RAM : 512MB RAM

APML—2:USB 2.0 2GBO5SwvS1

NIC : 1GbE x 3 port(ethO - eth2)

a>Y—JL : R1453 U7 J)Lik— b (Cisco®TO K)
¥88: 1005 PPS

fit&: BXRATLIHABRS5 K WMEIAEA)
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EdgeOS & VyOSDEI &

EdgeOSDREMN—EPEDIAFENTZED I B,
Zimlddddh. ETFEFRTIERLS UL,

None of the systems commits to closely follow the other, i.e. EdgeOS is not the
“upstream” for VyOS or vice versa.

(B&)
In a nutshell, it's much like FreeBSD and OpenBSD. They exchange patches when it’s
reasonable to achieve common goals, but they are independent and each is going in its

own direction.

&3 http://blog.vyos.net/post/71030817586/relationship-with-edgeos
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IGMP Proxy

- Task scheduler (cron) CLI

- Command Scripting

- IPv4 BGP peer groups®/\ZJFIX
+ DHCPV6 relay®/\ZJFIX
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5l EdgeOSE#ThRv1.5MDi%5(2014/88FR):
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- UPNnP?

- Linux kernel 3.4.27

- WebUIDs#1L,

=%,
https://community.ubnt.com/t5/EdgeMAX-Updates-Blog/EdgeMax-software-release-v1-5-0/ba-p/888586
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EdgeOS v1.6(alpha2iF=)

- New kernel (3.10-based)
- Change base system to Debian wheezy
- basic DHCPv6 PD support

alphal Release Notes:

http://community.ubnt.com/t5/EdgeMAX/Alpha-software-release-v1-6-0alphal-now-available-in-the-beta/m-
pP/949025#U949025

alpha2 Release notes:
http://community.ubnt.com/t5/EdgeMAX-Beta/Alpha-release-v1-6-0alpha2/m-p/973015#U973015
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: http://www.coverfire.com/articles/queueing-in-the-linux-network-stack/



[ftoyama@localhost ]$ ip a
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 16436 qdisc nogueue state UNKNOWN
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
inet6 ::1/128 scope host
valid_Ift forever preferred_Ift forever
2: eth0: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc pfifo_fast state
UP glen 1000
link/ether 00:0c:xx:xx:xx:xx brd ff:ff.ff:ff.ff:ff
inet 192.168.1.xxx/24 brd 192.168.1.255 scope global eth0
valid_Ift forever preferred_Ift forever



Bufferbloatic DU\

CTBNAZEZ(CLTLIESEY,

Bufferbloat:
http://www.slideshare.net/kazuhitoohkawa/bufferbloat
http://events.linuxfoundation.jp/events/linuxcon-japan/program/slides
MBufferbloat: are we there yet? By stephen hemminger

FQ_CoDel(Fair Queue Controlled Delay):
https://www.bufferbloat.net/projects/codel/wiki/Technical_description_of_FQ_CoDel
http://manpages.ubuntu.com/manpages/raring/man8/tc-fq_codel.8.html

HTB(Hierarchical Token Bucket):

http://linuxjf.sourceforge.jp/JFdocs/Adv-Routing-HOWTO/lartc.qdisc.classful.html
http://luxik.cdi.cz/~devik/qos/htb/



&% /usr/share/doc/ubnt-platform-e100/fqgcodel-example
ZEDFIFFERTIBET|ASTIND ATV R

#WAN upload traffic
/sbin/tc qdisc add dev eth1 root handle 1: htb default 10
/sbin/tc class add dev ethl parent 1: classid 1:1 htb quantum 1500 ¥
rate 8000000 ceil 8000000
/sbin/tc class add dev eth1l 8000000 parent 1:1 classid 1:10 htb quantum 1500 ¥
rate 8000000 ceil
/sbin/tc qdisc add dev ethl parent 1:10 handle 100: fg_codel quantum 300 target 5ms

#WAN download traffic
/sbin/tc qdisc add dev ifb_eth1 root handle 1: htb default 10
/sbin/tc class add dev ifb_eth1 parent 1: classid 1:1 htb quantum 1500 ¥
rate 10000000 ceil 10000000
/sbin/tc class add dev ifb_eth1 parent 1:1 classid 1:10 htb quantum 1500 ¥
rate 10000000 ceil 10000000
/sbin/tc qdisc add dev ifb_eth1 parent 1:10 handle 100: fg_codel quantum 300 target 5ms

/sbin/ip link set ifb_eth1 up

/sbin/tc qdisc add dev eth1 handle ffff: ingress # download traffic

/sbin/tc filter add dev eth1 parent ffff: protocol all prio 10 u32 match u32 0 O flowid 1:1 ¥
action mirred egress redirect dev ifb_eth1l
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