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CentOS5 -> CentOS6

NR—Tarv DAL
kernel 2.6.18 -=> 2.6.32
iptables 1.3.5 -> 1.4.7



CentOS5 -> CentOS6

Red Hat Enterprise Linux 6521 TaTHE T A NIZLAHE
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iptables -t mangle -A INPUT -p tcp --dport 80 -j SECMARK --selctx
system_u. DL'I_‘]E‘.L‘; t_r:ht !:pd__pac.ke t_t:s0




CentOS5 -> CentOS6
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ip_conntrack -> nf_conntrack
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TPROXY target , TCPOPTSTRIP target, etc




kernel newbies(2.6.19->2.6.32)

Linux 2 6 19(http://kernelnewbies.org/Linux_2 6 19)
2L

Linux 2 6 20(http://kernelnewbies.org/Linux 2 6 20)

*Add full NAT support for nf conntrack

*Add IRC helper port, FTP NAT helper port, SIP helper port, TETP helper port , PPTP helper port, H.323 helper port.
NetBIOS name service helper port , SNMP NAT helper port

esysctl and /proc compatibility with old connection tracking , tatistics.

*x_tables: add port of hashlimit match for IPv4 and IPv6 and add NFLOG target

*ebtables: add --snap-arp option

Linux 2 6 21(http://kernelnewbies.org/Linux_2 6 21)

*NAT: optional source port randomization support

*Add IPv6-capable TCPMSS target support

*Add SANE connection tracking helper

eIntroduces match for Mobility Header (MH) described by Mobile IPv6 specification (RFC3775)



kernel newbies(2.6.19->2.6.32)

Linux 2 6 22(http://kernelnewbies.org/Linux_2 6 22)
*Remove IPv4 only connection tracking/NAT

*Add support for user mode STP

*ipt DNAT: accept port randomization option

Linux 2 6 23(http://kernelnewbies.org/Linux 2 6 23)

enf_conntrack: UDPLITE support, introduce extension infrastructure , use extension infrastructure for helper , remove
old memory allocator of conntrack , use hashtable for expectations , nf conntrack helper: use hashtable for conntrack
helpers

enf nat: add reference to conntrack from entry of bysource list , use extension infrastructure

*Add u32 match

*x_tables: add TRACE target , add connlimit match

Linux 2 6 24(http://kernelnewbies.org/Linux_2 6 24)
*Add xt_time match: a "time" match, which allows you to match based on the packet arrival time (at the machine which
netfilter is running) or departure time/date (for locally generated packets)



kernel newbies(2.6.19->2.6.32)

Linux 2 6 25(http://kernelnewbies.org/Linux_2 6 25)

*Add CONFIG_NETFILTER _ADVANCED option.

*x_tables: add TCPOPTSTRIP target.

*Merge ipt_tos into xt_dscp. , merge ipt_ TOS into xt DSCP.
*IPv6 capable xt_ TOS v1 target. , IPv6 capable xt_tos vl match.
*ip_tables: remove obsolete SAME target.

ex_tables: add RATEEST target. , add rateest match

ectnetlink: add support for secmark.

Linux 2 6 26(http://kernelnewbies.org/Linux 2 6 26)
enf _conntrack: add DCCP protocol support
enf nat: add UDP-Lite support, add DCCP protocol support , add SCTP protocol support



kernel newbies(2.6.19->2.6.32)

Linux 2 6 27(http://kernelnewbies.org/Linux 2 6 27)

*ebtables: add IPv6 support,

ectnetlink: add full support for SCTP to ctnetlink

*ip_tables: add iptables security table for mandatory access control rules
*ip6_tables: add ip6tables security table

eaccounting rework: ct_extend + 64bit counters

Linux 2 6 28(http://kernelnewbies.org/Linux 2 6 28)
*Transparent proxy support

*Enable netfilter in netns

*xt_recent: IPv6 support

Linux 2 6 29(http://kernelnewbies.org/Linux 2 6 29)
2L



kernel newbies(2.6.19->2.6.32)

Linux 2 6 30(http://kernelnewbies.org/Linux_2 6 30)
*Combine ipt_ TTL and ip6t_HL source

*Combine ipt_ttl and ip6t_hl source

siptables: lock free counters

esysctl support of logger choice

extables: add cluster match , add LED trigger target

Linux 2 6 31(http://kernelnewbies.org/Linux 2 6 31)

econntrack: add support for DCCP handshake sequence to ctnetlink
econntrack: optional reliable conntrack event delivery

enf ct_tcp: TCP simultaneous open support

epassive OS fingerprint xtables match

*xt NFQUEUE: queue balancing support

Linux 2 6 32(http://kernelnewbies.org/Linux 2 6 32)
2L
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*TRACE target
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*TCPOPTSTRIP target
TCP Xy MPHLTCPA 7 Ta B ERU T,
NO-OPSICEEH#iZ 5,
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LED target
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*TPROXY target
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*NFLOG target
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# Estimate outgoing rates

iptables -t mangle -A POSTROUTING -o ethO -} RATEEST --rateest-name eth0 \
--rateest-interval 250ms --rateest-ewma 0.5s

iptables -t mangle -A POSTROUTING -o ppp0 -] RATEEST --rateest-name ppp0 \
--rateest-interval 250ms --rateest-ewma 0.5

# Mark based on available bandwidth

iptables -t mangle -A balance -m conntrack --ctstate NEW -m helper --helper ftp \
-m rateest --rateest-delta --rateest] ethOQ --rateest-bps1 2.5mbit --rateest-gt \
--rateest2 ppp0 --rateest-bps2 2mbit -} CONNMARK --set-mark 1

iptables -t mangle -A balance -m conntrack --ctstate NEW -m helper --helper ftp \
-m rateest --rateest-delta --rateestl ppp0 --rateest-bps1 2mbit --rateest-gt \
--rateest2 ethO --rateest-bps2 2.5mbit - CONNMARK --set-mark 2

iptables -t mangle -A balance -j CONNMARK --restore-mark
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BALANCE, IPMARK, TARPIT, XOR

‘HIfg=h 7= match

account, childlevel, condition, connrate,
dstlimit, 1ipv4options, mport, nth, osf
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5
* Mass-blocking IP addresses with ipset

http://daemonkeeper.net/781/mass-blocking-ip-addresses-with-ipset/

*Netfilter Performance Testing
http://people.netfilter.org/kadlec/nftest.pdf
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1. ipset create Tl k] Z2ERk

2. ipset add T R 21BN
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IPset CEY 2 VERR

# ipset create B My BN AT [T T al]
# ipset add B s =K [T T3]

)
# 1pset create DenyIP hash:ip timeout 0
# 1pset add DenyIP 192.168.1.10 timeout 30

# 1pset list DenyIP
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Ty AT (ipset add THRFDT +—~ )
*bitmap:ip (ip | fromip-toip | ip/cidr)
*bitmap:ip,mac (ip[,macaddr])

*bitmap:port (port | fromport-toport)

*hash:ip (ip)

-hash:net (ip[/cidr])

-hash:ip,port (ip,[proto: Jport)

-hash:net,port (ip[/cidr],[proto:]port)
*hash:ip,port,ip (ip,[proto:]port,ip)
*hash:1p,port,net (ip,[proto: Jport,ip[/cidr])
-hash:net,iface (ip[/cid,[physdev:]iface)

- list:set (setname [ { before | after } setname ])

4




v h#&iptables?D/L—/L &L T

~ v F DS E L T H (set match)
{5) DenyIP-& > MZ— 2L 7215{5 S ZDROP
# iptables -A INPUT -m set --match-set DenyIP src -j) DROP

By ND= R %28 B (SET target)
{5y sshiZ 7 7B AR T-##t ot DenylP MIiE N
# iptables -A INPUT -p tcp --dport 22 -j SET --add-set DenylIP src
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# ipset save > filename

B
# ipset restore < filename



kernel newbies(2.6.33->3.7)

Linux 2 6 33(http://kernelnewbies.org/Linux_2 6 33)
2L

Linux 2 6 34(http://kernelnewbies.org/Linux 2 6 34)

enf _conntrack sip: add T.38 FAX support, add TCP support

enf _conntrack: support conntrack templates, add support for "conntrack zones"
enf nat sip: add TCP support

ectnetlink: add zone support

*ebtables: add CONFIG_COMPAT support

extables: add CT target

Linux 2 6 35(http://kernelnewbies.org/Linux 2 6 35)
2L



kernel newbies(2.6.33->3.7)

Linux 2 6 36(http://kernelnewbies.org/Linux_2 6 _36)

*Add CHECKSUM target

*Add xt_cpu match

sipt_LOG/ip6t_LOG: add option to print decoded MAC header
extables: idletimer target implementation

ext_ipvs (netfilter matcher for IPVS)

Linux 2 6 37(http://kernelnewbies.org/Linux 2 6 37)
*Added IPv6 support to the TPROXY target

Linux 2 6 38(http://kernelnewbies.org/Linux 2 6 38)
2L



cpu match
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iptables -t nat -A PREROUTING -p tcp --dport 80 -m cpu --cpu 0 -j REDIRECT --to-port 8080
iptables -t nat -A PREROUTING -p tcp --dport 80 -m cpu --cpu 1 -j REDIRECT --to-port 8081
iptables -t nat -A PREROUTING -p tcp --dport 80 -m cpu --cpu 2 -j REDIRECT --to-port 8082

iptables -t nat -A PREROUTING -p tcp --dport 80 -m cpu --cpu 3 -j REDIRECT --to-port 8083
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kernel newbies(2.6.33->3.7)

Linux 2 6 39(http://kernelnewbies.org/Linux_2 6 39)

*[Pset

*Audit target to record accepted/dropped packets

extable: connlimit revision 1

extable: speedup compat operations

extable: "set" match and "SET" target support
ext_addrtype: ipv6 support

*xt CLASSIFY: add ARP support, allow CLASSIFY target on any table
ext_conntrack: support matching on port ranges

eebt_ip6: allow matching on ipv6-icmp types/codes

enf conntrack: nf conntrack snmp helper

enf conntrack tstamp: add flow-based timestamp extension



kernel newbies(2.6.33->3.7)

Linux 3.0(http://kernelnewbies.org/Linux_3.0)
sipset: SCTP, UDPLITE support added

Linux 3.1(http://kernelnewbies.org/Linux_3.1)
*Add SELinux context support to AUDIT target
*jpset: support range for IPv4 at adding/deleting elements for hash:*net* types

Linux 3.2(http://kernelnewbies.org/Linux_3.2)
2L

Linux 3.3(http://kernelnewbies.org/Linux_3.3)

*Add extended accounting infrastructure over nfnetlink, which aims to allow displaying real-time traffic accounting
without the need of complicated and resource-consuming implementation in user-space

*Add nfacct match to support extended accounting

*Add "rpfilter" reverse path filter match support, allows to match packets whose replies would go out via the interface the
packet came in



nfacct

‘nfacct —/VERAABHOEAZL T,
FE—BU T T NDT I T4V T
NTEB,

L)

iptables -1 INPUT -p tcp --sport 80 -m nfacct --nfacct-name http-traffic
iptables - OUTPUT -p tcp --dport 80 -m nfacct --nfacct-name http-traffic




rpfilter match

‘Reverse Path FilterDRREE
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kernel newbies(2.6.33->3.7)

Linux 3.4(http://kernelnewbies.org/Linux_3.4)

*Add timeout extension. This allows you to attach timeout policies to flow via the connection tracking target

ectnetlink: add NAT support for expectations class

sjpset: The "nomatch' keyword and option is added to the hash:*net* types, by which one can add exception entries to sets
*Merge ipt LOG and ip6_LOG into xt LOG

Linux 3.5(http://kernelnewbies.org/Linux_3.5)
*Add xt_hmark target for hash-based skb marking
*bridge: optionally set indev to vlan

*hashlimit: byte-based limit mode

*ipvs: add support for sync threads

*Remove ip_queue support

Linux 3.6(http://kernelnewbies.org/Linux_3.6)
*Add fail-open support
*Add user-space connection tracking helper infrastructure



kernel newbies(2.6.33->3.7)

Linux 3.7(http://kernelnewbies.org/Linux_3.7)
*Add protocol independent NAT core

*Add IPv6 MASQUERADE target

*Add IPv6 NETMAP target

*Add IPv6 REDIRECT target

*Add IPv6 NAT support

*Support IPv6 in FTP NAT helper

*Support IPv6 in IRC NAT helper

*Support IPv6 in SIP NAT helper

*Support IPv6 in amanda NAT helper

*Add stateless IPv6-to-IPv6 Network Prefix Translation target
*Remove xt NOTRACK



2%

*http://www.netfilter.org/

- http://www.at.netfilter.org/patch-o-matic/pom-extra.html

* http://www.frozentux.net/documents/iptables-tutorial/

* http://www.asahi-net.or.jp/~aa4t-nngk/ipttut/index.html

- http://ja.wikipedia.org/wiki/Iptables

* http://member.wide.ad.jp/tr/

- http://kernelnewbies.org/

- https://access.redhat.com/knowledge/docs/Red Hat Enterprise Linux/?locale=ja-JP
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