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Message Header Format

® Version (2 octets)
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Field Specifier Format
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Template Record Format
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Options Template Record Format

® Options Template Record Header
e Template ID (2 octet)
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® Field Value
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WL DD DFEFE A& Options Templates (2)

® Exporting Process Reliability Statistics Option Template
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0 15 16 31
SetID =12 Length = 28 octets
Template ID = 256 Field Count =5
0 sourcelPv4Address = 8 Field Length = 4
0] destination|Pv4Address = 12 Field Length = 4
0] ipNextHoplPv4Address = |5 Field Length = 4
10 inPacketDeltaCount = 2 Jield Length = 4




Enterprise-Spec. IE % {5 > /¢ Template Set D]

0 15 16 31
SetID =12 Length = 32 octets
Template ID = 257 Field Count =5
0 sourcelPv4Address = 8 Field Length = 4
0] destination|Pv4Address = 12 Field Length = 4
I ipNextHoplPv4Address = |5 Field Length = 4
Enterprise number
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Data Set D4l
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31

Set ID =256

Length = 44 octets
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IETF-Spec. IE Z {5 > /= Options Temp. Set D]

SetID =3

Length = 24 octets

Template ID = 259

Field Count = 3

Scope Field Count = |

lineCardid = 14|

Scope | Field Length = 4

exportedPacketCount = 4|

Field Length = 2

exportedFlowCount = 42
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|E: Identifiers

ID Name ID Name
141 lineCardld 148 flowld
142 portld 145 templateld
10 ingressinterface 149 observationDomainld
| 4 egressinterface |38 observationPointld
143 meteringProcessld Xy commonPropertiesld
|44 exp_ortingProcessId
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|E: Metering and Exporting Process Config.

ID Name ID Name

130 exporter|Pv4Address pAK exportinterface

131 exporter|Pv6Address 214 exportProtocolVersion
217 exporter IransportPort 215 exportlransportProtocol
211 collector|Pv4Address 216 collectorTransportPort
212 collector|Pv6Address 173 flowKeylndicator




|E: Metering and Exporting Process Statistics

ID Name ID Name

41 exportedMessageTotalCount |65 ignoredOctetTotalCount
40 exportedOctetTotalCount 166 notSentFlow TotalCount
42 exportedFlowRecordTotalCount |67 notSentPacketTotalCount
163 observedFlowTotalCount |68 notSentOctetTotalCount
|64 ignoredPacketTotalCount




|E: IP Header Fields

ID Name ID Name

60 ipVersion 193 nextHeaderl|Pvé

8 sourcelPv4Address 195 ipDiffServCodePoint
27 sourcelPv6Address 196 ipPrecedence

9 sourcelPv4PrefixLength 5 ipClassOfService
29 sourcelPv6PrefixLength 55 postlpClassOfService
44 sourcelPv4Prefix 31 flowlLabellPv6
170 sourcelPv6Prefix 206 isMulticast

12 destination|Pv4Address 54 fragmentldentification
28 destination|Pv6Address 88 fragmentOffset

|3 destinationlPv4PrefixLength 197 fragmentFlags

30 destinationlPv6PrefixLength 189 ipHeaderLength
45 destinationlPv4Prefix 207 ipv4IHL
169 destinationlPv6Prefix 190 totalLengthlPv4
192 ipTTL 224 ip TotalLength

4 protocolldentifier 191 payloadLengthlPv6

[RFC5102] 5.4. 1P Header Fields
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|E: Transport Header Fields
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ID Name ID Name

7 source TransportPort 238 tcpWindowScale

| destination TransportPort 187 tcpUrgentPointer
180 udpSourcePort |88 tcpHeaderLength
181 udpDestinationPort 32 icmpTypeCodelPv4
205 udpMessagelength 176 icmp TypelPv4
182 tcpSourcePort |77 icmpCodelPv4
183 tcpDestinationPort 139 icmp TypeCodelPvé
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|E: Sub-IP Header Fields

ID Name 1D Name

56 sourceMacAddress 201 mplsLabelStackLength
81 postSourceMacAddress 194 mplsPayloadLength

58 vlanld /0 mplsTopLabelStackSection
59 postVlanld 71 mplsLabelStackSection2
80 destinationMacAddress 72 mplsLabelStackSection3
57 postDestinationMacAddress /3 mplsLabelStackSection4
146 wlanChannelld 74 mplsLabelStackSection5
147 wlanSSID 75 mplsLabelStackSectioné
200 mplsTopLabel TTL 76 mplsLabelStackSection7
pAIK; mplsTopLabelExp 77 mplsLabelStackSection8
237 postMplsTopLabelExp /8 mplsLabelStackSection9
202 mplsLabelStackDepth 79 mplsLabelStackSection |0

[RFC5102] 5.6. Sub-IP Header Fields
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|E: Derived Packet Properties

ID Name ID Name
pAC ipPayloadLength |18 bgpNextHoplPv4Address
|5 ipNextHoplPv4Address 63 bgpNextHoplPv6Address
62 ipNextHoplPv6Address 46 mplsTopLabelType
|16 bgpSourceAsNumber 47 mplsTopLabellPv4Address
|7 bgpDestinationAsNumber 140 mplsTopLabellPv6Address
128 bgpNextAdjacentAsNumber 90 mplsVpnRouteDistinguisher
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IE: Min/Max Flow Properties

ID Name ID Name

25 minimumlpTotalLength 208 ipv4Options

26 maximumlp TotalLength 64 ipv6ExtensionHeaders
52 minimumTTL 6 tcpControlBits

53 maximumTTL 209 tcpOptions




IE: Flow Timestamps

ID Name ID Name

150 flowStartSeconds 156 flowStartNanoseconds
|51 flowEndSeconds |57 flowEndNanoseconds
152 flowStartMilliseconds |58 flowStartDeltaMicroseconds
153 flowEndMilliseconds |59 flowEndDeltaMicroseconds
154 flowStartMicroseconds 160 systemlnitTimeMilliseconds
|55 flowEndMicroseconds 22 flowStartSysUpTime
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|E: Per-Flow Counters

ID Name 1D Name
I octetDeltaCount |34 droppedOctetTotalCount
23 postOctetDeltaCount 135 droppedPacketTotalCount
198 octetDeltaSumOfSquares 19 postMCastPacketDeltaCount
85 octetTotalCount 20 postMCastOctetDeltaCount
171 postOctetTotalCount 174 postMCastPacketTotalCount
199 octet TotalSumOfSquares |75 postMCastOctetTotalCount
pi packetDeltaCount 218 tcpSyn TotalCount
24 postPacketDeltaCount 219 tcpFinTotalCount
86 packetTotalCount 220 tcpRstTotalCount
172 postPacketTotalCount 221 tcpPshTotalCount
132 droppedOctetDeltaCount 222 tcpAckTotalCount
133 droppedPacketDeltaCount 223 tcpUrgTotalCount

[RFC5102] 5.10. Per-Flow Counters 36



|E: Miscellaneous Flow Properties / Padding

ID Name ID Name
36 flowActiveTimeout 161 flowDurationMilliseconds
37 flowldleTimeout 162 flowDurationMicroseconds
136 flowEndReason 61 flowDirection
210 paddingOctets
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® Accounting

o FRH=EICHULES
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o XYKNTU—UDELNADKLY NENT - FETA
® Traffic Engineering
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® Network Security
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